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1 KWL

Nginx S #E2 5T Redis [] WebApi B35 iF
Redis (4 &

Visualbox FE4IAL ubuntu [ redis &

2% 5 .NET WebApi [] OnAuthorization 57461
25 NET WebApi [fY] ActionFilterAttribute 4> F40IF
% 5 .INET WebApi [ % 45 51

%5 NET WebApi (11755 /1 i

T8 WebApi 2l A H1

Nginx HEHENL & 15 2

BITHER

B4

anp=uj

Nginx £8£ 2 T Redis ] WebApi & 1756
ik

Nginx TEEHE FAEH Redis 23 AT S 00 E, A3 1 SCRrERRE. /Al fEULILR
- BENE STE A B SR I R E R U I, 455 WebApi s KR FEHW R T J5 & S I & B,

FTF Redis FIEEA JLAS: 25— R Redis &3 T P AFOELE 225 IRl ok LU R, RESE
B AR DI 25 s 58— A, Redlis £004 e (B VA EUE R 5L 38T, 7E Linux. Windows
%525 m] DL — 822 5E il 36— 8, Redis SCRFEARE 140, B master-slave #2153
#r e

DL A SCHFAR I = EE A5 1 1A

=P AN P A SRS, 8 TP A EEEIIE, o — & WebApi IR55 2542 L
—™ Token FfIR[F] https HIMA N . 25 7 iU £l Token {RAFIEAH, A7 I token & H ajax 1H K.
WebRequest 153K, £1T Action i JESSIIATLS, 17 A Action Ff1R [RI£HE
Token 4> £y S EAT L :

N

Copyright 2017 All Rights Reserved by ZhouYongFeng , http://www.cnblogs.com/yongfeng




) BMNHF: %Y ( ‘ Y
[ o ) :L %45 ¥: OnAuthorization 646
_J
: I
rﬁ)ﬂﬁﬂ”ﬁTokenZIKiﬂﬁﬁ ) K 56 i 1 Redis AR 45 2% 17 i
L ) token, Z£ token
J
f ¢ N i L Token (7 R
BhE ) 32 01 Action I JE#RIEIT Redis A% 7%
FH ajax B{# WebRequest 7 1] 536 token
N y, N I y,
N < Vil Action IR [ 4k
. J . J

Nginx $E7E 2 3&T Redis 1K) WebApi S 5AE, W1 EFT~:

WP Y
AW Client: R
10.93.85.66

~
: WebApi PC1:
. 10.92.202.56:560
Redis Il 55 %% Token )
él%\ Y \é'
5 B p N
¢ | WebApi PC2:
"1 10.92.202.57:570
N J
-
WebApi PC3:
10.92.202.58:580

-

3 Redis HEE

Redis /& — MR EH ANSI C 1B & i 'S  SCHF M 28 A 5 T AR IR AT RE A H 52
Key-Value %4 ¢, FPEHEZFPiE 1 APl BB SN BRI SS 4%, RIRME (value)
AL PP H (String), WG (Map), B (list), SE& (sets) M1 HFPE & (sorted sets) <5287
HARTT DA LR kAT 2% 2] «

http://www.runoob.com/redis/redis-tutorial.html
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http://www.runoob.com/redis/redis-tutorial.html
https://zhyongfeng.com/api/user/GetMachine
https://zhyongfeng.com/api/user/GetMachine
https://zhyongfeng.com/api/user/GetMachine
https://zhyongfeng.com/api/user/GetMachine

4 Visualbox FEFIHL ubuntu F B redis &2

(&4 %% Oracle VM VirtualBox. ubuntu-17.10-desktop-amd64.iso)
Redis %3 A2 http://www.runoob.com/redis/redis-install.html

o RN

DRI X 2% RO IR, S SRR “ 2 ik e (NAT)” 538, BEAT redis B30 e 34215 1)
B EAERIAT LSRR “Brim L7 §5a, Er UL & PC HLLE [ — redis 4 AT 7 1],
IS BRI

EEF) {5 0 ##dh 00

v

FEW REE) FE R0

cE
=t FC1-Lirom:
x|
= = | IR & O 2|
Fi FEt | Rz FEa | BEe 2 ] =t | snen|  TEew | FResn| &
ons ¥ EERSEE E) redis ICP 10.93.85.66 6379 00,215 G379 >
e ERAE () [REEHLER mAT) |
. T )
Lalia v ER @
@ PR 1B ) [Tntel PROZ1000 NT S (G254
@ &0 B ) [
. .
p S WA itk o1 ;Bnnzmmms
¥ AR )
[ exe= O o)
E BPRE Cancel
]

0K Cancel

Linux [ ubuntu ¥T 7 6379 iy [
sudo iptables -I INPUT -p tcp --dport 6379 -j ACCEPT
FARWT fros:

EHi7N 16139

ﬂa-!

{ptables -1 INPUT -p tcp --dport 6379 -

service iptables save
iptables -nvL
licy ACCEPT © pa 0 bytes
arget prot opt in c source destination
0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT @ packets, 6 bytes)
pkts bytes target prot opt in out source destination

0 bytes)
prot opt in out source destination |

yongfeng-virtualBox:~S [l

BOPRZ0E WO G E et ot

¥k Redis iR55 45, BWEE:
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redis-cli
config set requirepass 123456

Efi—14:55@

g redls cli
127.0404110379 (onhg set requirepass 123456

VBOXADDI 1J.0.0.1.5 79> I
TIONS_
5.1.30_11...

e il
Windows %3 Telnet 2 v, AT MIER NI S T/
ﬂ__'l Tindows i

HHAEXCH Windows THEE

E g 4 m%ﬂ]ﬁﬁ mﬁ%ﬁ%%%ﬁ_i & ﬁ;ﬁ%iﬂ—#ﬂ]ﬁﬁs FAFE B

=10l i
©

) Wicrozsoft . HET Framework 3.5.1
. Microsoft Messzage Hueue (MSMQ) AREES

[ . EIF {h0f=s
) Tablet PC iﬂf’-‘F

D . Windows Process Actiwation Serwice
 Windows Search

BLA

1217 CMD, AT T
Microsoft Windows [it 4 6.1.7601]

WAL A (c) 2009 Microsoft Corporation. 14 T A BUF .

C:\Users\zhyongfeng>telnet 10.93.85.66 6379

=B8]

BOFPEEE O [ rient ct
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Microsoft Windows [H 6.1.76811
_ﬁ {c> 2089 Microsoft Corporation. IF

— e

C:™lsers zhyongfengrtelnet 18.93.85.66 6379

M AT

Copyright 2017 All Rights Reserved by ZhouYongFeng , http://www.cnblogs.com/yongfeng




5 %45 .NET WebApi f¥] OnAuthorization 51
Ik

CustomAuthorizeAttribute.cs
using System.Web.Http;
using System.Web.Http.Controllers;

namespace SSLWebApi.Controllers

{
public class CustomAuthorizeAttribute : AuthorizeAttribute
{
public override void OnAuthorization(HttpActionContext actionContext)
{
[P PR
if (actionContext.Request.Headers.Authorization != null)
{
string userinfo =

System.Text.Encoding.Default.GetString(System.Convert.FromBase64String(actionContext.Reques
t.Headers.Authorization.Parameter));

/1 PSSR 2 R
if (string.Equals(userinfo, string.Format("{0}:{1}", "zhyongfeng", "123456")))
{
IsAuthorized(actionContext);
}
else
{
HandleUnauthorizedRequest(actionContext);
}
}
else
{
HandleUnauthorizedRequest(actionContext);
}
}
protected override void

HandleUnauthorizedRequest(System.Web.Http.Controllers.HttpActionContext actionContext)
{

var challengeMessage = new
System.Net.Http.HttpResponseMessage(System.Net.HttpStatusCode.Unauthorized);

challengeMessage.Headers.Add("WWW-Authenticate", "Basic");

throw new System.Web.Http.HttpResponseException(challengeMessage);
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}

A RY Token
BaseController.cs

using ServiceStack.Redis;
using SSLWebApi.Models;
using System;

using System.Web;

using System.Web.Http;

namespace SSLWebApi.Controllers
{
/// <summary>
/// BaseController 47& BaseController M 75 Z B {7346 IF
/// </summary>
[CustomAuthorize]
[RoutePrefix("api/Base")]
public class BaseController : ApiController
{
[HttpGet]
[Route("Login")]
public string Login(string userld)

{
if (HttpRuntime.Cache.Get(userld) == null)
{
return CreateToken(userld);
}
else
{
HttpRuntime.Cache.Remove(userld);
return CreateToken(userld);
}
}

/// <summary>
/// R token
/// </summary>
/// <param name="userld"></param>
/// <returns></returns>
private string CreateToken(string userld)
{
Token token = new Token();
token.Userld = userld;
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token.SignToken = Guid.NewGuid();
token.Seconds = 12;

token.ExpireTime = DateTime.Now.AddSeconds(token.Seconds);
//redis f F sudo iptables -A INPUT -p tcp --dport 6379 -j ACCEPT ¥TH 6379 [

//visualbox REFIALAE FH 50 B -> 0 2> 15 P> 1 % 7 6 7 vt KU
[/EFERFE visualbox FEHUAL ubtuntu [ redis, JERC— A5 A0 2R S SR EGHIE
string remotelp = "10.93.85.66";
int remotePort = 6379;
string remoteDbPassword = "123456";
//RedisClient(Htik ¥ 2, 2515, 0)
using (var client = new RedisClient(remotelp, remotePort, remoteDbPassword, 0))
{
string strToken = token.SignToken.ToString();
if (client.Exists(userld) > 0)
client.Del(userld);
if (client.Add(userld, strToken))
{
[/ & key [ SARTA] A 125
client.Expire(userld, 12);
return token.SignToken.ToString();
}
else
return string.Format(" izt £ iz FA HL{0} 1) redis € & token K",
remotelp);

6 Z%'5.NET WebApi ] ActionFilterAttribute
4 FSHIE

WebApiSecurityFilter.cs
using ServiceStack.Redis;
using SSLWebApi.Models;
using System;

using System.Ling;

using System.Net.Http;
using System.Web;
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using System.Web.Http.Controllers;
using System.Web.Http.Filters;

namespace SSLWebApi.Filter

{
public class WebApiSecurityFilter : ActionFilterAttribute

{

public override void OnActionExecuting(HttpActionContext actionContext)

{

if (actionContext.ActionDescriptor.ActionName == "Login")

{
/178 3 L) W A= i token
base.OnActionExecuting(actionContext);
return;

}

else

{
//FIWT token 2 f

HttpRequestMessage request = actionContext.Request;

string staffid = request.Headers.Contains("userid") ?
HttpUtility.UrlDecode(request.Headers.GetValues("userid").FirstOrDefault()) : string.Empty;

string timestamp = request.Headers.Contains("timestamp") ?
HttpUtility.UrlDecode(request.Headers.GetValues("timestamp").FirstOrDefault()) : string.Empty;

string nonce = request.Headers.Contains("nonce" ?
HttpUtility.UrlDecode(request.Headers.GetValues("nonce").FirstOrDefault()) : string.Empty;

string signature = request.Headers.Contains("signature") ?
HttpUtility.UrlDecode(request.Headers.GetValues("signature").FirstOrDefault()) : string.Empty;

if (String.IsNullOrEmpty(staffid) || String.IsNullOrEmpty(timestamp) ||
String.IsNullOrEmpty(nonce) | | String.IsNullOrEmpty(signature))
{
/12 WA 56 AN3E it
actionContext.Response = new

HttpResponseMessage(System.Net.HttpStatusCode.Forbidden);
return;

else

string remotelp = "10.93.85.66";

int remotePort = 6379;

string remoteDbPassword = "123456";

using (var client = new RedisClient(remotelp, remotePort,

remoteDbPassword, 0))
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/12 RS e R AFAE XA
if (client.Exists(staffid) > 0)
{
string tempStr =
System.Text.Encoding.UTF8.GetString(client.Get(staffid));
if (tempStr.Trim(""").Equals(signature))

{
J/BT AV S T . B TEIE 2L, token fEAHSE
/1% hE sk
base.OnActionExecuting(actionContext);
return;
}
else
{
actionContext.Response e new

HttpResponseMessage(System.Net.HttpStatusCode.Forbidden);

return;
}
}
else
{
actionContext.Response = new

HttpResponseMessage(System.Net.HttpStatusCode.Forbidden);
return;

7 4 .NET WebApi [R5 5

UserController.cs

using System;

using System.Net;
using System.Web.Http;

namespace SSLWebApi.Controllers

{
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[RoutePrefix("api/User")]

public class UserController : ApiController

{

/// <summary>
/1] RECAFETH A E R

/// </summary>

/// <param name="msg"></param>

/// <returns></returns>
[HttpPost]
[Route("PostMessage")]

public string PostMessage(dynamic obj)

{

return string.Format(" 4 B % A\ 17H |2 /&:{0}", Convert.ToString(obj.msg));

[Route("GetMachine")]
public string GetMachine()
{

string AddressIP = string.Empty;
foreach (IPAddress _IPAddress in
Dns.GetHostEntry(Dns.GetHostName()).AddressList)

{

if (_IPAddress.AddressFamily.ToString() == "InterNetwork")

{

AddressIP = _|IPAddress.ToString();

}

return string.Format(" 241 WebApi & 1J IP /&: {0}", AddressIP);

8 %WE.NET WebApi

WebApiHelper.cs

using Newtonsoft.Json;
using System;

using System.lO;

using System.Net;

using System.Text;

namespace SSLWebApiClient.Common

{

1% 7 i
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public class WebApiHelper
{
/// <summary>
/// Post &K
/// </summary>
/// <typeparam name="T"></typeparam>
/// <param name="url">url</param>
/// <param name="data">#(#E</param>
/// <param name="userid">k /* </param>
/// <param name="signature">¥{ 7% % </param>
/// <returns></returns>
public static string Post(string url, string data, string userid, string signature)

{

return PostData(url, data, userid, signature);

/// <summary>

/1] Post iF3K

/// </summary>

/// <typeparam name="T"></typeparam>

/// <param name="url">url</param>

/// <param name="data">#{#fi</param>

/// <param name="userid">K " </param>

/// <param name="signature">%{ 7% % </param>

/// <returns></returns>

public static T Post<T>(string url, string data, string userid, string signature)

{

return JsonConvert.DeserializeObject<T>(Post(url, data, userid, signature));

/// <summary>

/1

/// </summary>

/// <param name="webApi"></param>

/// <param name="queryStr"></param>

/// <param name="userid"></param>

/// <param name="signature"></param>

/// <returns></returns>

public static string Get(string webApi, string queryStr, string userid, string signature)
{

return GetData(webApi, queryStr, userid, signature);

/// <summary>
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/1] Get iR
/// </summary>
/// <typeparam name="T"></typeparam>
/// <param name="webApi"></param>
/// <param name="query"></param>
/// <param name="queryStr"></param>
/// <param name="userid"></param>
/// <param name="signature"></param>
/// <returns></returns>
public static T Get<T>(string webApi, string queryStr, string userid, string signature)
{
return JsonConvert.DeserializeObject<T>(GetData(webApi, queryStr, userid,

signature));

}

/// <summary>

/1] FRES [A) K

/// </summary>

/// <returns></returns>

private static string GetTimeStamp()

{
TimeSpan ts = DateTime.Now - new DateTime(1970, 1, 1, 0, 0, O, 0);
return ts.TotalSeconds.ToString();

/// <summary>
/1] FRELEEN L
/// </summary>
/// <returns></returns>
private static string GetRandom()
{
Random rd = new Random(DateTime.Now.Millisecond);
int i = rd.Next(0, int.MaxValue);
return i.ToString();
}
/// <summary>
/// Post i K
/// </summary>
/// <param name="url"></param>
/// <param name="data"></param>
/// <param name="userid"> " 4 ¥x</param>
/// <param name="signature">%{ 7% % </param>
/// <returns></returns>
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private static string PostData(string url, string data, string userid, string signature)

{
try

byte[] bytes = Encoding.UTF8.GetBytes(data);
HttpWebRequest request = (HttpWebRequest)WebRequest.Create(url);

string timeStamp = GetTimeStamp();

string nonce = GetRandom();

/AR E B

EEIE A

request.Headers.Add("userid", userid);

/I ARVE RIS IR (B A0
request.Headers.Add("timestamp", timeStamp);
[/ AEE KIS BRI (R (A #2)
request.Headers.Add("nonce", nonce);
/ARG RN B B354

request.Headers.Add("signature", signature);

/158

request.Method = "POST";

request.ContentlLength = bytes.Length;

request.ContentType = "application/json";

request.GetRequestStream().Write(bytes, 0, bytes.Length);

/[

request.Timeout = 300000;

request.Headers.Set("Pragma", "no-cache");

HttpWebResponse response = (HttpWebResponse)request.GetResponse();

Stream streamReceive = response.GetResponseStream();

StreamReader streamReader = new StreamReader(streamReceive,
Encoding.UTF8);

string strResult = streamReader.ReadToEnd|();

ESENi
//regstream.Close();
streamReader.Close();
streamReceive.Close();
request.Abort();
response.Close();
return strResult;

}

catch (Exception ex)

{

return ex.Message;

Copyright 2017 All Rights Reserved by ZhouYongFeng , http://www.cnblogs.com/yongfeng




15

/// <summary>

/// Get ik

/// </summary>

/// <param name="webApi"></param>

/// <param name="queryStr"></param>

/// <param name="userid"></param>

/// <param name="signature"></param>

/// <returns></returns>

private static string GetData(string webApi, string queryStr, string userid, string

signature)

{
try

"?" + querysStr);

Encoding.UTF8);

HttpWebRequest request = (HttpWebRequest)WebRequest.Create(webApi +

string timeStamp = GetTimeStamp();

string nonce = GetRandom();

NS EFS

EEIE A

request.Headers.Add("userid", userid);

[/ AEE KIS BRI [ (A #2)
request.Headers.Add("timestamp", timeStamp);
[/ REE RIS BRI (R (AL #2)
request.Headers.Add("nonce", nonce);
/AR RN B B 7254

request.Headers.Add("signature", signature);

request.Method = "GET";

request.ContentType = "application/json";

request.Timeout = 90000;

request.Headers.Set("Pragma", "no-cache");

HttpWebResponse response = (HttpWebResponse)request.GetResponse();
Stream streamReceive = response.GetResponseStream();

StreamReader streamReader = new StreamReader(streamReceive,

string strResult = streamReader.ReadToEnd|();

streamReader.Close();
streamReceive.Close();
request.Abort();
response.Close();
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return strResult;

}
catch (Exception ex)
{
return ex.Message;
}
}
}
}
Program.cs

using System;

using System.|O;

using System.Net;

using System.Text;

using Newtonsoft.Json;
namespace SSLWebApiClient

{
class Program
{
static void Main(string[] args)
{
string basicUrl = "http://zhyongfeng.com";
string html = string.Empty;
for (inti=0;i<1;i++)
{
//https PRFEAINIUE Authorization
string url = basicUrl + "/api/base/Login?userld=zhyongfeng";
ServicePointManager.ServerCertificateValidationCallback = delegate { return
true; };
HttpWebRequest req = (HttpWebRequest)WebRequest.Create(url);
NetworkCredential credential = new NetworkCredential("zhyongfeng",
"123456");

Encoding.UTF8);

html));
}

req.Credentials = credential;

HttpWebResponse response = (HttpWebResponse)req.GetResponse();
Stream responseStream = response.GetResponseStream();

StreamReader streamReader = new StreamReader(responseStream,
html = streamReader.ReadToEnd().Replace("\"", "");
Console WriteLine("Redis Token AR5 5 (R A7H [B] Ay 125");

Console. WriteLine(String.Format("Redis fIk 55 %5 i% [F] ff] Token 1 A :{0}",

//token B T 12s B RN
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for (intj=0;j<5; j++)
{
System.Threading.Thread.Sleep(1000);
string url = basicUrl + "/api/user/PostMessage";
Console WriteLine(Common.WebApiHelper.Post(url,
JsonConvert.SerializeObject(new { msg = "hello" }), "zhyongfeng", html));

}
for (intj=0; j < 10; j++)
{
System.Threading.Thread.Sleep(1000);
string url = basicUrl + "/api/user/GetMachine";
Console WriteLine(Common.WebApiHelper.Get(url, null, "zhyongfeng",
html));
}
Console.Read();
}
}
}

9 #Z WebApi Z|A&HL

¥ WebApi #5%& F|LLT 10.93.85.66 (A4 PR, Frilix B QMR ANERE, BAWL ubuntu
R ER redis T E2 NAT EERETT 2, A8 F o VR R AT U7 1D

@E& [@ v THIONGFENG » [Gl35 » WEBAPT »

HHE WEo FERh 0D

.

&, 21|
=95 IHYONGFENG (TCLWOBILE'zhy
) AR ESTIIE |0 | IF HEE  Ahw.. |

B8] http 20107 10.93 8566 -
% Default Heb Site s )
-6 WEBAFL P R |

7| hreas
#-[7 bin e B |

4| | 2
EHE) |
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MEInternct {SEES CI5)EHT

@!_b ! [Q » ZHYOWGFENG » [odii » WEBAPI »
it ME  #Eh0

&
7 | @ WEBAPI HZE
K
T AR © - GhRBRRW |MERE THGaE -
i
E-lal Fdik = [E=T] [
5 Default Web Site | hreas TREE
2@ T bin ik
([ ] Areas 4 ]GLobal. asax ASP. WET Server Application
B bin 2 | Index. hanl URL: HyperText Transfer Protocol
ihpackages. config ML Configuration File
ihWeb. config ML Configuration File

;_éhttp:];’zhyongfeng. comf — Internet Explorer

@t‘ = I:% hitp://zhyongfeng. com/ Pj ‘f @ zhyongfengz. com x | |

Hello, welcome to web api!

10 Nginx LB E

B H ¥ X4 zhyongfeng.com : 80 i I #E AT G 4% 5 fhir 45 BE U5 1), 0 U i)
C:\Windows\System32\drivers\etc\hosts, ¥~ “AHL 1P H & XA 7
10.93.85.66 zhyongfeng.com
Nginx FEEREICH -

worker_processes 1;

events {
worker_connections 1024;

}

http {
include mime.types;
default_type application/octet-stream;
sendfile on;
keepalive_timeout 65;

upstream zhyongfeng.com {
server 10.93.85.66:20107;
}
server {
listen 80;
server_name localhost;
location / {
proxy_pass  http://zhyongfeng.com;
}
error_page 500502 503 504 /50x.html;
location = /50x.html {
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root html;

}
21T CMD:
D:\DTLDownLoads\nginx-1.10.2>start nginx

D:\DTLDownLoads\nginx-1.10.2>nginx -s reload

M

11 BITER

Vi la %8 :  http://zhyongfeng.com
WebApi £ Action i 784S, A2l T Token fH, AT Redis, BT RUTT:

31b3856h—4726-4320-9394-f126de33ade2

thelle®
thello™
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=18 x|

DD (O R RRHRE )

TEi
EE S WE e wE
sEzn 1A - Eff=15:26® en ¥
r_, zhyongfeng@zhyongfeng-VirtualBox: ~

X#HF) (RIEE) BAEV) #R(S) AWT FEHH
zhyongfeng@zhyongfeng-virtualBox:~$ redis-cli
127.6.0.1:6379> auth 123456

oK

127.08.0.1:6379> get zhyongfeng
"\"8a35f5e9-7648-43d7-bc2b-2cb6b687d9c1\""
127.08.0.1:6379> get zhyongfeng

(nil)

127.0.06.1:6379> I

BOFOOEE QG ®rancn 4

EREE 0 0w
ER LY =]

12 S48

Nginx FEREE F Redis ¥ )%, % P um A http basic S 43 5IE, V7] WebApi 3575 Token
F£44 Token 171# E| Redis WAEEHEE, JHiL Token {H3REUAH N KRR EdE, X FEF 1] LA R
BB SR, SR A N S SRR . BEJT (R 1 P AE RN 55 S ) R G #RAE, RN AT
UNEEAN AR SRS SA X B R G AT G —H 00 S A0 B ik & 2

PS4
http://download.csdn.net/download/ruby matlab/10155491

PDF T#i:
Nginx FERE 2 JE T Redis [) WebApi & 1/ 5 1. pdf
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