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Evolution

Stuxnet 0.5 was submitted to

a malware scanning service in
November 2007 and could have
began operation as early as
November 2005. This version is
designed to stop compromising
computers on July 4, 20089, and
stop communicating with its
command-and-control (C&C)
servers on an earlier date of
January 11 that same year. The
compile timestamps found within
most of the code appear unreliable
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Table1

Evolution of Stuxnet versions
Date Description

Nevember 3, 2005 CA&C server registration

0.500 November 15, 2007 Submit date to a public scanning service

0.500 July 4, 2009 Infection stop date

1.001 June 22, 2009 Main binary compile timestamp

1.100 March 1, 2010 Main binary compile timestamp

1.101 April 14, 2010 Main binary compile timestamp

1.x June 24, 2012 Infection stop date

and generally are in the range of the year 2001.

Evolution of Stuxnet exploits
Vulnerability [0.500 |1.001 (1.100

Description

CVE-2010-3888 X X Task scheduler EOP

CVE-2010-2743 X X LoadKeyboardLayout EOP

CVE-2010-2729 X X X Print spooler RCE

CVE-2008-4250 X X X Windows Server Service RPC RCE

CVE-2012-3015 X X X X Step 7 Insecure Library Loading

CVE-2010-2772 X X X WinCC default password

CVE-2010-2568 X X Sherteut Ink RCE

M509-025 X NtUserRegisterClassExWow/NtlserMessageCall EOP

Evolution of Stuxnet replication

Replication Technique
Step 7 project files

Based on an internal version number
this version of Stuxnet is 0.5, the
earliest known version of the Stuxnet
family.

The only method of replication in
Stuxnet 0.5 is through infection of
Siemens Step 7 project files. Stuxnet
0.5 does not exploit any Microsoft
vulnerabilities, unlike versions 1.x
which came later.

USE through Step 7 project files X

USE through Auterun X

USE through CVE-2010-2568

Network shares

Windows Server RPC

There are differences in exploited Printer spooler

vulnerabilities and spreading
mechanisms between Stuxnet
versions.

BB
Bl T
Bl T

WinCC servers

Peerto-peer updating through mailslots X

Peer-to-peer updating through RPC
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OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009
The attack started by infecting five carefully selected organizations
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Modular malware v v

Kernel driver based rootkit v v very similar

Valid digital signature on driver Realtek, JMicron C-Media

Injection based on A/V list v v’ seems based on Stux.

Imports based on checksum v v different alg.

3 Config files, all encrypted, etc. v v" almost the same

Keylogger module ? v

PLC functionality v % (different goal)

Infection through local shares v Mo proof, but seems so
| Exploits v ?

0-day exploits v ?

DLL injection to system processes v v

DLL with modules as resources v (many) v (one)

RPC communication v v

RPC control in LAN v ?

RPC Based C&C v ?

Port 80/443, TLS based C&C ? v

Special “magic” keys, e.g. 790522, AE v v lots of similar

Virtual file based access to modules v v

Usage of LZO lib ? v multiple

Visual C++ payload v v

UPX compressed payload, v v

Careful error handling v v

Deactivation timer v v

Initial Delay ? Some v 15 mins

Configurable starting in safe mode/dbg | v v’ (exactly same mech.)

Table 1 - Comparing Duqu and Stuxnet at the first glance
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The Attack How this works:

»  Output: 5. the set of possible values of 5., tha intermal  « One of the values x = ,[I

state of the Dual Ec PRNG at the subsequent step. . . ; . .
- Suppose an attacker knows value &, If A is the point with x coordinate §then:

Given: a block of output o, from a Dual EC PRNG A=r"0Q
Instance
SetS={. Thus:
For0<us2% -1 wle*A) = ple’ r,* Q)= @(r* P) = 5,,,.

=>5,,i5in 5.
Iy = 22 mod p exists = A = (xy) s on the curve * [S] =218
5= SU{p(e"A)

& 4-1 Dual_EC_DRBG & A #| f E =

BRI, Bt Lt FTELENT
AT, Bt —HFFEHteXRT “RR> E
W, BZ| 2013 F A4 SR — 5 AL 5L,

(=) E%E

201349 F 6 H, £E (ALY & “NSA 4% It
Pl EARRAGRE” — X RaEb: “HaFEKAUXS
5t, NSA £ 2006 4 NIST R4 8y —MrEFHEN TR R, 1Z
PR JE R TR 163 Nk 7 E W E FRan i L A AR 4. AL
) NSA &G IEE, PO S 40 % K 2007 4 5 0y Bodr
HEAEH NSA With. NSAGE TiX—frg, FEHHH
EHEGFAR, ATERLY —ANkws boyhik . 7 @
X —7E 5 R & /5 5 F W AL 1T X" ( SIGINT Enabling Project )
Wy —# 4, R EIRG 2.5-3 102 Tk 3, UUME “FIME
52 EASE IT R, FHh R e fo/s0 2 77 308 F 37l
T, 7 AL 2013 FHAF R T —NEAE B
B 2N ABEAR B BOR. wrEFAR” (JLE 42, 4-3) 1,
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TOP SECRET/SITK/NOFORN

(U) COMPUTER NETWORK OPERATIONS
(U) SIGINT ENABLING

This Exhibit is SECRET/NOFORN
1 FY 2012 Enacted FY 2013 Request FY 2012 — FY 2013
FY 2011 %
Actual Base 0co Total Base 0co Total Change .
Change
Funding (M) 298.6 2754 - 275.4 2549 2549 -20.4 -7
Civilian FTE 144 143 143 141 141 -2 -1
Civilian Positions 144 143 — 143 141 —_ 141 -2 -1
Military Positions
! Includes enacted OCO funding. Totals may not add dee to rounding.

B 4-2NSA “E 5 HHRBR iR HE

(U) Project Description

(TS//ISI/INF) The SIGINT Enabling Project actively engages the US and foreign IT industries to covertly
influence and/or overtly leverage their commercial products’ designs. These design changes make the systems
in question exploitable through SIGINT collection (e.g., Endpoint, MidPoint, etc.) with foreknowledge of the
maodification. To the consumer and other adversaries, however, the systems’ security remains intact. In this
way, the SIGINT Enabling approach uses commercial technology and insight to manage the increasing cost and
technical challenges of discovering and successfully exploiting systems of interest within the ever-more integrated
and security-focused global communications environment.

K 4-3NSA “fz 5 HBR IR HRIHR

201349 A 5H, #E “THR” X “% K FEA 0
AT BB M el fn e 27 B, i 7ok B H7 i 5 5 SO
FA K NSA FIRB MBS H AN “FF7 i
(BULLRUN) (WL 4-4)4, #R “NSA B4k 2 W %@ 12 H
AN E R S, R E/NEEHRERIE, ” NSA &
G Z AR N ESN, A HTTPS, IPIEF ik a5
BE (SSL) %. % XL, NSA W LRy ZE+
N AR H R AT S ERFN R . 61EXR” . %A
= AR\ IR L
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ORIGINAL CLASSIFICATION AUTHORITY: _

1. {TS/SL//VREL) Project BULLRUMN deals with NSA™s abilities to defeat the encryption
used in specific network communication technologies. BULLRUN involves multiple
sources, all of which are extremely sensitive. They include CNE. interdiction, industry
relationships, collaboration with other 1C entities, and advanced mathematical techniques.
Several ECIls apply to the specific sources, methods. and techniques involved. Because
of the multiple sources involved in BULLRUMN activities, “capabilities against a
technology™ does not necessarily equate to decryption.

4-4NSA “F47 iHRiHER

X M6 458 3 %) 5] AR AR AU N B E K E, 1 NSA #
BE R AAREAWATH AT R £, 2013 F 12
Fl27H, B “FABHE (Tor) MEZCEF R BE - F
J1 /R #83%( Jacob Appelbaum )7 % 30 JE R i {2 A2 (30C3)
FERT 4 MEN PPT XS, H P E4E NSA 4 xt&F K
GERNAARRRATFAORFSARE., mREBEERSE.
Bm . Bk FALIR A, E3E T A DELL. HP. Juniper.
CISCO %@ W pf. FIIU/R#MER T, hifsE NSA 5 H +
— MV FESERFR, BEXL RN IR AL
EBREMENT, B LEERE NSAERLRZES.

2013 4F 9 A, £ E Z 8% X L4 #5H( Matthew Green )
KEREX “MEBIEHLAEE” , #H NSAFFLH
2540 0, M7 T X ARy FEL:

1. S E FARECE R NIST AR )LLUH 55 5 25 & 4 ;

2. MAFEE R LHMB W, B

3. BT KB AAE, 5 5 5k Fe AL A A i
TR

4. Bk T —1K 4G FALE A i % & 4R
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Frax LR FH AR NKRS, EE NSA WHER)T
#H L BULLRUN’ @4, ”

Dl - Akt — P T AR — BT R AN =R AR
REMBEEE. BEEEENEARERFEANGIT. B
BNZER, AEREKMEE, wRAMEBIFELTEN,
MLELZW B FEREREHE.

2013 4 12 A 31 B, WA Bt B @ %40 [ F 2 8 ( Aris )
% % X “Dual EC DRBG & [1: — AW EIEH” 11, &4
MEEEHNT R, AHTHRNEL, “NSARBRET
WA, B EEE T8, B ENAIRASU 24T
FHATIE. EEERAFEHNRMAELHT, BIEAG L
A NIST ik B 4R & T RILH” X & B 2006 7+ 4F
% (Dan Shumow ) FrJg B # - %4 #k (Niels Ferguson) 1% i
Wt s, #F% Rt NIST SP 800-90A I & 4 My B L. %
18 U B ZDNet. Slashdot % £ AN %014 15 B3 [ W 3k 4% 3
fotk .

2014 4, XEAH - ELeHAFNHFS - K
(Stephen Checkoway ) F#F AR ABAR £ LI T Bk &
Al & 5 B3 N B O R AL B, A1 %4 # ] Dual EC_DRBG
H# T TLS (ZafemEhi, A TERANRENARTZ
] 37 R A B3 ) LAHATRE AT, B
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OpenSSL-FIPS. Windows SChannel ( %2 TLS #1 T £ %t )
L% RSA BSafe fin % % , Jf 4 46 R fn g4 X &£ USENIX %
AL (LE4-5) B, He5x&H, FIFE CPU SIHH
S8, WHRBHBBTH, RTURGAEEH, HIETZ
EWBINE: B TRANGFE, &M F Dual EC_DRBG
LW TLS 2EH L L2,

Attack Intel Xeon Reference System 16-CPU AMD Cluster
222 Candidates (s) Expected Runtime (min) Expected Cost  Total Runtime (min)
BSAFE-C v1.1 - 0.26 16 0.04*
BSAFE-Java v1.1 75.08* 641 38,500 63.96*
SChannel I 72.58* 619 37,100 62.97*
SChannel II 62.79* 1.760 106,000 182.64*
OpenSSL-fixed I - 0.04 3 0.02*
OpenSSL-fixed II - 707 44,200 §3.32*
OpenSSL-fixed II1 - 2k.707 2k.44.200 2%.83.32

Bl 4-5 Z 37 g % Kl Dual EC_DRBG & ¥ |7 TLS SEH#ATHH &R

HFER -ERRTANFR, 2 AT LHIKEA 2013 4
12 Fl 21 HBFHA A “E 8 NSA %@AFME'%%&WM =
7 #yAREP), HEab il , NSA #REHA 1000 7 £ T H
W, FEArSEH AR/ E RSA ¥ Dual EC DRBG 1£ % BSafe &
T R ATL R A B Bk B A K AAL T R RALAR M 4%

(W) REEHR

E#EE “TH®” 2013 FHPJBHTF: “NSA L
R T EANAEHR NG EER . F AR R b Rt BB
P 315 24 B IR S8 IF 808 & B[] T 9, T NSA R “Af-
ANRE” , — B H & R WA pr Ao B R R B T

38



2015 4 5 Fl, £E “¥%” (Wired) &EL% “Hth
AR R T kT B R s — 00, e a5t 5T AR
R —AE EHAD 90 K B FENKHERF “Logjam” ,
VIR E A RS 2R P Rk T 8 B sk R AR
B At AEE. TR EN NSA XHE, &1k
I NSA *t VPN WBE 51ZFHE — & , #HEXAREGEF
5,

2015 4, MERFAEFEIAFNARK - HRERE
( Daniel Bernstein ) £ A RN ZE 7 2 ICT itk 28+
HRAZFLZANHLTH T, o NSA RAEE S L E
AR R T EHAT T REFR, F&KEKBX “Dual EC: — AT
AR E 1T M, 28 X T # 4 5 |14 Dual EC #3234
N\ NIST #reE it /2, BHEE g A E N w7 5H
R, B T X — e [T SRR A e TR SR B fu s AR
R, Ao T RERENERAESR SR P TH X —
T8, XERE, EEAABEENEZ NSA HH LM 5 e
FARERIR RN &, %W a8 Dual EC &% B b iR,
RAXE NSA ZAFEHWHKWL—A. X—ZRR st
Crypto AG F 4 FTiESE.

2020 42 A 11 B, XE (RFEHHEY . AEEA-
& (ZDF) fnzg /215 ) % WAL (SRF ) &K A7 Bk & & i,
UL R AL T 5+ 8 Crypto AG A8 2 anf#i 2. EWEH
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WAAGE B . Crypto AG K E KBTI b £ F 4 7~ % i
FIR AR K. 20 HA 60 FK FH, CIA 1 NSA ${E Crypto
AG B EFTHAH ZAL, ULARA B £ E B NSA T4 K
A e FH A L. Crypto A8 E 1967 F£3H T H—
RET BN, HAHITERE T2 H NSARIT. B 20#
4,70 Rk, CIA 5EEKAFRE (BND) EFEFHH
Crypto AG XA, I o = | A AR AR 1T 120 AN FK oy 3@
MR AW R AER, B RDE T LG BEE
BRRE B A b R P e 5 R R

EHERHK, £ 20 ML 80 £, XEFEHE A LEH
K Y 40%H ShE L {E K B Crypto AG B9 55 A0 % 42, LRI ¥,
EWZERG L EHF, HH Crypto AG W HH (fldn, 3
[ B2 &, CIA f# ] Crypto AG R B AR 72 F PA & 45F
WAL FE) . 1993 4£, 7 BND B H 5 £E#E Crypto AG
WEEKEXR R, ZEWRWY T & 28R 04 428 #
Crypto /A8 . HZ| 2018 F£ A%, CIA —HA=Z Crypto AG /A
AWM AE. X—FHFNBELE T EE KRN,
WA E S REF R B ET 2R %
KR

(&) &

mEEE R ARNEZ2BRNEAZ —, SHEE
i 5 S ] DUPRGIE P 2% 8] S A5 B 2. RES UM EL #E VPN
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1 HTTPS WK Z B B I M RAA R ffm B, 5%
K 2 $ 5 T An 5 o N AT L P 2538 BT . B B 1E
R, % NSA R4 EFTH. HiEEHEHN NSA & EHH
G, GEES, Wil ke EEERIE. £ SIRF
T E TR EF AR

XEHAKLHANERERFREARE I LELA
IRA 21 Wy AR A, EIE KA KM, 2 IRIE B 0y B £k A AT
BEAR T B KA B4 f5 1E, 3t B B R DLIRFNY <R
WE” 0 2013 4F 9 F 10 B, WXt B ARVE SP 800-90A Hy fi Al
JigE, NISTATARTFEW: “EAE®E IT NE&LA2 Rk
i, PEERENEH. AMFRRBKEFE. NIST £4
Z)EH| B — T S ar g, BRATVEREPATE S, SinEHRK
A1, 5 B BUF An KA T ) 37 Fx 3R K B A 5 AR v L P NIST
R EH B T A KARE S F AR, 2015 4, NIST X 47 SP
800-90A BiT R, F4% 7 H # # Dual EC_DRBG, AT/~
fosf R R NIST iz £ B 2 LUK &, 7 2015 F DLkt £
M AR R L SEIIAT T B A AT, T AR RO AR
P F AR T KRN £, 5 2 [ DR 0 28 0 oF, ST w48 K
P55 25 A0 2 AL S 7 B R LR R BB B, AR R w S
BEMEHZABEENTEIT, MAZEFLFHAT HAH
R

41



LN

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

Wired. MS Denies Windows “Spy Key”. 1999.
https://www.wired.com/1999/09/ms-denies-windows-spy-key/

Microsoft. On the Possibility of a Back Door in the NIST SP 800-90 Dual Ec Prng.
2007.

http://rump2007.cr.yp.to/15-shumow.pdf

The New York Times. NSA Able to Foil Basic Safeguards of Privacy on Web. 2013.
https://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html
University of Auckland. CryptoWon't Save You Either. 2014.
https://www.cs.auckland.ac.nz/~pgut001/pubs/crypto_wont_help.pdf

The Guardian. Revealed: how US and UK spy agencies defeat internet privacy and
security. 2013.
https://www.theguardian.com/world/2013/sep/05/nsa-gchqg-encryption-codes-
security

Matthew Green. A Few Thoughts on Cryptographic Engineering. 2013.
http://blog.cryptographyengineering.com/2013/09/on-nsa.html

Aris. Dual EC_DRBG Backdoor: a Proof of Concept. 2013.
https://blog.0xbadcOde.be/archives/155

Johns Hopkins University. On the Practical Exploitability of Dual EC in TLS
Implementations. 2014.
https://www.usenix.org/system/files/conference/usenixsecurity 14/sec14-paper-
checkoway.pdf

Reuters. Secret contract tied NSA and security industry pioneer. 2013.

https://www.reuters.com/article/us-usa-security-rsa-idUSBRE9BJ1C220131220

[10]Wired. New Critical Encryption Bug Affects Thousands of Sites. 2015.

https://www.wired.com/2015/05/new-critical-encryption-bug-affects-thousands-

sites/

[11]Eindhoven University of Technology. Dual EC: A Standardized Backdoor. 2015.

https://pure.tue.nl/ws/files/3854147/588733604251427 .pdf

42



FhR BEHADHSHE— “AENAR EXNFHKE

B e 5 NN, AW RERAERE, £25%
THREZG MR, WRERES A4, 3 EREAHE L
K.

201542 Al 18 H, EEHIK “¢£#, %" (The Intercept )
KA HRRARLKIT 5 NSA FlEEFHH AN AL B
EHs XED, HET FEHANFTRR, EET XE
FIRBEAE T “FFA” sk Es, 5l AMEae R
Bz, WMEFEHEARIREAFRLIEZR FBOL “H R
HA” , NSAMKE “FFAM” 867 ot Rk v oi 3 2 20
X

(=) FH=Em

B 2014 4 1 F, £3FFFK BIOS %AW M %24 K
RRE 7 - A ¥ (Darmawan Salihun ) FF 44 7E InfoSec #F %
Bt (InfoSec Institute ) M3k & &k £ 7| X &, AT NSA &
BIOS )& |7 DEITYBOUNCE. GODSURGE %, ##x &%
BERGERA “«ERgEA” 12,

2015 4 2 A& 3 A#E, FEHERA R I HEES,
WmBEL N “HEANAL” (Equation Group) B APT 441,
METTER T 204, & “FF” fo kK" MENEEH
Y&, ERHFERMEMBERT T EMAERT e LA
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BUEAR, EFH. KPS AT, FE. XE. XE
FERBRIONEXRRTRTA E2 LM% EH. &
T “ARAAL” FEANSERFAE REKNH, FE
AR Z EHELTRETRES.

(=) #HrRayited

2015 F 2 A, FEHELREARET “FTRIAL”
EF a2k o W 4 8] 1k VE 2, BRI R WAt B B R BRI AT
#. FEHRER LM LB FEREDRS, o7 R4
417 th 3% % #i 5% 21 £ 40 ; DoubleFantasy . EquationLaser. Fanny .
EquationDrug. GrayFish. TripleFantasy, 7 X 4% 2| 7 & 4 [F
{4+ ¥ 5 3H . EquationDrug. GrayFish X F &, #FM 7 54
frz a i Ex & (LB 5-1) B, JFEBH T “rfEXag”
5 “EW” z a8 %, 4 Fanny (£ 8 @ANE B KR E
2009 4 6 F 12010 4 3 A4 “EW” A

Equation group malware family

Il ii. & _. I
I =

i

I

I

I

ey
"
H‘
==

Lt V20102500

nnnnnnnnn

GREAT KASPERS K Y S

B 51 “FRIAAL” M4
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2016 4, FEHTERE RC HiENF EME, RIET EE
MR “BHFALAN” (Shadow Brokers) # % H NSA $ &
T “HRAAR” P,

%Eﬁ%ﬁﬁa“ﬁﬁﬁ%%”ﬁgﬁﬁﬁﬁﬁﬁﬁ@
BEEEAREFAMHEN. BIFRFRE LA, HTA
%%%*ﬁﬁﬁ%?ﬁﬁ%@ﬁ@ﬁ%%ﬂﬁﬂ@%%%
Bl (LE5-2) 8, BEFAMERAT X A, BT
W RRAL” 0B R D 2 ARE AT 3t Ao fR 55 P o AR
P 2% 2

B 52 EREHBEHRREN

FEHAHE TRILAL B, RRXT2015F3 A5
Hfo 4 A 19 BaRlah T iR “HRIAR #E&E,TH
0 “BRBEHAEHFARL ——HKREHTERX
(EQUATION) A LAWK EHL" s, 20T “HER
PR FEREFEWNAREN. KBKAXR. BHEELRE. 1
Ao X C2 itk FtEhee, M T RBEF R ER
27 B E SN RE (JLE 5-3) 1o,
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= DoubleFantasy 2L TripleFantasy
FHEmRE A L FEmEE A
E #)2004-2012 * #2012 FE L
- -
. BilBEE. ER
ATy B _ ESZeusEt
. S ¢

EquationLaser ETwa e p| EOuationDrug ETRCr— » GrayFish
2001-2003 FARARA: 2003-2013 HARAR 2002-E5

B 53 “FRALL” BAUXEZTEE

e “J7 72 . ( EQUATION ) & 2~ 4 {4 o 1y A 55 375 AT
Wt F, BRNE T LA R L ANAAF AR BLE o 238
Wb S5 5 fo S5 SR VB AT R, FE A T B A &
WL R 5% (JLE 5-4) U,

sk 2 Sk 32 Sk 4
Sk
Ek 37 Sk 3B Sk 39 Sk 40
gk a1 sk 42 Sk 43 Sk 44
Sk 49

B 5-4 “FRALR” WmEHEFAENE

202242 F 23 B, R ENZEZL) B LELNHE
W EE NSA “HBRAL” WTRJE |1 Bypd7, i1 <%
THRAN SHEFMENRFERILT BvpdT 2B T “T i
RAB” WEETHE (NE 5-5) 12,

46



Bvp47 — EEEZBHERALNINE] | BEiT50

it 45 NER 287 TEIRZRIRW |, RIS

BEE =@ EHF xm mXH om Mo BENE BN
Mexico usa Spain Britain Sweden Pk Russia
L]

B al/iTdksr s

w m MR

4 FEHS fo s P ]
o BRI

BB 1 S 4\ B SR A K A
e ®m b

et Ll "a

EeF #az BN
WA R SR R

8 L R LS ]
W BRRE mi

L 0 ES 63
L] it ®a
HAFTHR
Bvp47 Ba TFRY TRERSST ISR
E ! Bt ( MTISYNE ) “J BPFRREE(&iE . REGEESRIT
"\mrm ) © BvpiE{ThiER3I% C
e — @ PERrootkitThhe F fressmmng
. 5% . TP
\ S Selinux &g
= \
: © ETEIRES
= wesn
POBRARSS 88 DMZ
EmadlER RS

@& www.pangulab.cn

B 5-5NSA “4 B4R WR)E1 Bvpa7

Z it A HENNFAE UM, FLELRE T Dewdrops.
“th % (Suctionchar Agent) RIFE AL 5 Bvpd7 & [T 7
G H A A B S MR A R (JLE 5-6) 18],

Bvp47_Suctionchar Agent i =

PASSWD | TELNET | SUDO | «+++
modload
Incision

|

lT_lOleEld @ XS incision/g[ l

StoicSurgeon i

| modload :
Dewdrop

o :::

| RELEE

sz @

KR icbies g |
. e - 6e60/d5373a146ff3f200a23760 Hh
Ring 3 0 BRES 4dde25677 g o ke 9
2 - A
WiE T .
3 .
Ring 0 ‘
BPF VM Filter l
i
_ i SUCﬁOHChar_deCOde
rk_mod_x .
S 1

www.pangulab.cn

B 5-6 “REK” KFEHE
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(=) &

APT (BHAFEMRM ) i EKWE R ZER, &
KB EEE, B TR RALE S, BELeHRE EXx
BMHARR. L “HRAUE” AREZNEXETR APT 44
H—BRE. TENEVEREFERE, FHAAAELE
TREZ. #IAfE&4E, REHITmENALEL, &
B REV B ERNE. RRE, FEIEEMN i
TR, BERBL FE. FH. HEHEZARE LI
B AR ARME W, B 37 o & R (6] 4T 20
LR BERA . AR BF UMM T LD, Bk
TEEANBMER N AT 2E NE R EEMEIE.
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BRR BEE2TYERNMEIE— “HFENAELR”
Solaris 1 Linux #Z2< BRS¢

2015 47 B Hr Fh 3 A AR SEAE, K EE T X B IF WAL
NSA “IF XA L WL EATH, HFN T RRAL”
T ARG ATRBERRTFENEY. 25 E&THS
AN, NSASHEM AR AT GRS R FHREEHE
BAEMLZT.

(—) FHEm

2015 £ R BT E M 5 NSA “HRRAL” , kW T 475
A, HeRakERW “FRAUE” BERDHER
4T XF Windows R GiHy, (B2 A% £ & ¥ 4F Windows %
B H EFE.

T “BTRALN” 2016 £ 8 Aoy A ag”
EE Xt Z B K O W 4 % B e R R A R, A ARE — KR
“HREXME” Fokh “ANT” W% SRR B Z K,
I DLk & B #4F 3¢ Cisco. Juniper. Fortinet 2 [ K 3 7= 5 52
PENFFACHEE S, 2016 4 10 F 31 H, “BEFHE”
(The Hacker News) XA X EHFE T “BTELN” AFTH
B2 xR, HbaERs HRAAR” NrWHMBEX
BB EK, XHET, ABIERLEHNRSBETHR
Solaris & fR AN IR A1E 2 51, A 34T & FreeBSD 2, Linux
.
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(=) HEayited

201542 A, FEHELE BT “FEIAALR B
EhfEl, “TRAAL TREHLZFeREwk. RE
W B B FE AR 2 4T % Windows R Gy, (B2 F 3F £ 5%

“Tr B R4 ¢ H By JE Windows % BN AL A8 SE A AL, A 52
Bl , “HRAAR” FEH Y DOUBLEFANTASY 77
Mac OS X JR A

2016 F 11 A 3 H, RRAMH/E N FRAX 2 F
241’ ——EQUATION K i 41 41y 2 & 2 i 6k 7 fd A 14,
AT “HBRRAR” st 2 MEMFRANREFLR (L
Bl 6-1), Zarky Nl F ARG “TREAAN” 44
Solaris (SPARC ZE#5) . Linux 2 AR F G H L, £K
MIRE/T T NSA 2T eREBERINEY, FEER
HEHBGALE2TaREHNEER.

I I ) e - el

=R EEEETAIA STE AR
5 E=EAES (EQUATION)  EEdEkEEh
AR AT

£ X : A E A SR
(EQuaTioN) #BF3adhaain
BTG

22K EQUATIONE RIS 12 ¥ =5
M2 TFaiEHmesh @R (FIR k. 4 A
&) LEES =z

The Hacker News: { Shadow [ 3 BT iR ¥ 17
Brokers reveals list of Servers T i
Hacked by the NSA}

£ EHE : Equation:The EHEARE
eath Star of Malware 300
Galaxy[8]

B 5 E : A Famny FannyfH P4
Equation: e o am your
father, Stuxnet”[9]

+ B B B : Egquation
Group: frem Houston with I
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Learn about New Viruses) ( JLE 9-1) [, #E 7 £EH. H[E
HREHAAA LN “#H TR ZITREERFEZEAN
RAREZEHHNRERREN, X FEHEERFEF] A
F PR RAAT I, UIRBGT R S AR H s &, 1R
WX A H TN, ZITRI T aE4E T 2007 £, B NSA T &AL
e BRI R (IAD) fpfifT 30 1% (NTOC) £ 5.
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B 9-1 “BH” HRXHHE

2T X B & EAREE RN Fr N 16 /NE FKHy 23 KAk
BRG] B, BPPE%ZL] HEFEZ K (Anty) (1L
& 9-2) U,

More Targets!

fsb-antivirus Bit-Defender
Viri (France) (Romania)
('lr;;ﬁ’;? eAladdin
Harman  (lrzel) F-secure Drweb
AVG F-prot  (Norway) ord (Russia)
(Czech) (lceland) (Finland)
Hauri
k7computing Ikarus (Korea) bi
(India) (Austria) Arcabit Antiy
Avira (Poland) (Chinese)
(Germany)
Spy-Emergency Nod32 Novirusthanks
(Slovakia) (Slovakia) Ahnlab (Italy)
(S Korea)
Emsisoft Eset . Checkpoint
y R st
(Austria) (Slovakia) (Czech) (Israel)

B 9-2 “BH” HRFIRFERZNESHREERF B
(=) &FRR

6 228, HrEBEBAL “#H” XU X, HorwrE
RE 2 i % B,

EEBAR ERE” Wb fl X2, @R IR T E
2008 4FFF 4 NSA gh4hxtF BT fo b FOR & W 0 3
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BIFT 2 G 78 30 . NSA o0 F| F £ B4 it 2 3k W 4
B RE S, UFESEERN G LA AT EEAR, WO,
IRIAIRA P KA G R mE] W, RIS 4 6 & 4F
Aoz R, FEEMTEERSTON. BH. FFA%E
BAE, 22 AREEAA. FEANEIERE.

X E “dEL” Pk X EEFHRAAHERmEF B
B, #¢ @B HRI#HL T —NRARNRY L IR &
z, W EEZE BRIARERE, DIER B R S
TSR, HT AR EE SRR, NSA BB SRR L&
ANKEZEFEHENR T AANGEXEFFRE 10 it
T, Z )&, NSA AT A S 2 I 37 28R & B0 2 ax b
LR AL, UBREREAIEREANEN, 25, NSA
BE CUELRERMG #HEOER, AT FESIAR
LTHREMNTREE.

ZE“BAATE 40T 6 A 22 B EIZA B HELNSA
BREXERFEAE” W, REx, &EEEEE R
MR EAE#ATEIRES, FHAETAARRERGE A,
DA R (T B M BN . XERE, S TAMAX
% E F WA GCHQ Fn NSA M2k B &6k H B, X2
DLTRA LB . O & S e i B T T R E AR, T
BA T —MRFEAR, RV IES BT,
L8, XERFEN TN E 7 IE (McAfee) F3E T4
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., UWREERZFLWEIRE) B F# L+ (Sophos) HAE
LBZ P, XZFNEATLMBHER, 5B HK
FRENMEEE N IERR. ERXDAL B XEFH
VAt 2 E S RMERKE (£, 3. oo B H) S,
HARAORNGHZEFEREALLT BN B4 3

WY T EHT AR i, AN B Eh E W RS
I 2 a3k B R R R, A K R A AT L,

ikt m kol ESET k7, {5 RLAF b8 B A 4
b R BR A AL R, dEF R ATHI B e R A E, <&
1T & — B 506 2R R BRATR 7, R4 RATH 7 B fo i
M RRE X EMNER, FEXMNZRE A H”

FEHELEART, ZOUNZERE S, BIA
PR VAR BB B AL AR, IR LB ST 4T 3, b
RAEBE g2,

¥WAVG HARAF KRR, £ 2015 4 6 F IR # ity
KB HEZEY FE R BT LIRS, XZHEA P
L CHRBATE, EERTFEIRAEAGORTEK
LR

R BRI E LA BAEES, THEIEAH
5% B H) 5

WIINE AR R E A MERKA X X BAR
HAYHEEFRIAIE BREAGHEFY
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T B SR BT AR TR B F B E R AR R AL A
f6# MO RBUR P B WAl Ar, JrdkExtE e HE
B PR RAT RATHRE. EAERNE, IR0 EE
‘B4R e, AEACHIARREFERNERE S
Pk B A

(2) e

XERAE BT ABENA RN EZAT BHAHH
Pl gz e e . FESTE S ERERE T 2N HONE
1z “BEETEIRFFRMGE B

“PEH” kAR AWM AT B EE, RERK
ERFHEAR, MAFALIRRS AHEATEERE BB ST
J B B AR A, NSA REUGX K5 2 B TAO BAA,
BIEMHERREHTER, B TARNRERE, FA
NSA 3T K AEAR PR BT 8] 5 )~ % 5 £y b g DL, R A
B AR S, DR EFHRRIATSh, Seadm o,

“PH” HRIWEW: —EHMReFAFaRRE &
EREAFER, ZF N TAO T ERAFRTE, =2 WK
WE BN R EBATELRERDER,

X EFHRAAGIE 8 & P B K S E xR & fn %
AT BN E DRk RE. WTEDINAHE, AR5 H
CERNZ2 ARy Es, BITERREMLE) B L
SHEE. R TEE SRR, BT
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THE T Z LR T8 414E ( Bitdefender ) « 12 F #y /N 214>

(Avira) . FEH %X (Antiy) FENG E R, BEE. %
E¥HARERKEAERNEERRE BRIT%0. Tk,
#% (TrendMicro) « FHFEFHNACHEELEZ N, T
WHARE., XEMXERILEFEEZ2)] BAHEENE
Dy 7 R AR R, WL B T e T A

XEFRIMX T EBRTER R HFMZL] B ¥

Xl H T, 0K BB RAE Y By % 7 b i fE A L
MENFHGRAESE, tREFHELREMERXA P 4 XE
ARZ2] BIIERGEAL.

LN

[1]

[2]

[3]

[4]

[3]

Edward Snowden. An Easy Win: Using SIGINT to Learn about New Viruses. 2015.
https://edwardsnowden.com/wp-content/uploads/2015/06/project-camberdada.pdf
The Intercept. Project CAMBERDADA-NSA. 2015.
https://theintercept.com/document/2015/06/22/project-camberdada-nsa/

Wired. US and British Spies Targeted Antivirus Companies. 2015.
https://www.wired.com/2015/06/us-british-spies-targeted-antivirus-companies/
Forbes. NSA Spied On Non-American Anti-Virus Companies.2015.
https://www.forbes.com/sites/thomasbrewster/2015/06/22/foreign-av-companies-
targeted-by-nsa/?sh=3b7081495b8¢c

RT. NSA, GCHQ targeted Kaspersky, other cybersecurity companies—Snowden
docs.2015.

https://www.rt.com/usa/268891-nsa-gchq-software-kaspersky/
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https://www.rt.com/usa/268891-nsa-gchq-software-kaspersky/

[6] #iest. k. ZEME LA B €3 Wit L. 2015.
http://news.xinhuanet.com/world/2015-06/25/c_1115727217.htm

[7] %K. A K B R o A8 B B R Rl R R 3R] 7 R
2015.
https://www.antiy.com/press/20150625.html

[8] Eugene Kaspersky. Why Hacking Kaspersky Lab Was A Silly Thing To Do. 2015
https://www.forbes.com/sites/eugenekaspersky/2015/06/10/why-hacking-us-was-
a-silly-thing-to-do/

[9] Z WM. B% "I M & WAL X 23k R & ) #7.2015.
http://security.zhiding.cn/security zone/2015/0624/3055909.shtml

[10] %424 NSA A2 FHE] @ EERIH. 2015,
https://www.aqniu.com/vendor/8284.html
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f “WTFREN" MUEERE
M ERIRAITIEN 4

WEE “RET EHEREMAFTRZEE AN N E
B R AFGE 77, 2016 £ 2017 £ 0], “BHTFELLAN”
Fn 2 AR N 2 — 45T X2 E NSA o CIA A% 5l
W& FEKEHEY, X LRNEEE, WEZLRK
BT MEEEMNE SN ARRZ AT AR, T
GO AN, R I R R AR AR A R AR RN B T
WR, ERVNREFF, WEZAFBANFELXMHNRA
AT, BAT T MR E MK AR, A E M 2 2.
BEZZHENR, WE, AXNERARTHELLNE
REFHEFLAAETFARLERAERBIREZ S, FE2EHW
BRFEERZNANRZE LT BT 2.

(—) FHEm

2016 F8 AZ 2017 5 4 Fl, “BFEAN” F#BEX
7 NSA X WELZAREN RN E R & 2R MF B
HHFKEE . NMZ SWIFT HLH % $ . FuzzBunch (FB) /& i
K 5 F & #0 DanderSpritz ( DSZ ) 45 F & 28 W 2% R B & 4,
AR HEEELS FTRIAL” Ax. RITEHE K2 F
FHET, XEREXEEXEETHFNTLN, WEKXE
AARFHRRAANA TEmEH#EEIRF, RET XEH
IR R fi# & ik ) A0 IR B AKTE
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2017 3 A7 H, “HREMEE” BNLT 8761 MiEMZ
CIA P 220 5 v o B B 55 XX, B a8 7818 /NP T fn 943
R, M TN SRR 2 K % & o X E &, HF
cHERIER) Z, ~UEHE Windows. Linux. iOS. Android
EEHENANBERG, WEETREN. FHEHEAA. B
BEMET SR T IR &,

(=) HAreoshrRited

2016-2018 4, 2IKMW L& Z2FNFFm b FEE IR
R, DYITaE it BN TR HATERE AN, S BDTHE
LN BT, MEE T NSA WEEWKZ + DL FB.
Operation Center (OC) F1 DSZ A XK = KZ RS, T
GBI REAN “LFTEXE (Vault7) B4 0 CIA W%
EX IS ANTE () fn S AMER, WBF2H A2 T NEE,

2017 4 4 F|, Cyslnfo xt “®FZLN” MHEH X#
1Y 4. FB RBEHALE IR R A FMESR (LA 10-1) 1, 3
G B CEL 2K B R 2 1, b B4 A K IR B 3 “Special”
1 “Exploit” XZZTH 17 NEERAAA, HH 245
Windows #:1E % 43 SMB & H /i FIAH *=, X ik E 2017
F 3 A EMHEEE; Wi EF —LE4 X IBM Lotus
Domino “F& . Microsoft IIS. IMAP. RDP %t JF F| fH .
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I
]
I
I
]
Nami 1
== 1
Eternall blue \
Erernalcharmp i i y o
D ——— SPecials(Exploits) \ v el
\ Touches (enumeration) (EE ]
i
A
\ ,
"
\ \ g
b \ ,l
. \
I 1 ,"
~, 1 ’
», 1 [
. 1 /
% 1 ’ Name
...... \\ 1 ’J 2
s ’ Doublepulsar
e — Jobadd
Jobdelete
Jablist
Pedillauncher
Processlist
Regdelete
j’ hJS Regenum
] bt Regread
/ -
7 .
!
!

Regwrite

Rpepra
-7 peproxy
4

Smbdelete
~
/

- Smblist
Smbread
Smbwrite

& 10-1 FuzzBunch 4 £y

CyslInfo #%, OC & — /N Fu 4R a bty — 36 X T BLAEZR (L

B 10-2) M, ATHEAZEINE, THXENENRE S ML
Az ENT R, MEaRIFmEZR, WEHAF8R&E
B, RAZAF &, OC H W% #4 & PeddleCheap, XX
HHRMRIEN AP R, Ek DSZ SR FH A,

‘\
:

Payload used by Peddiecheap

.
-
’
,
P

Payload used by Peddlecheap

~
S .»"
g ’
£y #
e -
[ Operation Center ]
i
1
]
L]

Peddlechesp is more of a connecton/loader

Peddlecheap

B 10-2 Operation Center H2%4% £ #
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OC MERBERYN, HIFRFRELSF, FABKNE
BN RAFHEEETR, OC WA K& T EH 5 2006
F A T OC W #4472 —, clocksve.exe, EIfEHy IP it )&
TRAXTMRARFAGN L AF A ZE 2R (LE 10-3) 1, 2
HIF R A% B 5 AR FEIR S e O

3 0.004151 162.168.155.128 137.140.55.211 TCP disrap > smtp [ACK] Sege=l Ack=1l win=642
4 0. 004380 162.168.155.128 137.140.55.211 MTP C: success\000
16 131. 056269 162.168.155.128 137.140.55.211 TCP disrip » smmp [ack] seg-9 Ack-2 win-642
17 131.056793 192.168.155.128 137.140.55.211 TCR [Tcp zegment of a reassembled Poul
19 131.060332 152,168.1535.128 137.140.55.211 TP €1 N233]0\373.0\321,0381]
2. 31. U054 1082, 168.155.128 35,140,535, 717 disrap > smtp |FIN, ACK] Seq=l45 Ack=/

Network Whois record
Queried whois.arin.net with "n 137.140.55.211"...

ons: SUNY College at New Paltz (SCANE)
1989-11-29

2006-04-25
https://whois.arin.net/rest/net /NET-137-140-0-0-1

Orgiame: SUNY College at New Paltz
Orgld: SCANP
Addreas 75 South Manheim Blwd
ity New Paltz

WY

12561

us

1989-11-29

& 10-3 Clocksvc.exe # IP 47

BANITE R, RS FRIHA AT, clocksve.exe
(R HFHHAIN Tildeb) & —PB#E Windows NT 4.0
Microsoft Exchange Server ) WA N F (JLE 10-4) , i
#EZ T 2006 4 Gy lE BZ 2000 45 10 A 3 H
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Port: 25 IP:137.140.55.211
Create Socket(A)
Egress TCP

i )

Send msg Success\x00

Close (A)

Port:1608 l Ingress

Create Socket(B).
TCP | Listen: All Network
Interface

Receive msg
0K*3213*

Receive control Bail out
commands

Send/Receive data

& 10-4 Tildeb(clocksvc)Z r F

20172018 4, ZRXHTHER . “WTFELAN” fo “4gH
FRE MR B R A SRS HAT T RN R G AT, HHH
2017 12 A, EAWEERBEY #EEH 128 “XH
Pleg = &5 £ e AT ZARED, A HE
I HERS TE. AEREAPRTHEZ AL EE
P 2525 [ 2K 7 e D #E4T T R RAGARER, I B R 30 3 [ A Y
253 ] L AT B TR A
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ZREZF®EF L, XEHZTHI M. 2F5.
AN HNER R ERERE, REETERZMAEN.
M2 W R & B2 & BBk &FE5RIT /4,
¥ Windows. Linux. MacOS. Android & & X ER S,
ATrek B EE. MERE R, ANEEZ. AN
BREE. NS EMRdsE. aBEHEENTT.

2018 4F 10 Fl, FEHTFEXAESR DSZ # DarkPulsar J7 []
#HATTRE Y. DSZ d & MG Ak, FH OC F 1
PeddleCheap fn#k, A T X R ENE, HTHERKE. K
A Fo . AT AR SRR T A C&C FItEN
R ER WA EE, KT B DarkPulsar 517,
35 32 fLf 64 fLARAS, B& 4 Windows 2003/2008 Server.
BT AR T W, PR KB EER| ) 50 4 X EH, WRIE

. HAEL IT. MEMKREZ NI, M DarkPulsar #) £ A
Mﬂﬁéﬁxﬁm () o L & 3 3 B G 0E T U IR S B A
R ULARLFWRIIE) TUEE, FENFAHEE T,
DarkPulsar & FF X A 5t 7E 7T & F A MR B 2 A 2 5 PR
BLHEZE ] NTLM Wil 22 M8 oh g, USRI &t 363 1 4]
MNE B P 4 Fn s E K, U DarkPulsar 4t xf 89 52 B
KA S A A RN B A

2021 4, %% 4A) B Checkpoint X {40, xt
DSZ ¥ # Double Feature AH#4T 7K Z 4. DSZ & LA
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A, BEFTHAM. ME. Bz, Sims sl %
0 At 7T 5% 9% 2 B &-FF T L. DoubleFeature ¥ uﬁ&‘&i&ﬁé
ZEN B WL TE, iF 4 DSZ e T ¥ AT ENE
EEREER . A TEHEN TR, Wit Windows & 48yt
7 [5] T A UnitedRake (UR), DoubleFeature #£47 M Mf0 H &
LK. UR ZFEHFEERLFEHLREFFA “EquationDrug”
WITE, mkd&¥, DSZ (LA FB 1 0C) #2 “FEX
MR FRETRE.

2022 F 3 A, 360 ZA2HALA T KT NSA & 44
APT-C-40 Wy AT iR &0, W|AEM, HBOEHIEN 2T LA,
ZALFAE 2010 FRITHE T 43 B R 24T L Ak E i
Wi, WERREZ RENEE R RS EML S, ZREEDS
NSA 8y 3 W 4 0% | 5L e Bt 6 BT S5 A . Mg, REW
BRERBTAENSE, U FLERERMRER EH
AFPNEEMITA N RE, PERANET. ©8. Bk
Fro 288, #7. L. figMK. ENFTLUKEER
BUR AL B A PAA O B E B AT

2017 4 4 A, TR TEEREHEY “E5F
KEE” FRE T MU, Hodr e oy e ik T B fode &7 DAL —
N2 A “KMAEF” (Longhorn) B4 238 5 3T # A2 BN
TN AR N 16 NE KK AW ZE D 40 F W & E FF K IR
ok, AWAZAR “FROTIESEEBERBFEN T AT X
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https://securelist.com/inside-the-equationdrug-espionage-platform/69203/

M & KB ARBEGEM R . 2K, KA EDH
2011 FREVER, 2 —NERARRENALR, FRARKEE
HREARAMERNEERENaR. BE. BiE. #HF U
FAUK S B A R SAT e AT R 1 X

2020 4, 360 ZA2HRAHE T CIA KELL (APT-C-
39) A EMEMA. B, ATk, KA TR
7 LR BURHAG S KRB A KA T —F W &5 E R,
¥ 360 AR, BANERAMEHREN “ETFKE “WE
RABTRH R, KIATHZRIKN—F G4 3¢ B K908
By K HA € 1 3K i v B0 . SO T U o T DAE 9 2 2008 4F
OH, ¥—H#FHEF| 201956 Akt, TEEFAELTE. |
K. HI%EH. 360 LB NENMTT I AREKIESRE (]
t APT-C-39 441 % X f# il ¥ Fluxwire, Grasshopper 2 CIA
TREMERBHNFTEEGERMERESE) , T EHIEH
APT-C-39 ALK BT CIA. *xt APT-C-39 W& zh Ak WA ,
CIA W % R B B2k W &L 2 K T ™ E R M.

2022 F 3 A, FEHERHENRERL L LE
(CVERC) ERAF &4 T 5 NSA /] “NOPEN” K I
AN AREC. ZARL —EWHMANZT EFTEN, ok H B
R#E” , BB ERXEH BT “@EATT , BT LE.
BREE N AL, AFIEEET, ZALEEHHAREE
W B BRI &, B BT IR KW R P R AL BT
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(=) &

“WTRLN U T % E R BT 45 NE K 287

NEAR, BEAZH. BAR. BT, EZE. EAHNE, #
S+ JLAR B[] . 2022 4F 9 A BROL B4 3 E AL Tk K 3K
Hid, NSAHAT 24 41 MRERE, EF5A “FT4
2N M FEILH NOPENI'Y, W% 74, NSA f1 CIA B KH
P 25 22 K vk, AT N A 1 A0 A T R L ATA R,

2558

[1]

[2]

[3]

[4]

[3]

InfoSec Institute. NSA BIOS Backdoor ak.a. God Mode Malware Part 1:
DEITYBOUNCE. 2014.
https://cysinfo.com/wp-content/uploads/2017/04/Shadow_release updated.pdf
Trend Micro. Tildeb: Analyzing the 18-year-old Implant from the Shadow Brokers’
Leak.2017.
https://documents.trendmicro.com/assets/tech-brief-tildeb-analyzing-the-18-year-
old-implant-from-the-shadow-brokers-leak.pdf

TR CREPNGEREARESEFHHHENBIRIIXE 12 8. WiEERE
4£-.2017(12)-2018(11).

https://mp.weixin.qq.com/s/PnaY XZ9snK6fv_1gCFszDw

Kaspersky. DarkPulsar. 2018.

https://securelist.com/darkpulsar/88199/

Check Point. A Deep Dive into DoubleFeature, Equation Group’s Post-
Exploitation Dashboard. 2021.

https://research.checkpoint.com/2021/a-deep-dive-into-doublefeature-equation-

groups-post-exploitation-dashboard/
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[6]

[7]

[8]

[9]

360. M4 & F#: XEE%R NSA (APT-C-40) MAKRKRKEATREL
Z R E. 2022

https://mp.weixin.qq.com/s/jHjzky8xlaEuocHzbWjFSA

Symantec. Longhorn Tools Used Cyberespionage Group Linked Vault 7. 2017.
https://www.symantec.com/connect/blogs/longhorn-tools-used-cyberespionage-
group-linked-vault-7

360. WEEE T IFERA CIA KFEALL (APT-C-39) xf+ B X #FHK A
+ — i P2 535 . 2020.
https://mp.weixin.qq.com/s/[fnVrmcUInrOOBF711m4Wg

CVERC. “NOPEN” 3= AR %4 4. 2022.
https://www.cverc.org.cn/head/zhaiyao/news202203 14-nopen.htm

[10]% K. A “NOPEN” m# K 3 iF K HE & % B M % K & % &K R . 2022,

https://mp.weixin.qq.com/s/J2L-Czapzi3Vj5dzOpGzjA
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Ft+—F BEXABNWPERE—E2 “HFEXNER”
WERFERAREEHTELRE

2017 FZ 7, RE AW &L ARt £ E W4 B E7E 5
AT, Bl RN B4 E X E E 2R B WA — LAl
HARI, HIFEERARPTEB. 2017 4 “FTEL
AN AL &2 2 REUESTRREZERL K., £RF
I BRBELNAMERARRITAGES, Z6KHMEN
HR AR, FUMFRREEE “HRRAR” o —m W 4K
.

(—) FHEm

201744 A 14 B, “BFERLN BAHEENLK
HH R BEFCE—ANL N SWIFT B XtEk, TEFHER
KT “HRERULE” 415 SWIFT 48 R 542 1 B K & 1Epk L
B 7 oA B % X & 4T 3 “ JEEPFLEA MARKET 7 #n
“JEEPFLEA POWDER” 2], &, “JEEPFLEA MARKET”
5 2012 45 7 A& 2013 45 9 FIHATA], 4FX¢ R K Ky
SWIFT R %1% £ # EastNets X 4 W KX HAT2h. AT R 5
BT EastNets TE LAl 4B, R EFTE W LT /NER
KA. ENERE. BEXRIEAEHE KT ;
“JEEPFLEA_POWDER” I & 1T 3/ £ B4t %{ EastNets /£ %
o Jim g Lb v 2 X 6 6 1F Okt BCG( Business Computer Group ),
1B TRAT 30 FF K A2
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(=) HEayited

2m9$6ﬂ,%iﬁﬁ”‘ﬁ%ﬁ%%’&%swmrﬁ
% £ ¥ EastNets FFE &0k & B4, Bz &+,
i%%“@%%%k”&E%ﬂﬁfiﬁﬁﬁ%m%Lﬁ%
BT, REEHRT “HRAUAL” BE+ Rk A SWIFT 4
%W%ﬁﬁ%ﬁmmm$ﬁ,WET%E&%%ﬁ\ﬁﬂ%
B, BEEH. BAIE. EXREAELER. REFH
ﬁﬁ?ﬁﬁ%ﬁﬁﬁﬁﬁw,%%%&%%W%%ﬁ&%ﬁ
B EEMRS 82 8. MRS #EEf SWIFT L4 R4 &
R, LR THNE&mIEME (WHE 11-1) B, FRETHE
ANVEFE Y R 545 Bofn A R R AR R RO R IR (]
My R4 R

B 11-1EastNets X H %~ G EHE



%&%l Y%.J&N/\VEJ&{%H E]/J:;(j\ff %’Tn NN 7]:?(;}5‘1]'7
At E AR AR EAR TEf e K. AMEARE X,
BHET1%, FARB M. AR AL BR R AT R
WHE 11-2) B, R EERABEZL T S22 ANIGE#
J1 A0 K& 0K B R A
RS shetigE RS

FRHEER A 257 Tuniper ScreenOS { Juniper $SG & NetScreen [hA 35— R{#E

FAEEE A CVE-2015-7755 FRMR{ER L) HRETISAE, TERT SSH 5 Telnet B3 Tuniper X R8T
TE S A IERTTRE:
EPICBANANA 24171 Cisco ASA and PTX i h command line interface {CLT)
EPICBANANA CVE-2016-6367 AR AT A -
= T SR i);;‘l;BACON H71 Cisco ASA 5] SNMP fR%E (IR0 161. 162) RiELL

ENTERNALCHAMPION (7j[E7EZE) 2 H7 Windows Server 2008 SP1x86
ENTERNALCHAMPION  CVE-2017-0146 =B “58” RIRRERTIES. A Windows B SMBv1 LIEHASHATIR

il

ETERNALSYNERGY (AITHE) B4 Windows 8 Z8) “ 18" RIRHE

ETERNALSYNERGY  CVE20ITOMS 1y s 3UR Windows ) SMBv1 (GA{CASHTIRG:

CVE-2017-0143
R g:’;;g:;g::’; ETERNALBLUE (A8 %) 2417 Windows 7/8/XP 28 “ 3cla” RIhR
CVE:E 01?:01 1 HTuEAEE, AIA Windows 8 SMBv1 mAZ S TiRmiHE:
CVE-2017-0148
ETERNALROMANCE (7[E5Ri8) 247 Windows XP. Vista 7. Windows
ETERNALROMANCE CVE-2017-0143  Server 2003/2008/2008 R2ZH) “Ff8” RINBHEIEHES, ?FIJFﬁ Windows 4
T 5H) SMBv1 TR TIRE: & e
EXPLODINGCAN CVE-2017-7269 EXPLODINGCAN URIFE7I#) ZFH 1156.0 webDAV ﬁfﬂﬁﬁzﬁzﬁﬁﬁ-

B 11-2 “FBRML” 3 EastNets i g REFAH TEL7 &

ZMELANBEBAAZLE TN (LA 11-3) Bl #&F
HFANEBRMENRRK LB &, REHFTHEH X
( VPN [ K 3% ASA [ K 3% ), 7 HLAE By K3 £ F%] T Rootkit;
ZE RN ENEHRATRAANRR, kRS & LHK
SR EE A e B ITAE KB SQL iE4, M Oracle RS
2B ERE T BE T RSB IK P 4« 5 A o 28 B B SR A K

/rg ‘EQID o
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"BEIV"  (Equation) BIRNEHRHRESWIFTIRSS R EastNets--FJ#{L ST

B 11-3 “ 8 R4 4" \1% EastNets L Z 3

ZREWFEE TR T EE NSA XM EKFHE L
“NOPEN” AKI, 7£ 2022 FHEEI TV KFWERA+HE
A, NSA 2 FZ ARG REHES T T AN FRIRSEE.

(2) &

EXEE “KB LR HAEBNEEL RGN EE, ©4
SRR L FRFIMARESRE, 44 “FTELN
R X, CEMPELAT RELHAEXE “FRAAR”
REFWE, EHEXENNREREY, 2RFNETA BOE
W MRk

“DTHAN WERHLEEN —HRXEFRE&FH AR,
— 7, XERKEANEIE G ERGRT NI, M
KB iy P 2% 25 o] B AT AR 2 A Rl BR Ak T WannaCry
KBREN SR 2EM, 5—FH, KBEEORN T Z4
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FERFEARN E S EOF IR, W By AR K ST B R AR
B AT TR APT 42808 B0k 78 36 247

2550

[1]

2]

[3]

[4]

Bleeping Computer. Shadow Brokers Release New Files Revealing Windows
Exploits, SWIFT Attacks. 2017.
https://www.bleepingcomputer.com/news/security/shadow-brokers-release-new-
files-revealing-windows-exploits-swift-attacks/

The Times of Israel. Hacked files suggest NSA penetrated SWIFT, Mideast banks.
2017.

https://www.timesofisrael.com/hacked-files-suggest-nsa-penetrated-swift-
mideast-banks/

TR, “HRAUAL” K SWIFT IRF5EMEE EastNets FHFE AT W
2019.

https://www.antiy.com/response/20190601.html

Frieat. xt % E W &3 E B ARz A B IR TR, 2019.
https://baijiahao.baidu.com/s?id=16361988762848003 1 9&wir=spider&for=pc
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F+=-% EHiF
R EREEE

B K 2010 89 “E P77 FETT 48, P45 22 Uk Ok f
Z AR B X B X M & 2 EERY B0, I E
2P WIEERRED, HEXERNEATH. EEMED.
MEEEAREANE L2 ARRFNER, FMEEAAEK
B RLA B ST, RO AR AP 4 A T AL B R A
HREFRTHRATEEGERRR, MiE RWEEfiadt

=
=

F o
(—) RAR#\AR

2014 4, “ZE4E” (BlackHat) 2 W RRFEEZE+K
KA RFWE L2 T AR LK - KiE4 (Alexander
Volynkin ) 8y #t & “B{A# Tor A FE A XEE XL 42R/:
A FHTFESA AT ETE . X—AETEHNRREE
T (LB 12-1) , SLEPGIR) ZE kMg, WA KEE
e 3 B BUR 6 & 77 T RUE 4R,

blackhat

USA 2014: A SCHEDULE UPDATE

B 12-1 Black Hat USA 2014 s B 8t #4391 B
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RE R E BRI M F BT/ B % 2 H 60 6 1F
o, ERA SR 2RN &L ed il Fing
AR B THEATR, #H2RMABZEHZ2RE.

(Z) &xR&L& ALAERK N Rz L%

2012 4, FITomel &R, BREMTINE - 498 I
( Carey Nachenberg ) 7 % [E #3848 K% CSIAC B ##3x1E
TAN “—MTENRF oA RRFRZTE” hRE, %
BT ER ANREE. RREHRFRALBEAN
WIS EEFENF AL, AT ER FEN REE
Pl ey w, AT TATERGHRGRE (B1T) , Hf
oM ha ARy (JLE 12-2) B,

Now Stuxnet gets down to business...

Once it’s sure, the malicious PLC logic begins its mischief!

B 12-2 R IAELT BN WBras

20134 12 A 27 B, B Tor MEMNEF RES - F I

/R #38 ( Jacob Appelbaum ) 7£ % 30 J& iR E @5 K4 (30C3)

FRETFT —AMEN PPT X4, HPae T4 IREE. B

H 2 B K3 R AL A VT R R R DA BOx B B AR R

5ARE (WHE12-3) B, Fryy K™ &4 DELL fR% £ . HP
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FR%-2%. Juniper Netcreen 71 SSG [y X3, 44 Eudemon [
K FRE A B d 2. | Cisco [ K . iPhone 2 Windows mobile.
HewafE Y —SRAAGR)FEERAEMS: AfFAT
BOOTKIT #47 #h 7€ £ E ¢ A & . BIOSKIT. USB i A+ 4
PR & £tat XP RGBS BAENT R, £ GSM %
vh. SIM FEEHEANTE. 44t iphone MM N T E. 4t xf
Windows mobile (AN T B, K&z &t o i FAHLF .

TOP SECRETHCOMINTIVREL TO USA, FVEY

WISTFULTOLL
ANT Product Data

|
(TSHSU/REL) WISTFULTOLL is a UNITEDRAKE and STRAITBIZZARE plug-in
used for harvesting and returning forensic information from a target using Windows 06120108
Management Instrumentation (WMI) calls and Registry extractions.

Bopats

e "
[TSASINREL) WISTFULTOLL Extended Concept of Operations . ' '
(TSISIFREL) This plug-in supports systems running Microsoft Windows 2000, ..
2003, and XP.

IMSHKINRE] § Thrnonh ramnta accaee nf intandietinn WISTEL |

B’ 12-3 19 Drlfl’\éﬂﬁﬁﬂiﬁﬁ% NSA lﬂ]%;l,;;;;;TFULTOLL
2014 45, EEHBKR “EERE” W ETIEEEEN
L EERAE LY (GCHQ) 5 NSA. “HIEHE” HibE
KA XN FHAH R “%& ERBATZ XU, 3B
M R TR WS N, AR TEE. FEB
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HEAFRARAEE - BEIZES (Brian Bartholomew ) 2 A
£ 2016 4F#4 Virus Bulletin 4£4 (VB2016) EX A “E%R
R B P OR R B TR SR hE, st T &
[E] P 2547 2 o 09 2 b SR B F B,

2015 4, R KPG8 T D 05 T H v B B 6 NSA 7
P2 22 A By <% A EHRE”  (The Fourth Party ) 3% #n
TE, BN (AR ) & =8 Wik, ik
MR IR B R S M . Db E oA R, £468 0
M EANW G T2 FHENRENST, FEHELASHAL - %
B - BEH T -/ (Juan Andres Guerrero-Sannde ) 25 %
A B FE 2017 484 Virus Bulletin 4% 23 (VB2017) X%
Wt ATEERAND L5 07 WIE &b IR B AR
BL, RSt TiX —EFENRREEEEZ L%, 4l
o, —REH APT A48 (FEHTFESH 44 4 ScarCruft )
Pl # B 41 APT #4141 DarkHotel 12 Ny M 3k, XA 5
DarkHotel X UB9 A . A )7, X Z . + E UK
EE RN E A AT R MRS (LE 12-4) Bl i
. XMRALREERIAEA T ENTH, R %S
Pleg 22 B e R MR EE 77, EBOR T BIE R AR,
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ScarCruft APT DarkHotel APT

“Operation Erebus”: “Cperation

Waterhole Deybreak™:
Spearphishing
rfchosun(.]org

MNorth Korean nexus?

dailynk[.Jcom

cafe.daum|[.]net

scarcroft[.]Jnet scarcroft[.]net
(hacked) (hacked)

CVE-2016-0147

B 12-4 3t APT ScarCruft #| | DarkHotel & 3 [& 3 & B & 3¢ 247

2016 &, XEHARUMTEARFERFE AL FSFFRATR
HRAR AT - % F| (JasonHealey) 7 (EFEZESHLENY &
K CREBRFESREHRE —X BT EE R EAT
HHAEF (VEP) B 2008 2| 2016 £ 09 K B A2, T4

(2016 47 ) X E 7 g MAR T H B FAE KK BHAT TV EEW
HE (WHE 12-5) Ol



A m.nggrmp under CNCI wag estabished and developed

lan i imy the government's ability 1o use the
I'uII rum of o ive capabililies o betier defend U.S.
information spsterms. One recomimendation within the plan was
ihe developrment of a8 VEF.

VEP policy went in efect in 2011, the same year the
Farm the United States: and lerael o eripple
of ran's uranium ennchment proj Lesing bour
diflerent zero day vulnerabilities, was afribubed in part 1o the
Uniled States.

Danmbu In & wake ol Snowden's revelalion, President’'s
an Intell and Communications Tech-
Mlogiu enealad i prowde fecommendaions inciuding:
+  Disclosing vulnerabiliies by cefaull
+  Shiflin he “equilies” process from the NSA to the Whie
Hougea

14!%;:1: Tt clays aller & news repar Talsely chaimed the
HSA known about the Heanblesd and kepd silent 1o
exploil it, ODNI finally wenl public with a formal statement
about its VEP policy and denied the claim. In res, L]
the review Qroup’s recommendsation, the siat said that
unless there is “a clear national security or law enforce-
menl.nead. theequlnu pmui:mw “biased toward
ilities.” This implies
man he Diag was aimed in larmmrwnemmg g Ll now.

—

B May and 1 July: EFF liled & FOLA request for records rela-

iy Ihese processes on & May, memiedsuiagangmm
and NSA an 1 July 1o force di e of relevant documents
S0Cusing them of vislating the FCII-'.rof tailure 1o expedite
proceszing and violating of the FOIA lor wronglul withholding
ol agency feconds.

3 November: The CYBERCOM's new commander and the
NSA's new directar Admiral Aogess said at Stanloed University
that “by orders of magnilude, e grealest numers of vulners-
bililies we find, we share.”

3 September: Although ODMI and NSA had gradually
released the process-related documents since 15 December
2014 in responss 1o ihe EFF'S lawawil, i was 3
2015 that il released the official VEP document nlitled
“Commercial and Govemment Information Techi y and
Industial Control Product or Syaterm Vunerabilities Equihe-g
Policy and PrOcess.” However, the SocUment was hugely
redacted.

—

March: A tederal cour in San Francigeno upheld the lew
remaining redactions. Thus the VEP decument released in
January & regarded as the final vergion that the EFF (and the
public) can gel.

2008 Drafters of the 2010 VEP: A follow-0n working grous led by
the QDN was established 10 address the recommendation

wilh representatives from the intelligence communiy (NSA,
CIA, DIA, DOMI), atiomey genesal, FBI, DoD, DoS, Dok, and
DOHS. The end resull of the working gmpsammmy-mde
coordinated doeument lilled, “Corrmencal and Government In-

B | tomation ion Technalogy and Indusiial Control Product or System
| Vulnersbiities Equities. Folicy and Frocess,” oflicially describing
the ditails of VEP.
2010
2011
2012

.Ilmrepameﬂ1hat1hen5.qamed$251 urehasing
uuherabi:lies during liacal year 2013, corredating mlh aboul

013 100 ilies &L EIMLT per year

March: Wice Admiral Michael ‘s lestimany during
the conlinmation hearing 1o replace Gan. Keith Alexandes
ag head of the NSA and the U.S. C‘I'BERII',DMHW?ES]IMMEI‘#‘E
ription of NSA zero-da inting
povemment, spoicynlmmwagrb?éw D Iean mare
‘toward disclosure than alzo mentioned the
i Erocess working with the While House.

Poliey Coordinator

e 75 I: Whibe Houss
A m{m’ﬁmﬁmgjm ex:‘l‘:‘ng

Michael Daniel wiote an %s
'VEF thal was firai mplermmad in 2010 wr
™ wilh moee afficiency n1he|meragencywooeﬂ He also

stated about some ciitefia used lor weighing pros and cons of

d a wulrierability. However, e did nal sy 1he process
— B%fd dischesure, and E'Sﬂ menioned he UI"E\']

Stales would continue 1o develop and use those wulner

10 PrOtEE! e Sourilry.

17 November: In an interdew of Daniel with Wired, he slated
1hm|u:nnlmuunerwgmmagmp1mtwmld
$—4 make final decisions based on he recoMMEndanons rom
amrfbﬂ%mneammme Bif-

2015 & lrried sel of vaneabililies hal we ray need 1 retain for a
perind of lme in order 1o contuct legilimale national securily
intelligence and law enforcement missions.”

£g coniinuously poired oul Ihe EFF aixoul
the mlauu ify ClOCUMENS revealed, the govanmmeant
regcinded gumennhuse redactiong in lh&'\.l'EP docurment. An
2016 uvedacied part alsa shows i rst official acknowiedgmen:

“dafensive, ollengive andjor law enforcamentrelated [and)
prmecumal' uges ol the vulnerabiliies beyond counterienmorn-
wm efforis.

roup called Shacte Brokers releases a cache of
including several zeic-day vulnesabiliies.

August: A
cyber ca

March: ANer the FBI could break inlo iPhone By uSing vulnara-
bilities, e case becomes e public 1St of the government s
*+—* general inclination 1o ils VEP policy.

K 12-5 FFARBEHXE VEP KRKXEIE

FENZZ2EXMEe] H—ERRAERE XL
] 4% B B xd W] 48 22 Bk F B9 AR

2013 56 A 11 B, & “HeRME&RR 8 FHite
b, PEEERFERRA AR FHFF A NAHRET
A CAZHEARFE ——RESXENE L2 RE" &
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HED, HEEEXEEATA#ATT D EMRE, BEEE
N 20 48 40 FAR DR R R MR R F#6] <= E” A7
o (1945-1975) 2| 21 L2418 “RE” TUEH W R AT,
EETXENBEEENARARZEIAA2HKMNELZL2NT
e A0 1

20154 6 A, FERFFAXERELG, XA K
2 “APT 5 B APT FHTHRERE , REFT XK
W2 E TR W& BERA A’PT BE (B RN & R+
SRR E) (LE 12-6) B,

=4

5 L e R M g N gX
i : Equati
A’PTHYERH : $5A4E ( Equation
nnnnn shig 54— p| DOUBlEFantasy S iatis el TORIeFantasy
WINDOWSHZ T FE
L
WARSE, W
EE R
ggggggggggggg s | EQuationDrug ——— .
&
—_—
{ sssssssss
==
|| MSCFG32.DLL H ‘ ummr.ouJ | ”MSCFG!?_KSDLI. ‘

F PR E AN, RS
BRI

B 12-6 PERRBASBRERET BAALTHAARD W RELEN

2016 F, ZRE “FHMNEZ AKX REEZL2RIE" T
BN “RBEWGR e, ST EE RN Z RS RS
fr, BAHETEE “FAEKMAL drEEEES T VA
vy d, ARETHEAfE S (LE12-7) P



f “ - -
China ond Russio Cyberspoce
Development and Security Forum

The Panda’s Scar

The APT Attacks against China

F b
S
Ty
N S
o i
7
e

K 12-72016 4 “PHRFNEZHEESZL2WE" BAHKE “BEWGHR”

Founder CTO,of Antiy Labs
Seak

2019 4, HEE B2/ F DevCore HJHF 5T A R B
# - % (Orange Tsia) fZ # - % (MehChang) EEWE K%
KA “4% NSA B EHNLNE NI Hds, BR T A%
J B BEE NSA Fi% (m “HBAUL” #H 1), 5 Fortinet
#1 Pulse Secure #y SSL VPN #£ 4T & AR A2 X AL $LAT IR T A
A, () BN M (JLE 12-8) 1o

Command Injection

8 P U ls e SeCU re System Authentication Administrators sers Maintenz

B 12-8 BARH - K& B T Pulse Secure & ¥ F| G & A HEN
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&35, SSL VPN 2 & f AL By A B 40 ) 2 R W
W5 AWERE TR, TH VPN | Bt E+, NSA BB
RETRIFAF L+ 0 IER.

(2) I

PREN B L 2P EE 2%, AAZERRIREME
B R R A T 2N R, WE RS EIEZ ML,
FARRWEZRE., LK, BR) KZ2] Bi0E
AANRESME T RIE EOAWE 7, XERHSOR 7T 54
AT TN % 20 B AT TR 2 MR . B0A
R, FMBES ] AR R — P RARE .

LN

[1] BlackHat. A Schedule Update. 2014.
https://www.blackhat.com/latestintel/07212014-a-schedule-update.html

[2] Symantec. How a Computer Virus Foiled Iran’s Nuclear Program. 2012.
https://cisac.fsi.stanford.edu/multimedia/forensic-dissection-stuxnet.

[3] ZDNET. Top NSA hacks of our computers. 2014.
https://www.zdnet.com/pictures/top-nsa-hacks-of-our-computers/

[4] Kaspersky. Wave Your False Flags! Decption Tactics Muddying Attribution in
Targeted Attacks. 2016.
https://www.virusbulletin.com/virusbulletin/2016/11/vb2016-paper-wave-your-
false-flags-deception-tactics-muddying-attribution-targeted-attacks

[5] Kaspersky. Walking in Your Enemy’s Shadow: When Fourth-Party Collection
Becomes Attribution Hell. 2017.
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https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/03/07170728/Guerrero-Saade-Raiu-VB2017.pdf

[6] Columbia University. The U.S. Government and Zero-Day Vulnerabilities. 2016.
https://jia.sipa.columia.edu/sites/default/files/attachments/Healey%20VEP.pdf

[7] Wik A= E RS T—— 42 5 X 15 W 25 % 4 w3 Bt X I 28 i =
Bt 2.2013.

[8] #X.APT § “0f APT” FHHayAEHHaE. FERKEH A%, 2015.

[9] Antiy. The Panda’s Scar—The APT Attacks against China. 2016.
https://www.antiy.com/response/20200304.html

[10]DevCore. Infiltrating Corporate Intranet Like NSA. 2019.
https://i.blackhat.com/USA-19/Wednesday/us-19-Tsai-Infiltrating-Corporate-
Intranet-Like-NSA.pdf
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F+=F RIFHTE—XEZUREHBSHIR
EMERE &

WAR, ATEFEBORFEN. ZFAEUKFFHLR
TR 7, [ R AR BUR T ) B E e W S e
i, XEEZA “BRZE” B, BEENGHTFNT
AL, EEMEFZNHNEETL, &2 RaONE k7
Ao AN, AR E L X BT 9 2 2ROH B A 4

(—) ZRAFCHMEGHELS >R

I % Zena FEHERXEE ST LT EN
M, EAUE NSA #E “#H” iTkIf k5 Bir, EkA
P AERE)E. 2017449 A 13 B, XEELZAH
FEHATERMEERAMER R AR 2N E, ERAK
A 30 RAEHEAE RGN o+ B 2000 7
f, 90 RWHEME KR, 2EEBEE (BestBuy) £FE
B TRT FEHET S, BT BAFENY R EE S5
HMAREE AL, FFHREMATE SPEXNF BXITRE
HEAW. B8l 454k, LERRFEHEAFT, =
E B 4 AL FEAREA S XL, SE ‘B
R H AR IR P TR ER. 2022 £ EE BT
H— RN FEHER G RNER 2T ENE, W
R, RERREREEAUTEIR G FIAR, 6
AWATAEETEN T GHREREREZERNA,
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(=) BERKRARFEFNATLERR

fETEERMNA RN HELRE, ELPEAREAI
TR BT S LA, xR E KR DR B P 4% 5 AU
g Pbi. B REDHBMUK, ZERFANET2NE
THEHEN, U BRZE” “BFLe FHLPRK
RO AP £ M B AT RAE . APT R Rt K B A R R
Ry <M FB, EABIEEAE EAHMBARENH+
B B EX R B b N« iR

XERHIH ERFERE Be —REAFFEER
ZWELE, WIINFEEZHEANZE AT FERNTA.
Frifim et i Bt R E AN s A E Z A 35 7 & T R R,
fr. B 2018 SFH X B I 46, £ “BXRLAL” kA XE
EEANFERIE AN N “ERFE” WEE, &£ 2020 F 5
F 22 B R E B #MFIN “SEARGE 27 1 o BN 5 KAl 4
B, HR % 360, BhE “H
ﬁmwﬁ%%ﬁm%$lﬁ$%%m R X 1, 2022 4F
10 A 5 B, ZEEFHIRE 2021 MEEFRAGEEY £
1260H 2% 7% —# “EXEZENTEIFELNE”
( Chinese Military Companies, CMC ) SLARE B, o [F W 45 %2
Ak b A ) F 18 B RA G A R85 # % 360 L%
21, B HI N CMC 7% 3 5 8 % Bkl 2k e, (EARYE % B
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MBEHAL, CMCIEEE T “BRIFE” , WA LEHRH K
RL

(2) AEBRALESLENLERNGEZLSL

2015 F 6 A, B @m#T#EERM (Edwardsnowden.com)

T A Rk ARESERRT B RE
( An Easy Win: Using SIGINT to Learn about New Viruses )
Bl A8 R E . KEA KR B 2007 FIF a7 6“4k
O T REE SR EICEICCPY LI
F P [ BN £ E B AR AT R, DRBUIT R S AR K
HAtfE &, L7 2 TR RITHENE S B ( “More
Targets” ), #3: 23 XEmE) B, EFEETFELZL] B

ZR.

2016 4 12 A 22 H, FENEWE FEFEHH X
NetScout /2 8] & X3¢ 1 B M 4 % i Z 2 th 2 AT E ik R,
ANAZRWEREHE RN “TRXAR” Sk,
H/HE APT Wz, & “PER APT” KA (LE 13-1) ¥,

Non-Government Organization in Support of
Government Hopes

B 13-1 £ & NetScout A\ & 3% X % v B 4kt 247
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202242 A 170, XEES “(9&F5%e¥h%E
72”7 (USCC)E JF 2022 F4F F )4 B # % — K YriE&b),
FAN “HEHNWE TS W&, J8IEES LR ST E
E®uw” , AN EARENLE T2, TAITE T ENN
Gk hREIEE L AFARNTE., 5LWELLEFTIA
A, FEFAA KRG ARG B, RN R 2 H T8
W %S\ 4TS5, TR A4 TRE P ENE 220 F:
ZRAE R 360, FHAITAKT A NSA 1 CIA 4% [
e atr, $EEZAEH, KRXfEF K 360 £+ B & TR
HAX R mELE, wIILAhE Rkt KA EmER
(JLE 13-2) Bl @b W, R E o E a7 A N & 224
v A7 R AR, T EL e A K UE I AT LR Ak xR T A
HBEMUL K EE T k&, k&, HLSHEES B
%) F BT A KA.

I'wo Chinese cyber security firms in particular: Antiy Labs™ and (Jihoo360®", have openly
puhlizhed analyzez of WS A and CTA evher aperatinnz Whila thasa reparts ara hearly

bolstered by the Shadowbrokers and Vault? leaks respectively and do not provide enough
mtormation for mdependent researchers to vahdate ther clams, Anty and (hihoo are two of the
naldest anbrims rompanias in China and therafara likaly have tha data visihility that wromld maka

these claims credible. Chinese M55 contractors have also been able to observe and recreate
T.5. made cyberweapons: one contractor was found using M3A hacking tools a full year before
the tools were made public via the Shadowbrokers leak, suggesting that the contractor observad
the hackmpg tools being used agamst Chinese targets and recreated the tool from those
obserahons. ™

B 13-2 XELWIEL A4 KELRMHR 360
(W) st E M0k B ML HIERITE

b [ IR R L R R, 0 e T 42
A B E R E e EZR BT K. Cybersecurity
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Ventures & & Bk fn 4 #F B @A, i%ﬁ\?%%?ﬁﬁ%
W E RS, TETHELATLIAe] A 8 Fo3 %
& . Cybersecurity Ventures Xt W]%\ﬁ?/}}@]%ﬁ 500 &A% ﬁﬁ'ﬂﬁ?
%, RNERBTEWNE L2 AT ritd, LERLE
B A R AT, &EQF A7 fl’ﬂﬁ:\ﬂkwo 2019 £ Hl,
Cybersecurity Ventures & i By W % %2 500 34 B4, # X
( Antiy Labs ) . 1 & B # ( Hillstone Networks ) . %
( DBAppSecurity ) « % £ 360 ( Qihoo 360 ) % o [F | % % 4
A Y B (LA 13-30), 13-47) | B bR E AL
300 %, T EdS—EAERLTE, i FE LR T E N
S S | AN A

vendor specialty

ju

95. Antiy Labs % | anti-virus engine & solution

142. Hillstone Networks L5 W #} | data analytics firewall protection

314. DBAppSecurity ZE | web application & database security

412. Vkansee FN%i) 50 | fingerprint sensors for mobile security

& 13-3 2015 4 Cybersecurity Ventures 500 %% 26y HE ) & (H42)

Cybersecurity 500
0000

Meet the world’s hottest and most innovative cybersecurity companies to watch in 2018. Press
Release

& 13-4 2018 4 Cybersecurity Ventures 500 %% 28+ E ) & (H42)
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E 2019 4F-#2, Cybersecurity Ventures 8] R %% %4 500
M 4B W EZANE R 150 A 27 PrERK, B
HAAET B, B M & b g g S A B,
2020 4 9 F|, Cybersecurity Ventures | &7 F El & #4177, &
ELQFrie ey < B W& 2o na" 4 8, XX FF 360.
FRE AR 28 BB R BOE RS 20 Kk Pl
E20224 2 A 17 BXES “EHENFELL2FELZRR
(USCC) 24Tty “sp El P25 = A 6 J7: PIZ&. 1AV 30
ARt ZE R ik, ot 5 “fERKE#H
VEEARESES THEHRNEZE” , AR B
TRAERAZER, TAERHEFHH MR ¥ W%z
B A K E A PN SRR ] B, DlthgR Eax
o ] ] 4% 75 a] o A 4 S P 4 IR B AR . BTIES B K
Xt E W % % e ESLEE A, N EZKWE Cybersecurity
Ventures KA 0 E & # ], mEQF AW “FENEZ 2
N7 B0,

(&) &

HhE R, EE AR B HOR S A F i AR
FRARA T T F Rk, HRRATEEHAE, LEK
Pz Al CEREA” R— FRET RMEEMES,
AT E B F AR F, JUE R AT B P 7 4
Wiz, Fln, EEHRSEASEF. B5. B BEW
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SEVAES, FEARLLRET Z&. Sk aflEo, i*
15 W & 22 AV Z a b fnBag . DL b4 5L
m%#zx&% Xt 5 [ fn T BR K B DL SM B e A b AT AT
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