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CHAPTER 13

13 Getting Started with Identity
13 Identity#]

Identity is a new APl from Microsoft to manage users in ASP.NET applications. The mainstay for user

management in recent years has been ASP.NET Membership, which has suffered from design choices that
were reasonable when it was introduced in 2005 but that have aged badly. The biggest limitation is that the
schema used to store the data worked only with SQL Server and was difficult to extend without
re-implementing a lot of provider classes. The schema itself was overly complex, which made it harder to
implement changes than it should have been.
Identity /& U EASP.NET R HIARE 7 o8 B P B — BT HOAPL. SR A P 48 PR 30— B2 ASP.NETH
Membership. MembershipfF20054F# I iE Hog — NS E ke, HHEATERCL™HEILN 7. Bk
I PR 12 F DAAFAEE R ) 484 (Database Schema) HAE{HRISQL Server, T HMELAY f2, FRIEEFrsL
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Microsoft made a couple of attempts to improve Membership prior to releasing Identity. The first was
known as simple membership, which reduced the complexity of the schema and made it easier to customize
user data but still needed a relational storage model. The second attempt was the ASP.NET universal
providers, which | used in Chapter 10 when | set up SQL Server storage for session data. The advantage of the
universal providers is that they use the Entity Framework Code First feature to automatically create the
database schema, which made it possible to create databases where access to schema management tools
wasn't possible, such as the Azure cloud service. But even with the improvements, the fundamental issues of
depending on relational data and difficult customizations remained.
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To address both problems and to provide a more modern user management platform, Microsoft has
replaced Membership with Identity. As you'll learn in this chapter and Chapters 14 and 15, ASP.NET Identity
is flexible and extensible, but it is immature, and features that you might take for granted in a more mature
system can require a surprising amount of work.
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Microsoft has over-compensated for the inflexibility of Membership and made Identity so open and so
adaptable that it can be used in just about any way—just as long as you have the time and energy to
implement what you require.
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In this chapter, | demonstrate the process of setting up ASP.NET Identity and creating a simple user
administration tool that manages individual user accounts that are stored in a database.
FEAR T, RAHIREILASP.NET Identity AR, FFEIE — MR BB TR, HUUEEAAE R
P PR B P K

ASP.NET Identity supports other kinds of user accounts, such as those stored using Active Directory, but
| don't describe them since they are not used that often outside corporations (where Active Directive
implementations tend to be so convoluted that it would be difficult for me to provide useful general
examples).

ASP.NET Identityit SZ Fr AR P K5, 41 Wi Active Directory (il H %) fAERIIK S, (HIRA
S0 HATREIR , PR 9 I Fh 5 38 5 A2 T2 5] 9 AMEE GX A7 & i Active Directory SEIRARAEIR 2%,
FAE ARG B =B .

In Chapter 14, | show you how to perform authentication and authorization using those user accounts,
and in Chapter 15, | show you how to move beyond the basics and apply some advanced techniques. Table
13-1 summarizes this chapter.

TE 14T, P ER AT F X L P 5 3T UE S8 155 BRI N s, 12—
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Table 13-1. Chapter Summary

#13-1. K%
Problem Solution Listing
1] R ERTTR L
Install ASP.NET Identity. Add the NuGet packages and define a connection string and an OWIN 1-4
224 ASP.NET Identity start class in the Web . config file.
NIINuGettl, I /£ Web.config SCI H 32 LM 343 85 A1— > OWIN
IEEEIES
Prepare to use ASP.NET Identity. Create classes that represent the user, the user manager, the database 5-8
18 FIASP.NET Identity 1) #E 4% context, and the OWIN start class.
QIR P E B B B CmE, BLEZOWINSE
Enumerate user accounts. Use the Users property defined by the user manager class. 9,10
IRl S A B EER IE X Users Rt
Create user accounts. Use the CreateAsync method defined by the user manager class. 11-13
QIR K S A o P AR S8 X iCreateAsync %
Enforce a password policy. Set the PasswordValidator property defined by the user manager 14-16
| 4 SR IE class, either using the built-in PasswordValidator class or using a
custom derivation.
B P AR E X HPasswordvalidator @, BEAT LU A
#MPasswordvalidator, WATDMEF HE LIRS,




Validate new user accounts. Set the UserValidator property defined by the user manager class, 17-19
IS UEHT A Pk 5 either using the built-in UserValidator class or using a custom
derivation.

PE SRR E Y Uservalidator @k, BEAT LUE A A
UserValidatorZ, tnLUEH H & LIRAES.

Delete user accounts. Use the DeleteAsync method defined by the user manager class. 20-22
MBR k= S B P 3R 5 L fiDeleteAsync Tk

Modify user accounts. Use the UpdateAsync method defined by the user manager class. 23-24
EEH Pk = {6 | F P B 282552 X HIUpdateAsync 7k

13.1 Preparing the Example Project
13.1 HEZRFIHA

| created a project called Users for this chapter, following the same steps | have used throughout this
book. | selected the Empty template and checked the option to add the folders and references required for
an MVC application. | will be using Bootstrap to style the views in this chapter, so enter the following
command into the Visual Studio Package Manager Console and press Enter to download and install the
NuGet package:
ARERIEA D —ERA RSO T — AR AUsers BT H o 7A@ FE Pk 7 “Empty (%) 7
iR, FFTE “Add the folders and references (ENIISCAERANGIFD 7 ik 7 “Mve” HIRHE, AFd
{ FiBootstrap K B AL E I #E S, K 7E Visual Studiol] “Package Manager Console (L FE 2451 &) 7
PRI LT 4, R, TEIF X NuGet .

Install-Package -version 3.0.3 bootstrap

| created a Home controller to act as the focal point for the examples in this chapter. The definition of
the controller is shown in Listing 13-1. I'll be using this controller to describe details of user accounts and data,
and the Index action method passes a dictionary of values to the default view via the View method.
AN T Home il &8, DM A BRG] BB i o 242 8 00 8 LT $13-10 7 b A% ) 284 HI kg
PSS (8 FI R, IndexahfE @it view 545 BRAL L 14 T — A7 3UE .

Listing 13-1. The Contents of the HomeController.cs File
JE#413-1. HomeController.cs X 1EHT A 25

using System.Web.Mvc;

using System.Collections.Generic;
namespace Users.Controllers {
public class HomeController : Controller {

public ActionResult Index() {

Dictionary<string, object> data




= new Dictionary<string, object>();
data.Add("Placeholder”, "Placeholder");

return View(data);

| created a view by right-clicking the Index action method and selecting Add View from the pop-up
menu. | set View Name to Index and set Template to Empty (without model). Unlike the examples in previous
chapters, | want to use a common layout for this chapter, so | checked the Use a Layout Page option. When |
clicked the Add button, Visual Studio created the Views/Shared/ Layout.cshtml and
Views/Home/Index.cshtml files. Listing 13-2 shows the contents of the Layout.cshtml file
WA d IndexahE ik, FEMGRHSERIES “Add View GRIIALED 7, REIE T —MIE. K “View
Name (MLEZFR) 7 WEN “Index” , FHF “Template (FEAR) 7 WEN “& (LA 7 . 5§H1H
JUERREIAF, AEARMH—NMEMHEA R, TES T “Use a Layout Page (AR = Ui )
HIRME. i “Add G 7 #4015, Visual Studiofl|# T Views/Shared/ Layout.cshtmlfl
Views/Home/Index.cshtml 3. JEH13-207~8 7 _Layout.cshtml AN A .

Listing 13-2. The Contents of the _Layout.cshtml File
JEH13-2. Layout.cshtml X 14EHT A 25

<!DOCTYPE html>
<html>
<head>
<meta name="viewport" content="width=device-width" />
<title>@ViewBag.Title</title>
<link href="~/Content/bootstrap.min.css" rel="stylesheet" />
<link href="~/Content/bootstrap-theme.min.css" rel="stylesheet" />
<style>
.container { padding-top: 10px; }
.validation-summary-errors { color: #f@o; }
</style>
</head>
<body class="container">
<div class="container">
@RenderBody ()
</div>
</body>
</html>

Listing 13-3 shows the contents of the Index.cshtml file.
7 #13-35 8 T Index. cshtml SR A 2 .

Listing 13-3. The Contents of the Index.cshtml File



JE#413-3. Index.cshtml X1 14 28

@{
ViewBag.Title = "Index";

<div class="panel panel-primary">
<div class="panel-heading">User Details</div>
<table class="table table-striped">
@foreach (string key in Model.Keys) {

<tr>
<th>@key</th>
<td>@Model[key]</td>
</tr>
}
</table>

</div>

To test that the example application is working, select Start Debugging from the Visual Studio Debug
menu and navigate to the /Home/Index URL. You should see the result illustrated by Figure 13-1.
AT IRZ S L R Bl gERe TA/E, MVisual Studiof] “Debug (i) 7 SEFFEFE “Start Debugging
aszhiid) 7, HSHiE/Home/Index Mk, fH A LAE B WIE13-1AT /RIS,

@ http:/localhost:54364/Home/Index O ~ €& B, 100 gk o

User Details

Placeholder

Figure 13-1. Testing the example application
BT 13-1. i P

13.2 Setting Up ASP.NET Identity

13.2 #57 ASPNET Identity

For most ASP.NET developers, Identity will be the first exposure to the Open Web Interface for .NET
(OWIN). OWIN is an abstraction layer that isolates a web application from the environment that hosts it. The
idea is that the abstraction will allow for greater innovation in the ASP.NET technology stack, more flexibility
in the environments that can host ASP.NET applications, and a lighter-weight server infrastructure.

KT KL HASP.NETIF K& T =, Identity 2 25— N EFEZSOWIN (Open Web Interface for NET——.NET



THBWeb# FD 4. OWINFE — N HswWeb N FHFE WFEE € A ST RIS ok I R = . AR
XA R B3 R 2 BES (EASP.NETEORHER A R AT, (EFLE ASP.NETR. FREFF HIMABIA B2 1)
Rigte, FFal R EHNI ARG 482844 .

OWIN is an open standard (which you can read at http://owin.org/spec/owin-1.0.0.html). Microsoft has
created Project Katana, its implementation of the OWIN standard and a set of components that provide the
functionality that web applications require. The attraction to Microsoft is that OWIN/Katana isolates the
ASP.NET technology stack from the rest of the .NET Framework, which allows a greater rate of change.
OWINAZE — N ITithriE (2 Fhttp:/lowin.org/spec/owin-1.0.htmD) . ik O 4 6)E T Katanaii H , %W H
FEOWINBRAERISEIL, FFERAE T —2HWeb SRR FF PTG DU REHIEAT o LRI R () /2 OWIN/Katanat
ASP.NETEARHER A .NETHEZL ) HR B3 AL 1 ISR, Xk 13 KRB B EF X OWINIE B K T
filt, XA REESRA ZIOWINK 7 ST R S AR, AT RMERN AR 7 5 5 T si—— )

OWIN developers select the services that they require for their application, rather than consuming an
entire platform as happens now with ASP.NET. Individual services—known as middleware in the OWIN
terminology—can be developed at different rates, and developers will be able to choose between providers
for different services, rather than being tied to a Microsoft implementation.

OWINTF AN A AT B IR e i B P 75 IR 55> T AN AR DAL XA PR AL 5 FHASP.NETF- &5 o NIl
K ——1EOWINARIE A “Middleware () 7 ——WI e A AR R#EZE, MH RN UG
W LEAN R IR ST AR AL 1 2 TR BEAT A8 4%, AN R 9 e LEUR ST .

There is a lot to like about the direction that OWIN and Katana are heading in, but it is in the early days,

and it will be some time before it becomes a complete platform for ASP.NET applications. As | write this, it is
possible to build Web APl and SignalR applications without needing the System.Web namespace or IIS to
process requests, but that's about all. The MVC framework requires the standard ASP.NET platform and will
continue to do so for some time to come.
OWINFKatanaff 1R £ B WK R IKIT7 1), A E A4 TSI 1], 3075 S — BN 1) 4 B il A ASP.NET. HI %
PG . ERmEARRNAR, &0 UFEA T ESystem. Webfiy 44 7% [A] 5 1AL BH 17 K 1550
T, %37 Web APIFISignalRN HFEST T MVCHEZETE EARHEFIASP.NET -6, K AE — BEi (8] AT K- v
DLAE AR -

The ASP.NET platform and IIS are not going away. Microsoft has been clear that it sees one of the most

attractive aspects of OWIN as allowing developers more flexibility in which middleware components are
hosted by IIS, and Project Katana already has support for the System.Web namespaces. OWIN and Katana
are not the end of ASP.NET—rather, they represent an evolution where Microsoft allows developers more
flexibility in how ASP.NET applications are assembled and executed.
ASP.NETF- & PARNSA LI K . I CAIE-HE 2], OWINEAW G I — NI HZIT K#FHRA TER
PRGN, FIAAAE AT DLHNSRAEE, MiKatanalil H L& SEHL 7 XF Sy stem. Webfi 44 25 (A S K. OWIN
MKatana A2 ASP.NETHI L G5 —— T2 TURAE —FhAHE, fRAEIT A N A BEREFEASP.NET RV FHFE P HA 4 13
ANPRAT 7 T B0 R

Tip Identity is the first major ASP.NET component to be delivered as OWIN middleware, but it won't
be the last. Microsoft has made sure that the latest versions of Web API and SignalR don't depend on the
System.Web namespaces, and that means that any component intended for use across the ASP.NET family
of technologies has to be delivered via OWIN. | get into more detail about OWIN in my Expert ASP.NET Web
API 2 for MVC Developers book, which will be published by Apress in 2014.

IR Identity 2 {EHOWINH [AMFTT AT AT 1) 58— T EEASP.NETAA, (HIXAREE 4. MK &k



iE, Web APIFISignalRIKIHRGHT IR A RS K M TSy stem. Webfr & 25 1A], XM, 3753 XA#EHASP.NET
FIFEFARPEATH A, #LAET OWINSEAT AT . T OWIN, 7EFIIExpert ASP.NET Web API 2 for MVC
Developers—iH A ML IA, 1% C.H Apress T-20144F ki -

OWIN and Katana won't have a major impact on MVC framework developers for some time, but changes

are already taking effect—and one of these is that ASP.NET Identity is implemented as an OWIN middleware
component. This isn't ideal because it means that MVC framework applications have to mix OWIN and
traditional ASP.NET platform techniques to use Identity, but it isn't too burdensome once you understand the
basics and know how to get OWIN set up, which | demonstrate in the sections that follow.
OWIN HliKatanafE— Bt 8] A IE AN R MVCHESIT AN 53 A A B Kty (HARAR IEAE ™ A o —— o
Z—{F R ASP.NET IdentityZZ{E JJOWINI¥I 1 B AR SEH o IX R HE AR IRAR, RUONIXERAE, MVCHESE
(1SR4 748 Identity, 50K OWINFIAE G ASP.NET - S IRIEE—id, XKW 1, fERERE T
FEANE S HAnE il A, oWIN (LR JWVMNTER) 25, e E.

13.2.1 Creating the ASP.NET Identity Database
13.2.1 AIJE ASP.NET Identity ¥ B

ASP.NET Identity isn't tied to a SQL Server schema in the same way that Membership was, but relational
storage is still the default—and simplest—option, and it is the one that | will be using in this chapter.
Although the NoSQL movement has gained momentum in recent years, relational databases are still the
mainstream storage choice and are well-understood in most development teams.

ASP.NET Identity 3 KRG Membershipi#f, #4565 2sQL Server 42y, {H¢ RAAFAET 2B, 11 H A2
BRI B IS, XMRAREREHEN . BARITFER I 7 NoSQUZaN# 3k, (H5 R BEHRE IR
fe FEAFEIESE, 1 HKRZHOT K BIAERE K47 3.

ASP.NET Identity uses the Entity Framework Code First feature to automatically create its schema, but |
still need to create the database into which that schema—and the user data—will be placed, just as | did in
Chapter 10 when | created the database for session state data (the universal provider that | used to manage
the database uses the same Code First feature).

ASP.NET Identity{i H Entity Framework[¥]Code First’#VE [H 2l A1) 2 & 1 2849 (Schema) , {HIRAIER
i LB — AN F SR TECE LB 280 DA S 7 8 BB e, AR BB 105 I IRRE , i 2 iR HL
O 7R CH R SR e 1 P SR (L #5 [FFE (6 A 1 Code FirstFf) ©

Tip You don't need to understand how Entity Framework or the Code First feature works to use
ASP.NET Identity.

#~: N T HASP.NET Identity, AN— 2 ZHEfREntity FrameworkECode FirstfE ¥ TAEHLHI .

As in Chapter 10, | will be using the 1ocaldb feature to create my database. As a reminder, localdb is
included in Visual Studio and is a cut-down version of SQL Server that allows developers to easily create and
work with databases.

IEWEE10E0FE, FRAGEFH LocaldbRp R Gl 4 FE . B0 E 172, localdbs2 % fE Visual Studio
ZH, T HAR AN EISQL Server,  BERE L 35 (e b O A HE I

Select SQL Server Object Explorer from the Visual Studio View menu and right-click the SQL Server
object in the window that appears. Select Add SQL Server from the pop-up menu, as shown in Figure 13-2.
MVisual Studiof*)“ View (F1 ) 7= B rp %45 “ SQL Server Object Explorer (SQL Server Xt % B #8) 7,
FAEFTH I & DA “saL Server” Xf 5. MHLHSEHRESE “Add SQL Server (FfISQL Server) ”
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SQL Server Object Explorer v B X
Q| 8
4 [P SQL Serve
b = (loc ' AddSQL Server... 0 - Tiny\adam)
b = (loc h iny\adam)
- T Refresh
P Wl Project
Properties

Figure 13-2. Creating a new database connection

BI13-2. LY — I FHIECHE 2

Visual Studio will display the Connect to Server dialog. Set the server name to (localdb)\v11.0, select the
Windows Authentication option, and click the Connect button. A connection to the database will be
established and shown in the SQL Server Object Explorer window. Expand the new item, right-click Databases,
and select Add New Database from the pop-up window, as shown in Figure 13-3.

Visual Studioé ik 7~ “ Connect to Server GEFERIRSS ) 7 RHEHE, KRk 55 %5 4 Fx X E M (localdb)\v11.0,
%P “Windows Authentication (WindowsIAiE) 7 &I, siili “Connect GEHE) 7 #4H. X¥EE v —
MRS, HEIRTE “saL ServerXf R ETIRE HIAY” W W . XA, 4 “Databases (%
YD 7, FRGRHESEHIERE “Add New Database CASINETEEE) 7, wK13-3f7.

SQL Server Object Explorer v B X
(I I

4 ¥ SQL Server
b E (localdb)\Projects (SQL Server 11.0.3128.0 - Tiny\adam)
4 E (localdb)\v11.0 (SQL Server 11.0.3128 - Tiny\adam)

Publish Data-tier Application...

b
P Secur
b @l Serve Add New Database h

P W Projects ¥ Refresh

Figure 13-3. Adding a new database
KI13-3. Iar A

Set the Database Name option to IdentityDb, leave the Database Location value unchanged, and click
the OK button to create the database. The new database will be shown in the Databases section of the SQL
connection in the SQL Server Object Explorer.
¥ “Database Name (EHEFEZFR) 7 LK E AN “IdentityDb” , AHIEAL “Database Location (H(#E
PEALED 7 B, mdrOKIZEH B I P . X ASE B K U IAE. “sQL Serverkf RER YR PLAE” b

“SQUEERR” B “BEEE” AN



13.2.2 Adding the Identity Packages
13.2.2 %0 Identity &

Identity is published as a set of NuGet packages, which makes it easy to install them into any project.
Enter the following commands into the Package Manager Console:
Identity%T’E?ﬂ*@NuGet@EﬁE@ Rt 7 T4 22 3 BT i H . 15 7E “ Package Manager Console (2
EHAEERE) 7 PR N A

Install-Package Microsoft.AspNet.Identity.EntityFramework -Version 2.0.0(2.2.1)
Install-Package Microsoft.AspNet.Identity.OWIN -Version 2.0.0(2.2.1)
Install-Package Microsoft.Owin.Host.SystemWeb -Version 2.1.0(3.0.1)

Visual Studio can create projects that are configured with a generic user account management

configuration, using the Identity API. You can add the templates and code to a project by selecting the MVC
template when creating the project and setting the Authentication option to Individual User Accounts. | don't
use the templates because | find them too general and too verbose and because | like to have direct control
over the contents and configuration of my projects. | recommend you do the same, not least because you will
gain a better understanding of how important features work, but it can be interesting to look at the
templates to see how common tasks are performed.
Visual StudioBE % 61 i — &4 H Identity AP I H , IXFHIH DL “Z R Pk SEHARLE” T E. IR
AT LAZE I H A0 — Lo B ARSI FRAE G0 H I G FEMVCRER, IR I3 B N Individual User
Accounts (MATHHFIKS) o FREAMHIXFENR, BT AR @, WAREL, 1 HIREO
FRIH vy A A B A B o SRR BIX A, IXAGEVREE X B BRE K TAENLHI 3RS
AR, T, B SR AT AT H AT 55 R AR

13.2.3 Updating the Web.config File
13.2.3 T Web.config 3£

Two changes are required to the Web . config file to prepare a project for ASP.NET Identity. The first is
a connection string that describes the database | created in the previous section. The second change is to
define an application setting that names the class that initializes OWIN middleware and that is used to
configure Identity. Listing 13-4 shows the changes | made to the Web. config file. (I explained how
connection strings and application settings work in Chapter 9.)
N T H A ASP.NET Identity B RS, 75 B 7E Web. config XA RS AME L. 55— b2 i 47 8
BRR TR b NI R S B NP R, B A 4 OWIN H R £
HATHIGEA RIS, 6 E T & Identity. 5 H.E7R8 T X Web.config U FIME R (3E9%: O & ikt il iE
AR MM REFE) .

Listing 13-4. Preparing the Web.config File for ASP.NET Identity
JE 13-4, 2HASP.NET Identity /fE #Web.config X1

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>

<section name="entityFramework"



type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSection,
EntityFramework, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" requirePermission="false" />

</configSections>

<connectionStrings>
<add name="IdentityDb"" providerName="System.Data.SqlClient""
connectionString=""Data Source=(localdb)\v11.0;

Initial Catalog=IdentityDb;
Integrated Security=True;
Connect Timeout=15;
Encrypt=False; TrustServerCertificate=False;
MultipleActiveResultSets=True"/>

</connectionStrings>

<appSettings>
<add key="webpages:Version" value="3.0.0.0" />
<add key="webpages:Enabled" value="false" />
<add key="ClientValidationEnabled" value="true" />
<add key="UnobtrusiveJavaScriptEnabled" value="true" />
<add key=""owin:AppStartup’ value="'"Users.ldentityConfig" />
</appSettings>
<system.web>
<compilation debug="true" targetFramework="4.5.1" />
<httpRuntime targetFramework="4.5.1" />
</system.web>
<entityFramework>
<defaultConnectionFactory
type="System.Data.Entity.Infrastructure.LocalDbConnectionFactory,
EntityFramework">
<parameters>
<parameter value="v1l.e" />
</parameters>
</defaultConnectionFactory>
<providers>
<provider invariantName="System.Data.SqlClient"
type="System.Data.Entity.SqlServer.SqlProviderServices,
EntityFramework.SqlServer" />
</providers>
</entityFramework>

</configuration>

Caution Make sure you put the connectionString value on asingle line. | had to break it over
several lines to make the listing fit on the page, but ASP.NET expects a single, unbroken string. If in doubt,



download the source code that accompanies this book, which is freely available from www.apress.com.
B TRt connectionString MERAE—ATH, KR ELEWI T, &8 TilFaE R, A
ASP.NETZLR & . — oW AT 24 8 o WA S, 15 FEAR T FEREARS, Nk : www. apress. com.

OWIN defines its own application startup model, which is separate from the global application class that
| described in Chapter 3. The application setting, called owin:AppStartup, specifies a class that OWIN will
instantiate when the application starts in order to receive its configuration.

OWINSE X & H CHIR R R sh 8, 55835 fritid (4 Jm AR P 22 70 T o L3k i S AR e
WE, %M Nowin:AppStartup, $8E T — MR H SN OWINSBEAT LI HIZE, HEREERE
L E

Tip Notice that | have set the MultipleActiveResultSets property to true in the connection
string. This allows the results from multiple queries to be read simultaneously, which | rely on in Chapter 14
when | show you how to authorize access to action methods based on role membership.
B s, RESHEERTRE P EMultipleActiveResultSets B IE (2 iEsh4s REIB E Ntrue,
XA PANFEI B AN AW T A IR, S 145U T XA 7 20, TSI 25 s AT A 4 A € B SRR AL U
) SE 5

13.2.4 Creating the Entity Framework Classes
13.2.4 £)# Entity Framework 3§

If you have used Membership in projects, you may be surprised by just how much initial preparation is
required for ASP.NET Identity. The extensibility that Membership lacked is readily available in ASP.NET
Identity, but it comes with a price of having to create a set of implementation classes that the Entity
Framework uses to manage the database. In the sections that follow, I'll show you how to create the classes
needed to get Entity Framework to act as the storage system for ASP.NET Identity.

L AR AE TR H 8 idMembership, AJ fE4r &5t 4%, ASP.NET Identity 7 BRIV AN ESR E AR AL,
FEASP.NET Identity 1 E % " Membershipfirik = a1 § e, (HHACH 275 Z & — ALK, hEntity
Framework F T8 BEEHE 2 . 75 DL R /N5 o, FRA SR anfer 61 2 By 75 EL 101X 2625, DU{E iEEntity Framework
AT T-ASP.NET Identity (R {74 245 .

1. Creating the User Class

1. BIBH

The first class to define is the one that represents a user, which | will refer to as the user class. The user
class is derived from IdentityUser, which is defined in the
Microsoft.AspNet.Identity.EntityFramework namespace. IdentityUser provides the basic user
representation, which can be extended by adding properties to the derived class, which | describe in Chapter
15. Table 13-2 shows the built-in properties that IdentityUser defines, which are the ones | will be using
in this chapter.

o ANEE LRI AR, B ERRN “User Class (FHFPZE) 7 o XAH P RIRAET
IdentityUser, EffEMicrosoft.AspNet.Identity.EntityFramework#y 4% %8 F & XA .
IdentityUserf@fit AR RN, v LOEEECIRAERISET IR IE IR IME, XX KT R,
REEFE1sT P AT RR . R13-28H T IdentityUserfie LN RN (IERITHE “Hg”
Y CNE”, HIEXWEES X EARKREN, “WE” ZefECeidn, mCNE” AraEn
MBI ARVE RTINS —— ), ARG X g 1




Table 13-2. The Properties Defined by the IdentityUser Class
#13-2. IdentityUser 25 X 119 /G 14+

Name Description
B4 ik
Claims Returns the collection of claims for the user, which | describe in Chapter 15
REH A S, KT AP (Claims) K7EH 155 ik
Email Returns the user's e-mail address
1[5 F P B E-mail b ik
Id Returns the unique 1D for the user
&[5l Y P ME—ID
Logins Returns a collection of logins for the user, which | use in Chapter 15
R GRS, KRS E
PasswordHash Returns a hashed form of the user password, which I use in the “Implementing the Edit Feature” section
RS ARG I E 4, 7E “SEEditRitE” e MBI
Roles Returns the collection of roles that the user belongs to, which | describe in Chapter 14
WRIE R A S, MR 14T A
PhoneNumber Returns the user's phone number
IR 8] I A 5 R
SecurityStamp Returns a value that is changed when the user identity is altered, such as by a password change
IR (512 B P AR R B AL, g B Ut e
UserName Returns the username

Tip The classes in the Microsoft.AspNet.Identity.EntityFramework namespace are the
Entity Framework—specific concrete implementations of interfaces defined in the
Microsoft.AspNet.Identity namespace. IdentityUser, for example, is the implementation of the
IUser interface. | am working with the concrete classes because | am relying on the Entity Framework to
store my user data in a database, but as ASP.NET Identity matures, you can expect to see alternative
implementations of the interfaces that use different storage mechanisms (although most projects will still
use the Entity Framework since it comes from Microsoft).
#7~: Microsoft.AspNet.Identity.EntityFrameworkdy4 2 [a]H F2E5E,
Microsoft.AspNet.Identityfy44 256 H A i€ 3 1 [P Entity Framework % F 1 BARSZEL. 40,
IdentityUserff 2 IUserfZ SCHl. ol Hxee BARSE, TR EMKEEEntity Framework/E 44 &
HHAEAEIR I 8, S5 2 ASP.INET Identity 3845 BRI, VR AT BE 2 1 EE 7 SIiX 2oz 11 HAm SE I, A1)
] TASFERIAEREN LR (2598, K2 H0000 H U598 2% FHEntity Framework, [FNERE THE0 .

What is important at the moment is that the IdentityUser class provides access only to the basic
information about a user: the use's name, e-mail, phone, password hash, role memberships, and so on. If |
want to store any additional information about the user, | have to add properties to the class that | derive
from IdentityUser and that will be used to represent users in my application. | demonstrate how to do
this in Chapter 15.

H AT E B RIX M IdentityUser B UG XA P EEAG BV AP 4. E-mails HIE, TG
H4 . RO AESE. RAEAER MG E, MiHEEIdentityUserIRAERISE EAINE
P, IR EH TR R, 55155 Hres Hik

To create the user class for my application, | created a class file called AppUserModels.cs in the




Models folder and used it to create the AppUser class, which is shown in Listing 13-5.

AT RN AP, FEModels U AIE T — AR, A NAppUserModels. cs
(FEE, ENHAFREE T, NMY&AppUser.cs) , FHHABRIE T AppUserd, X/NZRUNE H13-5F7

7,]——\‘0

Listing 13-5. The Contents of the AppUser.cs File
JB#13-5, AppUser.cs X 1EHIHZE

using System;

using Microsoft.AspNet.Identity.EntityFramework;
namespace Users.Models {

public class AppUser : IdentityUser {
// additional properties will go here

/7 X BURTBCE e 1

That's all | have to do at the moment, although I'll return to this class in Chapter 15, when | show you
how to add application-specific user data properties.
A b A5 2 e B ) A8 AR, SRS B4 PRI 1R IX AN, RIS S an s I s F RS 2 FH R FE P 4
Ptk

2. Creating the Database Context Class

2. RIEHEERE ETOCR

The next step is to create an Entity Framework database context that operates on the AppUser class.
This will allow the Code First feature to create and manage the schema for the database and provide access
to the data it stores. The context class is derived from IdentityDbContext<T>, where T is the user class
(AppUser in the example). | created a folder called Infrastructure in the project and added to it a class
file called AppIdentityDbContext.cs, the contents of which are shown in Listing 13-6.
NP YRR B Entity Framework 8 FEI BN 3C, H T X AppUserZRif AT #/E . X AT LAHICode First
FEPER O AN E BRAE S8, FEX B P P A A Bl AT U7 18] o 3XAS B R SCRIRAE T
IdentityDbContext<T>, HAWTRHH I (RItEIFAppUser) o FRIETH HHEIE T — A0k,
S ANInfrastructure, FFELFRINT — N, ZFRNAppIdentityDbContext.cs, HAE
WG H13-6 TR «

Listing 13-6. The Contents of the AppldentityDbContext.cs File
JE#413-6. AppldentityDbContext.cs X 1EH 1425

using System.Data.Entity;
using Microsoft.AspNet.Identity.EntityFramework;

using Users.Models;



namespace Users.Infrastructure {

public class AppIdentityDbContext : IdentityDbContext<AppUser> {
public AppIdentityDbContext() : base("IdentityDb") { }

static AppIdentityDbContext() {
Database.SetInitializer<AppIdentityDbContext>(new IdentityDbInit());

public static AppIdentityDbContext Create() {
return new AppIdentityDbContext();

public class IdentityDbInit
: DropCreateDatabaseIfModelChanges<AppIdentityDbContext> {

protected override void Seed(AppIdentityDbContext context) {
PerformInitialSetup(context);

base.Seed(context);

public void PerformInitialSetup(AppIdentityDbContext context) {
// initial configuration will go here

/7 WA B R TS L

The constructor for the AppIdentityDbContext class calls its base with the name of the connection
string that will be used to connect to the database, which is IdentityDb in this example. This is how |
associate the connection string | defined in Listing 13-4 with ASP.NET Identity.
XAAppIdentityDbContextIHIME R 1 EMEESE, HSBORIERFRT R4 FK, IdentityDb,
T 58 PR . X2 1ETH 13-4 UFER T4 5 S5 ASP.NET Identity A LR I 7715

The AppIdentityDbContext class also defines a static constructor, which uses the

Database.SetInitializer method to specify a class that will seed the database when the schema is first
created through the Entity Framework Code First feature. My seed class is called IdentityDbInit, and |
have provided just enough of a class to create a placeholder so that | can return to seeding the database later
by adding statements to the PerformInitialSetup method. | show you how to seed the database in
Chapter 14.
XA AppIdentityDbContextibE X T —/ N & MG s, BffiHDatabase.SetInitializer ik
FRE T — M EEE FE 12 (PSR PE 1) & SRR RPN E R S, W 1, R — L%
WX B FE AT VIIE N —— 3R, HiE L Entity Framework[K]Code Firstd 1k 55 — vk 61 2 Biodis 25 48 4
i, S EIX AN AP IdentityDbInit, M HER DL T —A2K, QI T —A 5O5F,



Ja T ] AR SR AEPerformInitialSetup Jyik sl IiER), At nl ARMEEEE 5 1. 2R 14505 s
AT M B

Finally, the AppIdentityDbContext class defines a Create method. This is how instances of the class
will be created when needed by the OWIN, using the class | describe in the “Creating the Start Class” section.
B, AppIdentityDbContextZiE X T —ACreateliik. iX & HOWINTE 2 Bi G S i 7032,
XA HIOWINTE FH RIS AE “ AR 528" hk ATk .

Note Don't worry if the role of these classes doesn't make sense. If you are unfamiliar with the Entity
Framework, then | suggest you treat it as something of a black box. Once the basic building blocks are in
place—and you can copy the ones into your chapter to get things working—then you will rarely need to edit
them.

VE: GnRXHIX B R VAR, ARG R A PR Entity Framework,  FRE VR BN E K-
T AN . — BRI PR 2 —— T ELO AR B X S AR AT 75 DL —— B A ) L P A e B e AT
I

3. Creating the User Manager Class

3. BIEA EEARR

One of the most important Identity classes is the user manager, which manages instances of the user
class. The user manager class must be derived from UserManager<T>, where T is the user class. The
UserManager<T> class isn't specific to the Entity Framework and provides more general features for
creating and operating on user data. Table 13-3 shows the basic methods and properties defined by the
UserManager<T> class for managing users. There are others, but rather than list them all here, I'll describe
them in context when | describe the different ways in which user data can be managed.

I B ) Identity2R 2 —J& “User Manager (V& HEZR) 7, FIREHH P 2Rs2pl. P& #3500 20
JRAFUserManager<T>, HAFTRH 135, IXMUserManager<T>2IF3E % T Entity Framework(1J,
i H eyt TR Z @RS, FHCLEIEH P IR - BdE gk 47454k . 213-3%1H T UserManager<T>28
DN E T E RIS AT AR o B — LA T, X IR R ARSI HIR, REfEEHSHIHET
SPEATEHTREA, RIS 2 G H P BE A 7 5

Table 13-3. The Basic Methods and Properties Defined by the UserManager<T> Class
7€13-3. UserManager<T>Z8/7 & X HIFEA 7774 Fil

Name Description
By iR
ChangePasswordAsync(id, old, new) | Changes the password for the specified user.
NEREHR P ESIA 4
CreateAsync(user) Creates a new user without a password. See Chapter 15 for an example.
A — A ELRH T, 2 W 155 IR
CreateAsync(user, pass) Creates a new user with the specified password. See the “Creating Users”
section.
B — AN R E ARG, S0 “Argm
DeleteAsync(user) Deletes the specified user. See the “Implementing the Delete Feature™ section.
Mgz, 20 “ SiBlDeletefiik”
FindAsync(user, pass) Finds the object that represents the user and authenticates their password. See




Chapter 14 for details of authentication.
BRARRZHHNR, FFEROS, WL 147 Ry

FindByIdAsync(id) Finds the user object associated with the specified ID. See the “Implementing

the Delete Feature” section.

HRGTEE DRI R, S0 “ siHlDeleteik”

FindByNameAsync(name) Finds the user object associated with the specified name. | use this method in the
“Seeding the Database” section of Chapter 14.

B G E AFRACE A P X R, H14% “PE SRR 2 B A
Fik

UpdateAsync(user) Pushes changes to a user object back into the database. See the “Implementing

the Edit Feature” section.

R REVEEOE NSRS 0 “ COLEdithi "

Users Returns an enumeration of the users. See the “Enumerating User Accounts”
section.

BB P MEE, S0 CMER P IKS”

Tip Notice that the names of all of these methods end with Async. This is because ASP.NET Identity

is implemented almost entirely using C# asynchronous programming features, which means that operations
will be performed concurrently and not block other activities. You will see how this works once | start
demonstrating how to create and manage user data. There are also synchronous extension methods for each
Async method. | stick to the asynchronous methods for most examples, but the synchronous equivalents are
useful if you need to perform multiple related operations in sequence. | have included an example of this in
the “Seeding the Database” section of Chapter 14. The synchronous methods are also useful when you want
to call Identity methods from within property getters or setters, which | do in Chapter 15.
B HER TR LIAsync S R IAREET5:. [KNASP.NET Identity ) L 56 45 42 FH CHIT) S5 g R A 1k s
DU, IR EWRE 2 I R HIAT SRR, A 2B 28 HARE 3 . AEFRIF A6 Qo el G A S8 P s
W, VR(EE BXMEI . TR —DAsyncTEMAHBMEEEY RITE. T REZEBORHE], L
FRIX A0 78 A, WURAR TG SR AT — Lo G HaRAE, [FB TR A . fEER 1451 “ Fif
FEECRE P ot B8 1 — NP o SR SR I N B getter Blisetter XA il H Identity 7572
W, FERPOTEWARA R, EELsEY, AR AWM.

| added a class file called AppUserManager. cs to the Infrastructure folder and used it to define
the user manager class, which | have called AppUserManager, as shown in Listing 13-7.
FAEInfrastructure XA T — R, #FNAppUserManager.cs, HEEX T HFPE
B, ZFRANAppUserManager, WG H13-7H1 7.

Listing 13-7. The Contents of the AppUserManager.cs File
JEH13-7. AppUserManager.cs X 1EHT A28

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Users.Models;




namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store)

: base(store) {

public static AppUserManager Create(
IdentityFactoryOptions<AppUserManager> options,
IOwinContext context) {
AppIdentityDbContext db = context.Get<AppIdentityDbContext>();
AppUserManager manager = new AppUserManager(new UserStore<AppUser>(db));

return manager;

The static Create method will be called when Identity needs an instance of the AppUserManager,
which will happen when | perform operations on user data—something that | will demonstrate once | have
finished performing the setup.

TEIdentity 75 2 —/MAppUserManager fSEFll, A HFSKICreate ik, IXFIMFHURAEXS FH 4L
PEPATEA R R —— R A e B B 2 5 E s 3

To create an instance of the AppUserManager class, | need an instance of UserStore<AppUser>. The

UserStore<T> class is the Entity Framework implementation of the IUserStore<T> interface, which
provides the storage-specific implementation of the methods defined by the UserManager class. To create
the UserStore<AppUser>, | need an instance of the AppIdentityDbContext class, which I get through
OWIN as follows:
AT BI#AppUserManagerdS IS, FRFE—UserStore<AppUsers>sEff]. X UserStore<T>2E
&IUserStore<T># [ HEntity FrameworkSEH, B2t T UserManagerdS T i€ A7 15 SE I .
AT Bl#UserStore<AppUsers, X iEEAppIdentityDbContextZ&— 5L, X2 i#HidOWINTZ AN
NIREAS BN

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();

The I0winContext implementation passed as an argument to the Create method defines a
generically typed Get method that returns instances of objects that have been registered in the OWIN start
class, which | describe in the following section.

WAEASH L IEL Create JVEM TOwinContextLHLE X T — M2 R NGet %, BB EICATEOWIN
JRBNFEPVENHR RS, R BNRAE LT /AN R .



4. Creating the Start Class
4. BIE)EZHRK

The final piece | need to get ASP.NET Identity up and running is a start class. In Listing 13-4, | defined an
application setting that specified a configuration class for OWIN, like this:
N T AEASP.NET Identity it 46 IFAeiz 1T, ZAIERSE — A F BOEStart Class (R3138) o fEE 13-4, &
EX T —AMHABEFRE, EHNOWINTRERES, WFHiR:

<add key="owin:AppStartup" value="Users.IdentityConfig" />

OWIN emerged independently of ASP.NET and has its own conventions. One of them is that there is a

class that is instantiated to load and configure middleware and perform any other configuration work that is
required. By default, this class is called Start, and it is defined in the global namespace. This class contains a
method called Configuration, which is called by the OWIN infrastructure and passed an implementation
of the Owin.IAppBuilder interface, which supports setting up the middleware that an application requires.
The Start class is usually defined as a partial class, with its other class files dedicated to each kind of
middleware that is being used.
OWINZ ML IAEASP.NETH ), I HAEH WA E. Bz —5i, N7 IEMEE T af,
TR AL E TR, WEA —MSLpr2s. BIME T, XA fgstart, 1M HZES R
LA e . XANEEH NS NConfigurationfUrik, %7715 HOWINISREALA 34T VR A,
HNZTT AL — A 0win. TAppBuilder HSEIL, TSN AR TSR H AR E. Startk
T EPOE OB ERE, A — L HAR RS, BN 00T TR R — b E)

| freely ignore this convention, given that the only OWIN middleware that | use in MVC framework
applications is Identity. | prefer to use the application setting in the Web . config file to define a single class
in the top-level namespace of the application. To this end, | added a class file called IdentityConfig.cs to
the App_Start folder and used it to define the class shown in Listing 13-8, which is the class that | specified
in the Web.config folder.
FRBH S 2N X — 258, FIONIRAEMVCHESE N HIAE P Hh 4 R e —OWIN HR TR 1t 2 I dentity . 9 1 7E
I FHAR P TR 2 iy 42 25 [A) 52 L — A2, FREXREWeb. config RN AR XE. TRKRE
App_StartICAFrREsIn T — NS0, #FR NIdentityConfig.cs, JFHEE X 7 Wik H.13-8fw
2%, XRILIEWeb. config g Em—3K.

Listing 13-8. The Contents of the IdentityConfig.cs File
JEH13-8. IdentityConfig.cs X 1EHT A 2%

using Microsoft.AspNet.Identity;

using Microsoft.Owin;

using Microsoft.Owin.Security.Cookies;
using Owin;

using Users.Infrastructure;

namespace Users {



public class IdentityConfig {
public void Configuration(IAppBuilder app) {

app.CreatePerOwinContext<AppIdentityDbContext>(AppIdentityDbContext.Create);

app.CreatePerOwinContext<AppUserManager>(AppUserManager.Create);

app.UseCookieAuthentication(new CookieAuthenticationOptions {
AuthenticationType = DefaultAuthenticationTypes.ApplicationCookie,
LoginPath = new PathString("/Account/Login"),

1)

The TAppBuilder interface is supplemented by a number of extension methods defined in classes in
the Owin namespace. The CreatePerOwinContext method creates a new instance of the
AppUserManager and AppIdentityDbContext classes for each request. This ensures that each request
has clean access to the ASP.NET Identity data and that | don't have to worry about synchronization or poorly
cached database data.

IAppBuilderd® Mg H—Ly" RITIEIRLIN, XLy R 7L I E LAEOwinty 44 75 (B i) — L8 2krh
CreatePerOwinContextH T f&AppUserManagerf# L], AppIdentityDbContextZH F&H—4
TR IXFERIERE— MR AT ASP.NET Identity B4l A 15 MT BV i), FAN g [R]2D IF F15 100 5 B = i) s
AT L o

The UseCookieAuthentication method tells ASP.NET Identity how to use a cookie to identity
authenticated users, where the options are specified through the CookieAuthenticationOptions class.
The important part here is the LoginPath property, which specifies a URL that clients should be redirected
to when they request content without authentication. | have specified /Account/Login, and | will create
the controller that handles these redirections in Chapter 14.
UseCookieAuthentication /77545 JFASP.NET Identity U117 F cookie = FRiR CE R /7, DLAIE L
CookieAuthenticationOptionsZ&4g e FIEIEME L. X B HE N /2 LoginPath@ M, EfeE T
—NURL, X SR AR VAR S P 3 17 5K PN 28 IR 2 5 () (R ik . FRAEFL P48 € 1 /Account/Login, HIESS
14 % 1) {3 A28 1] #5 OR Ah FLIX L6 B )

13.3 Using ASP.NET Identity
13.3 {#f ASP.NET Identity

Now that the basic setup is out of the way, | can start to use ASP.NET Identity to add support for
managing users to the example application. In the sections that follow, | will demonstrate how the Identity
API can be used to create administration tools that allow for centralized management of users. Table 13-4
puts ASP.NET Identity into context.

B, B4 e T RAWE, 1T LAFFAA 16 FIASP.NET Identity £E 751l 3 FFE 7 v s e Fl P S BRSO RF T
FELAF U, JR R T Identity APUH T-OIE B T B, XFERE LR LA TR . R 13-4
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Table 13-4. Putting Content Caching by Attribute in Context
13-4, WHLEREE I B BE NG (X G4 T——F &)

Question Answer
i) R [HE=S
What is it? ASP.NET Identity is the APl used to manage user data and perform authentication and
114 ASP.NET Identity? authorization.

ASP.NET Identity /& HI R A B Hodls HHh AT VAN AL KIAPI
Why should I care? Most applications require users to create accounts and provide credentials to access content
R EROE? and features. ASP.NET Identity provides the facilities for performing these operations.

K2 N FIRE P A0 ZE A QIR S, BRI SR KU I A S AT - ASP.NET Identity
Feft T AT IR R TR

How is it used by the MVVC ASP.NET Identity isn't used directly by the MVC framework but integrates through the
framework? standard MV C authorization features.
YEMVCHEZE i e2? | ASP.NET Identity 452 FHMVCHEZE BB 19, (H e &R T FrfEIMVCIAURR

13.3.1 Enumerating User Accounts

13.3.1 BRIk S

Centralized user administration tools are useful in just about all applications, even those that allow users

to create and manage their own accounts. There will always be some customers who require bulk account
creation, for example, and support issues that require inspection and adjustment of user data. From the
perspective of this chapter, administration tools are useful because they consolidate a lot of basic user
management functions into a small number of classes, making them useful examples to demonstrate the
fundamental features of ASP.NET Identity.
S AL P A8 B BAE T L Birf B P AR e vl e A TR, RIS AR e se e T G R 2 CIK 5 1Y)
THOLEE . Bltn, SafRXME RS, MATHRERERIEK S, IS AR - s
iR . ARYEA TR AL BRI T ARG, BOVENTRTFEZ AR SIS 7R
ANz, XN EZNASP.NET Identity [ 3E AR 2R A H

| started by adding a controller called Admin to the project, which is shown in Listing 13-9, and which |
will use to define my user administration functionality.

H5E, EIH P — MRS, ARONAdmin, G $13-90R,  JOR B E G T E BIRE .

Listing 13-9. The Contents of the AdminController.cs File
JE4H13-9. AdminController.cs X1/ 7%

using System.Web;
using System.Web.Mvc;
using Microsoft.AspNet.Identity.Owin;

using Users.Infrastructure;

namespace Users.Controllers {

public class AdminController : Controller {




public ActionResult Index() {

return View(UserManager.Users);

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

The Index action method enumerates the users managed by the ldentity system; of course, there
aren't any users at the moment, but there will be soon. The important part of this listing is the way that |
obtain an instance of the AppUserManager class, through which | manage user information. | will be using
the AppUserManager class repeatedly as | implement the different administration functions, and | defined
the UserManager property in the Admin controller to simplify my code.

E M2 tHldentity RGEFLH Y, 488, WRIEEAEMA T, B EHaf 7. &G nEE
(R A R TR SRRl i =X, e, ROTLVSEH AR RS IR, R ke
ffHAppUserManagerss, T H, FRAEAdmindEfil#s e X T UserManager/@fE, LUER AL,

The Microsoft.Owin.Host.Systemheb assembly adds extension methods for the HttpContext
class, one of which is GetOwinContext. This provides a per-request context object into the OWIN API
through an IOwinContext object. The IOwinContext isn't that interesting in an MVC framework
application, but there is another extension method called GetUserManager<T> that is used to get instances
of the user manager class.

Microsoft.Owin.Host.SystemWebf2F&HE AHttpContextRENIN T —Ley L, Hiz —(H2
GetOwinContext. ‘Bl —ANIOwinContext A 4, K THRHER M LT 00 KA HELWOIN API. MVC
HEZE R AL 7% TowinContext ANEOGER, (HRH R4 — A B, WifiGetUserManager<T>, AILA
FHORAT 20 F P A8 B 28 28 1 S 41

Tip As you may have gathered, there are lots of extension methods in ASP.NET Identity; overall, the
APl is something of a muddle as it tries to mix OWIN, abstract Identity functionality, and the concrete Entity
Framework storage implementation.
T IEMRPTHERTK 4%, ASP.NET ldentity A VF 29 JRIT%, AT S, XDAPUE —FR& 1K,
B EWOIN. fl % 1dentity 2 8 DL K HAR I Entity Framework f7-fif SEELIR & 7E— L

| called the GetUserManager with a generic type parameter to specify the AppUserManager class

that | created earlier in the chapter, like this:
BTH—MZHZHOAA T GetUserManager, H LR E A Z FT A K AppUserManagerds, W R A7R:

return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();



Once | have an instance of the AppUserManager class, | can start to query the data store. The
AppUserManager.Users property returns an enumeration of user objects—instances of the AppUser
class in my application—which can be queried and manipulated using LINQ.

—HAH T AppUserManagerZ&Jsef, (Hr] A EREFEAiE T - AppUserManager. Users@ iR Al
TP G —— R AR AppUs e r 2R SE]——T /2 1T LRI LINQUW XA M 26 k47 25 0 Al
Yegr.

In the Index action method, | pass the value of the Users property to the View method so that | can
list details of the users in the view. Listing 13-10 shows the contents of the Views/Admin/Index.cshtml
file that | created by right-clicking the Index action method and selecting Add View from the pop-up menu.
FEIndexslfET7 %, hviewlTiALis [ Users|@IERIME, CAMERENSAERLEIZI L H T U409 . 15 5.13-10
7R T Views/Admin/Index. cshtml AN G, X2l i IndexafEJriE, IR H S Lk 5

“Add View CAIIFLIED 7 TIEIZE ).

Listing 13-10. The Contents of the Index.cshtml File in the /Views/Admin Folder
JEB13-10. /Views/Admin X 1 Flindex.cshtml X 1EH 1 25

@using Users.Models
@model IEnumerable<AppUser>

@{
ViewBag.Title = "Index";

<div class="panel panel-primary">
<div class="panel-heading">
User Accounts
</div>
<table class="table table-striped">
<tr><th>ID</th><th>Name</th><th>Email</th></tr>
@if (Model.Count() == @) {
<tr><td colspan="3" class="text-center">No User Accounts</td></tr>
} else {
foreach (AppUser user in Model) {
<tr>
<td>@user.Id</td>
<td>@user.UserName</td>
<td>@user.Email</td>
</tr>

}
</table>

</div>

@Html.ActionLink("Create", "Create", null, new { @class = "btn btn-primary" })

This view contains a table that has rows for each user, with columns for the unique ID, username, and



e-mail address. If there are no users in the database, then a message is displayed, as shown in Figure 13-4.
ENMEEE KW, NPT, WAME—ID. H 4 LUK E-mailtihk RIS A
FRER P, BasBnr—2HE (EPE “No User Accounts” JHE——REETE) , WE13-47R~.

Email

No User Accounts

Figure 13-4. Display the (empty) list of users
B 13-4, A aE (A7)

lincluded a Create link in the view (which | styled as a button using Bootstrap) that targets the Create
action on the Admin controller. I'll implement this action shortly to support adding users.
TEMEIHRE —/NCreatelfFis: (A HBootstrapE ik 7 —AMMZHLD , B 1 H FRsEAdmindz Hil 45 H (1)
Createziff. N T CRRRIMA R, RSRRLIIZAZ) 1,

RESETTING THE DATABASE

HEHWE

When you start the application and navigate to the /Admin/Index URL, it will take a few moments
before the contents rendered from the view are displayed. This is because the Entity Framework has
connected to the database and determined that there is no schema defined. The Code First feature uses the
classes | defined earlier in the chapter (and some which are contained in the Identity assemblies) to create
the schema so that it is ready to be queried and to store data.

23 SRR E]/Admin/Index URLIN, FEMLETE SN BB R R AT, b —Lemtfa).
IX 7% K NEntity Framework L& 8EH2 BIEHE 2, IF R IS iR 8 EE 484 . Code FirstRrf: i FH A
BT E LK (DURAE fEIdentityf R PR ISR QIR ,  DUE R A W A0 A7 it B iR v 5

You can see the effect by opening the Visual Studio SQL Server Object Explorer window and expanding
entry for the IdentityDB database schema, which will include tables with names such as AspNetUsers
and AspNetRoles.

i# 1 FT FFVisual Studioft] “SQL Server Object Explorer (SQL ServerXt R EHEHZR) 7 HH, FFEIF
IdentityDBHHEFEHEM, o] IR BIHPAE T —EdEK, WAspNetUsersHlAspNetRoles%54 .

To delete the database, right-click the IdentityDb item and select Delete from the pop-up menu.
Check both of the options in the Delete Database dialog and click the OK button to delete the database.



MR ZEARFE, AdiTdentityDbZk H, FHMIR S LS “Delete (M) 7 . % “Delete Database
(MIBREEE D 7 XEHEH I RIEHNE, FFiidiok, DAMIRBRZEdE 2.

Right-click the Databases item, select Add New Database (as shown in Figure 13-3), and enter

IdentityDb in the Database Name field. Click OK to create the empty database. The next time you start the
application and navigate to the Admin/Index URL, the Entity Framework will detect that there is no schema
and re-create it.
Fii “Databases (H#liE) 7 %cH, #%£#F “Add New Database CNIIHTEUEZE) 7 (nlE13-3fT) ,
JE{E “Database Name (B#E/E4) 7 7B h#i NldentityDb, 0K, {Hr] LLEIESHIEE. F—%)0
FINFFER, FFSMiBIAdmin/Index URLEY, Entity Framework SCE il 2545 Bt ZE 28k, N4
B A

13.3.2 Creating Users
13.3.2 B P

I am going to use MVC framework model validation for the input my application receives, and the
easiest way to do this is to create simple view models for each of the operations that my controller supports.
| added a class file called UserViewModels. cs to the Models folder and used it to define the class shown
in Listing 13-11. I'll add further classes to this file as | define models for additional features.

XN AR U s N, BT A FHMVCEER A R IRAIE , F 5 T IO AL D s 1) 28 P SR () 4 — b
AR QI — AR B L IR . RAEModels U lin 7 — 2R3, PR NUserViewModels. cs,
TR T g R 13-11 R 2. B IO AR SO, etk — D AR IX A SO s i — 2
¥

Listing 13-11. The Contents of the UserViewModels.cs File

JEB413-11. UserViewModels.cs X 1EHT A2

using System.ComponentModel.DataAnnotations;
namespace Users.Models {

public class CreateModel {
[Required]
public string Name { get; set; }
[Required]
public string Email { get; set; }
[Required]
public string Password { get; set; }

The initial model | have defined is called CreateModel, and it defines the basic properties that | require
to create a user account: a username, an e-mail address, and a password. | have used the Required
attribute from the System.ComponentModel.DataAnnotations namespace to denote that values are

required for all three properties defined in the model.



P E LS — MR Y i CreateModel, &5 X T BIEH P IK S rf Z A B E: H 4. E-mail
Huhik PA S 14 o X AMERI I e U A e # 8 T System. ComponentModel . DataAnnotations
B IRequired R EME,  FH DA B 1% L5 2 2011

| added a pair of Create action methods to the Admin controller, which are targeted by the link in the
Index view from the previous section and which uses the standard controller pattern to present a view to
the user for a GET request and process form data for a POST request. You can see the new action methods in
Listing 13-12.
WAEAdMINFEHI BRI T — X CreatezhfE 7%, BAITR E— /N5 Indescil B i ISANBERE T #8 R0 1 H
b, 10 L, KT GE TS SRk LA Ab 35 3R BAAHR IRPOS TR 3K , {81 FH 2 v o 10 s o i S Ok IR BRI R I8 L
A LAMGE B13-12 0 BRI AN BT B E T7 1

Listing 13-12. Defining the Create Action Methods in the AdminController.cs File
JE#13-12. #AdminController.cs X 1471 & X Create 51 7774

using System.Web;

using System.Web.Mvc;

using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using Users.Models;

using Microsoft.AspNet.Identity;

using System.Threading.Tasks;

namespace Users.Controllers {

public class AdminController : Controller {

public ActionResult Index() {

return View(UserManager.Users);

public ActionResult Create() {

return View();

[HttpPost]
public async Task<ActionResult> Create(CreateModel model) {
if (ModelsState.IsValid) {
AppUser user = new AppUser {UserName = model.Name, Email = model.Email};

IdentityResult result = await UserManager.CreateAsync(user, model.Password);

if (result.Succeeded) {
return RedirectToAction("Index");
} else {
AddErrorsFromResult(result);



}

return View(model);

private void AddErrorsFromResult(IdentityResult result) {
foreach (string error in result.Errors) {

ModelState.AddModelError("", error);

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

The important part of this listing is the Create method that takes a CreateModel argument and that
will be invoked when the administrator submits their form data. | use the ModelState.IsValid property
to check that the data | am receiving contains the values | require, and if it does, | create a new instance of
the AppUser class and pass it to the UserManager.CreateAsync method, like this:

2 R E L HR S 2 PlCreateMode IS T AE B PR 57 i3 58 H AR PR AU I I F IR A Create R 712

(POSTHR I Createsh{E 7 ik——iF#1E) . FHModelstate. IsValid/@ M & Fre i B Eds 2 5
B TP ER RS, A, FEIE —MAppUserBRIFTSEG], IR B
UserManager.CreateAsync/ii, UWFR:

AppUser user = new AppUser {UserName = model.Name, Email = model.Email};

IdentityResult result = await UserManager.CreateAsync(user, model.Password);

The result from the CreateAsync method is an implementation of the IdentityResult interface,
which describes the outcome of the operation through the properties listed in Table 13-5.
CreateAsync/JiEHI4E R — M IdentityResult4 HHSEIL, Bl 2 13-500 1) J@ MRk /R i fa o

Table 13-5. The Properties Defined by the IdentityResult Interface
F13-5. IdentityResult 2 1797 & X H /& 1

Name Description

B2y iR

Errors Returns a string enumeration that lists the errors encountered while attempting the operation
MR IE AN R AR, A T R A S ) P B Y R R

Succeeded Returns true if the operation succeeded
TEHRAE BTN IR [Eltrue




USING THE ASP.NET IDENTITY ASYNCHRONOUS METHODS

{5 F ASP.NET Identity S35 5 1

You will notice that all of the operations for manipulating user data, such as the
UserManager.CreateAsync method | used in Listing 13-12, are available as asynchronous methods. Such
methods are easily consumed with the async and await keywords. Using asynchronous Identity methods
allows your action methods to be executed asynchronously, which can improve the overall throughput of
your application.

PREVERR, 4E9H P BRI T A ERE, Wik $13-120 f H 2ffJUserManager. CreateAsync 7%, #
W LMENFL T ERA . XMINERE S HSasyncawait ey —& . 4 H 52 1 dentity 7 %
IARBIBIE T VERES S AT, X AT DA AA b o5 N AR e

However, you can also use synchronous extension methods provided by the Identity API. All of the
commonly used asynchronous methods have a synchronous wrapper so that the functionality of the
UserManager.CreateAsync method can be called through the synchronous UserManager.Create
method. | use the asynchronous methods for preference, and | recommend you follow the same approach in
your projects. The synchronous methods can be useful for creating simpler code when you need to perform
multiple dependent operations, so | used them in the “Seeding the Database” section of Chapter 14 as a
demonstration.

SR, AR m] DAE FHIR LS f1dentity APHR LIRS R 715 . B A I S 2 D780 — A A B ) 4
TR, BtUserManager.CreateAsync ik iIBhREAT LIt R UserManager . Create 7 i3 7 1
o =X P O7, T B IR BAEVRIITE Has g ALK 77 e 2/ EHAT 2 A G W B A
I, AT R R SRR ARRS, [FAE TR AT I, B, 18— MR, FRAESE 1451 “ Mk 28 A2
ANTHE TEAT.

| inspect the Succeeded property in the Create action method to determine whether | have been able
to create a new user record in the database. If the Succeeded property is true, then | redirect the browser
to the Index action so that list of users is displayed:
fECreateZhfEJriEH, AT 1 Succeeded@t:, DAHAE & 75 RS 7 BE E G — 23 O FH P id 3%
Wiksucceeded@ M Ntrue, ABAMREN S EH € M B Index3fE, DMERRH A1

if (result.Succeeded) {
return RedirectToAction("Index");
} else {

AddErrorsFromResult(result);

If the Succeeded property is false, then I call the AddErrorsFromResult method, which
enumerates the messages from the Errors property and adds them to the set of model state errors, taking
advantage of the MVC framework model validation feature. | defined the AddErrorsFromResult method

because | will have to process errors from other operations as | build the functionality of my administration



controller. The last step is to create the view that will allow the administrator to create new accounts. Listing
13-13 shows the contents of the Views/Admin/Create.cshtml file.

¥ Succeeded/®ME Nfalse, IAEIHAHAIIErrorsFromResult 7%k, % EMZE T Errors@ it
I, FRR eI BB A RIS B G, SRR T MVCHESE R B IE R . FRE X
AddErrorsFromResult/iik, &AM I — i g AN E B Hl 2 DhEe, E L Hk | HoAh
BAEMARREE . &E—2RAEME, 1HEHREIEHIK S . HHR13-138 R 1 3
Views/Admin/Create.cshtml N %,

Listing 13-13. The Contents of the Create.cshtml File
JE#13-13. Create.cshtml X 11T 25

@model Users.Models.CreateModel
@{ ViewBag.Title = "Create User";}

<h2>Create User</h2>
@Html.ValidationSummary(false)
@using (Html.BeginForm()) {
<div class="form-group">
<label>Name</label>
@Html.TextBoxFor(x => x.Name, new { @class = "form-control"})
</div>
<div class="form-group">
<label>Email</label>
@Html.TextBoxFor(x => x.Email, new { @class = "form-control” })
</div>
<div class="form-group">
<label>Password</label>
@Html.PasswordFor(x => x.Password, new { @class = "form-control" })
</div>
<button type="submit" class="btn btn-primary">Create</button>
@Html.ActionLink("Cancel", "Index", null, new { @class = "btn btn-default"})

There is nothing special about this view—it is a simple form that gathers values that the MVC framework
will bind to the properties of the model class that is passed to the Create action method.
AL AT AR T —— o AR R R 5, HIRUSCEE — 61, MVCHEZR SR EATISE E S
Krmtt b, REtkidssCreatesfE Tk,

1. Testing the Create Functionality
1. MK Create T

To test the ability to create a new user account, start the application, navigate to the /Admin/Index
URL, and click the Create button. Fill in the form with the values shown in Table 13-6.
N TR P IK S 1R TT, BN AR, FHEI/Adnin/IndexMik, JfridiCreatetil. H
—EE AR, WR13-61R,



Table 13-6. The Values for Creating an Example User
#13-6. /& PIHFHIE

Name Value

B =k

Name Joe

Email joe@example.com
Password Secret

Tip Although not widely known by developers, there are domains that are reserved for testing,
including example.com. You can see a complete list at https://tools.ietf.org/html/rfc2606.
#n: BARARIRZIF RN RAEFIE, ALl 2 R EH TR, fifexample.com. A LAfE
https://tools.ietf.org/html/rfc2606 M x5 F 3| 58 B ) 51 % .

Once you have entered the values, click the Create button. ASP.NET Identity will create the user
account, which will be displayed when your browser is redirected to the Index action method, as shown in
Figure 13-5. You will see a different ID value because IDs are randomly generated for each user account.

— HE N T IR (Y, i “Create” #%4H - ASP.NET Identity$f G £ It FH P K5, 4900 W 24 4% B 5 [0 B Tndex
ETNE, SR aHZAPIER, WE1E-50R. WNET R LEBIAFEMIDE, XK T84 H
FUKS, IDRBENLA R o

@ http://localhost:54364/Admin

User Accounts

Name Email

a231077d-8e0c-4caf-9c1a-43b17¢3e2¢32  Joe joe @example.com

Figure 13-5. The effect of adding a new user account

BI13-5. SIS IR

Click the Create button again and enter the same details into the form, using the values in Table 13-6.
This time when you submit the form, you will see an error reported through the model validation summary,
as shown in Figure 13-6.
PR “Create” #5241, IFFER=F Mo RGNS, B, MEHR13-6 P HME . X — GBS RN,
LB B Al G R R AR, A 13-6T
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LB G @ nttp://localhost:54364/Admin/Create O + & (IR0 o

& Create User x (.

Create User
+ Name Joe is already taken.
Name

Joe

Email
joe@example.com

Password

Create Cancel

Figure 13-6. An error trying to create a new user

BI13-6. il A EI R IS HIE iR

13.3.3 Validating Passwords
13.3.3 RiIEO4

One of the most common requirements, especially for corporate applications, is to enforce a password
policy. ASP.NET Identity provides the PasswordValidator class, which can be used to configure a
password policy using the properties described in Table 13-7.

—NREHIIEE R, R T AR SRR, 25k 4585 . ASP.NET IdentityF2fi | —A4>
PasswordValidator3s, aJLLAHFR13-7FT#6IA KRR E 14 5 .

Table 13-7. The Properties Defined by the PasswordValidator Class
#£13-7. PasswordValidator 25 X /9% 14

Name Description
P S iR
RequiredLength Specifies the minimum length of a valid passwords.

TRE LN IR

RequireNonLetterOrDigit When set to true, valid passwords must contain a character that is neither a letter nor a
digit.
L E Atruel, G UAIE A IEFREFIE T T4

RequireDigit When set to true, valid passwords must contain a digit.
L E Ntruelt, SVEALBAEHHT

RequirelLowercase When set to true, valid passwords must contain a lowercase character.




HREtruelt, GIENLRAGH NG 7R

RequireUppercase

When set to true, valid passwords must contain an uppercase character.
HE Ntruelt, SVEALBAERREG 1}

A password policy is defined by creating an instance of the PasswordValidator class, setting the

property values, and using the object as the value for the PasswordValidator property in the Create

method that OWIN uses to instantiate the AppUserManager class, as shown in Listing 13-14.
B LA g /i, Bl — MPasswordvalidatorRsfl, S & HEMERIME, FHAEOWIN R
fkAppUserManagerZiffiCreate i k%0 G /E APasswordvalidator @ EHIE, WS H13-14FR.

Listing 13-14. Setting a Password Policy in the AppUserManager.cs File
JEB13-14. AppUserManager.cs X 17714 & 115 5515

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;

using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Users.Models;

namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store) : base(store) {

}

public static AppUserManager Create(IdentityFactoryOptions<AppUserManager>

options, IOwinContext context) {

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();

AppUserManager manager = new AppUserManager(

new UserStore<AppUser>(db));

manager.PasswordValidator = new PasswordValidator {

RequiredLength = 6,

RequireNonLetterOrDigit = false,

RequireDigit = false,

RequireLowercase = true,

RequireUppercase = true

};

return manager;




| used the PasswordValidator class to specify a policy that requires at least six characters and a mix
of uppercase and lowercase characters. You can see how the policy is applied by starting the application,
navigating to the /Admin/Index URL, clicking the Create button, and trying to create an account that has
the password secret. The password doesn't meet the new password policy, and an error is added to the
model state, as shown in Figure 13-7.

HHPasswordvalidatord$taE 7 —M5Ng, BERZBDMNFR, HRFAKNER. EidE 3 8HE
FF, BRI LG 1% O A RIS I8 AL, SHEI/Admin/IndexMtk, fdiCreated&l], FFelold—
AN 2 N BOTK S o 3 12 AN R X — 7 SR, B AR AR i I — 2R AR T 8, A 13-7

@ nttp://localhost:15282/Admin/Create O ~ & [ 16 @ik es
& Create User

Create User

= Passwords must have at least one uppercase (‘'A-'Z').

Name

Bob

Email

bob@example.com

Password

Create Cancel

Figure 13-7. Reporting an error when validating a password
BI13-1. Fail [T 7R 27 HI # iR

Implementing a Custom Password Validator

P A & L AL KHES

The built-in password validation is sufficient for most applications, but you may need to implement a
custom policy, especially if you are implementing a corporate line-of-business application where complex
password policies are common. Extending the built-in functionality is done by deriving a new class from
PasswordValidatator and overriding the ValidateAsync method. As a demonstration, | added a class
file called CustomPasswordValidator.cs inthe Infrastructure folder and used it to define the class
shown in Listing 13-15.

PR (1) 1A SR UERT TR 2 508 AR P 208 1, (RR T BE 75 225030 B o IR SEms, JCHRAEARSEI — 2
A LEZE 5 B RE RPNy, AR TR EEE AR 1A SR o SX Aot WD Re AT R AR,



PasswordValidatatoryRZE—/ANH12R, FHESvValidateAsync ik, 1EA—ANR, RIE
Infrastructure XXHFIEFESIN T —ANKXH:, #FRNCustomPasswordValidator.cs, WIIEH.13-15
Fis o

Listing 13-15. The Contents of the CustomPasswordValidator.cs File
JE#13-15. CustomPasswordValidator.cs X 1EHT A 2%

using System.Ling;
using System.Threading.Tasks;

using Microsoft.AspNet.Identity;

namespace Users.Infrastructure {

public class CustomPasswordValidator : PasswordValidator {

public override async Task<IdentityResult> ValidateAsync(string pass) {
IdentityResult result = await base.ValidateAsync(pass);
if (pass.Contains("12345")) {
var errors = result.Errors.ToList();
errors.Add("Passwords cannot contain numeric sequences");
result = new IdentityResult(errors);

}

return result;

| have overridden the ValidateAsync method and call the base implementation so | can benefit from
the built-in validation checks. The ValidateAsync method is passed the candidate password, and | perform
my own check to ensure that the password does not contain the sequence 12345. The properties of the
IdentityResult class are read-only, which means that if | want to report a validation error, | have to
create a new instance, concatenate my error with any errors from the base implementation, and pass the
combined list as the constructor argument. | used LINQ to concatenate the base errors with my custom one.
XHEES [validateAsyncTdiik, JEHM 7L, FbRee 2 THENRIERE. %4
ValidateAsync/jiZALis /TG 4, RIEHAT 7 H ORI A, BRI A S EdlEr 5112345,
IdentityResultREEMER RN, XEWRE, RS IIERR, WL — s, i
SO R S RS R IR IR RAE — D, IR IR AL 5 BB 9 R i e S H AT A3 . O 1 s
HIRE IR 5 HE SRR R, AT TLUNQ.

Listing 13-16 shows the application of my custom password validator in the AppUserManager class.

HH13-6 578 [ fEAppUserManagerZ il I B 5 LA 50 E a5 1S 2R

Listing 13-16. Applying a Custom Password Validator in the AppUserManager.cs File
JEH#13-16. #AppUserManager.cs X 14 Fi5 ] & X 74353 1iF 4%

using Microsoft.AspNet.Identity;



using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;
using Microsoft.Owin;

using Users.Models;

namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store) : base(store) {
}

public static AppUserManager Create(IdentityFactoryOptions<AppUserManager>

options, IOwinContext context) {

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();
AppUserManager manager = new AppUserManager (

new UserStore<AppUser>(db));

manager.PasswordValidator = new CustomPasswordValidator {
RequiredLength = 6,
RequireNonLetterOrDigit = false,
RequireDigit = false,
RequireLowercase = true,
RequireUppercase = true

};

return manager;

To test the custom password validation, try to create a new user account with the password secret12345.
This will break two of the validation rules—one from the built-in validator and one from my custom
implementation. Error messages for both problems are added to the model state and displayed when the
Create button is clicked, as shown in Figure 13-8.
NI E E LIRS, A8 — LD A3 12345 KT I K S o XTI S R ——
KR E T NERAES, —4RE T HE SR IR ERE BN R TEADRE, eSS
CreatedZH I # Bx oK, WIEI13-8fi 7.



@ http://localhost:54364/Admin/Create P~ o

@ Create User x|

Create User

« Passwords must have at least one uppercase ('A'-'Z').
« Passwords cannot contain numeric sequences

Name

Bob

Email

bob@example.com

Password

Create Cancel

Figure 13-8. The effect of a custom password validation policy

BT 13-8. & X 7 HHIEFMEHIZCR

13.3.4 Validating User Details
13.3.4 UER P AT

More general validation can be performed by creating an instance of the UserValidator class and
using the properties it defines to restrict other user property values. Table 13-8 describes the
UserValidator properties.

] APAT B — I 0AE, kR UservalidatorZRIsLf], JH R E e X EM:, CABRSI A
FHAREERIE . R13-8Hfiik T Uservalidatorf @k .

Table 13-8. The Properties Defined by the UserValidator Class
#13-8. UserValidator 287 & X 119/ 1%

Name Description

£y i iR

AllowOnlyAlphanumericUserNames | When true, usernames can contain only alphanumeric characters.

Houtruelt, HIP AR BEEA T RECT AT

RequireUniqueEmail When true, e-mail addresses must be unique.
2truelf, HRAHE 06 ZiE—

Performing validation on user details is done by creating an instance of the UserValidator class and
assigning it to the UserValidator property of the user manager class within the Create method that
OWIN uses to create instances. Listing 13-17 shows an example of using the built-in validator class.
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Listing 13-17. Using the Built-in user Validator Class in the AppUserManager.cs File
JFH#13-17. #AppUserManager.cs X 14 H11E/H A Z 1755 1iF #5825

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Users.Models;

namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store) : base(store) {
}

public static AppUserManager Create(IdentityFactoryOptions<AppUserManager>

options, IOwinContext context) {

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();
AppUserManager manager = new AppUserManager (

new UserStore<AppUser>(db));

manager.PasswordValidator = new CustomPasswordValidator {
RequiredLength = 6,
RequireNonLetterOrDigit = false,
RequireDigit = false,
RequirelLowercase = true,
RequireUppercase = true

1

manager.UserValidator = new UserValidator<AppUser>(manager) {
AllowOnlyAlphanumericUserNames = true,
RequireUniqueEmail = true

};

return manager;

The UserValidator class takes a generic type parameter that specifies the type of the user class,



which is AppUser in this case. Its constructor argument is the user manager class, which is an instance of the
user manager class (which is AppUserManager for my application).

UserValidatorH —MZRRASH, EfE 7 RRER, IR HIAppUser. B RIHIE
WSHCRH P, X E AR (N AT AppUserManager) —/NSEH .

The built-in validation support is rather basic, but you can create a custom validation policy by creating a
class that is derived from UserValidator. As a demonstration, | added a class file called
CustomUserValidator.cs tothe Infrastructure folder and used it to create the class shown in Listing
13-18.

P IR R A M AR, HiE A Uservalidator RS, AILLEIEE B & CRIERNS . 1
HN— MR, WA Infrastructure XXHEIeHRIN T — N4 FR ACustomUserValidator. csHIZE 3044,
HHERIE 1 g $13-190R 12K

Listing 13-18. The Contents of the CustomUserValidator.cs File
JE#13-18. CustomUserValidator.cs X 1EHI A 25

using System.Ling;
using System.Threading.Tasks;
using Microsoft.AspNet.Identity;

using Users.Models;

namespace Users.Infrastructure {

public class CustomUserValidator : UserValidator<AppUser> {

public CustomUserValidator(AppUserManager mgr) : base(mgr) {
}

public override async Task<IdentityResult> ValidateAsync(AppUser user) {
IdentityResult result = await base.ValidateAsync(user);
if (luser.Email.ToLower().EndsWith("@example.com")) {
var errors = result.Errors.ToList();
errors.Add("Only example.com email addresses are allowed");
result = new IdentityResult(errors);

}

return result;

The constructor of the derived class must take an instance of the user manager class and call the base
implementation so that the built-in validation checks can be performed. Custom validation is implemented by
overriding the ValidateAsync method, which takes an instance of the user class and returns an
IdentityResult object. My custom policy restricts users to e-mail addresses in the example.com domain
and performs the same LINQ manipulation | used for password validation to concatenate my error message
with those produced by the base class. Listing 13-19 shows how | applied my custom validation class in the



Create method of the AppUserManager class, replacing the default implementation.

XAMIRAE SRR IS SR AT A 8 B AR SRS N 24, R RSB, A RE AT AR A .
SE X UGIE B B B ValidateAsync vk SEELRT, 1Z vk DU P RSB S8, iR [E—
IdentityResultXf R, ik HE ISR I A FE-maillbidik R il fEexample.com 3N, FHHAT T
5O AIAE FIFERILINQIRME, I B EE T B 5 228 AR B R T BORERAE — . TH H13-19% R 1
WA fEAppUserManager3KifiCreatedyikia F B & URIES, F DU BRA M) S 3.

Listing 13-19. Using a Custom User Validation Class in the AppUserManager.cs File
JBH13-19. #AppUserManager.cs X 1EF (& B & X 43 1E2E

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Users.Models;

namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store) : base(store) {
}

public static AppUserManager Create(IdentityFactoryOptions<AppUserManager>

options, IOwinContext context) {

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();
AppUserManager manager = new AppUserManager(

new UserStore<AppUser>(db));

manager.PasswordValidator = new CustomPasswordValidator {
RequiredLength = 6,
RequireNonLetterOrDigit = false,
RequireDigit = false,
RequirelLowercase = true,
RequireUppercase = true

1

manager.UserValidator = new CustomUserValidator(manager) {
AllowOnlyAlphanumericUserNames = true,
RequireUniqueEmail = true

};

return manager;



You can see the result if you try to create an account with an e-mail address such as bob@otherdomain.com,

as shown in Figure 13-9.

N RARE B —E-mailtth ik Abob@otherdomain.com K5, {H<F BUNE13-9i <45 R .

X
6 E| @ http://localhost:54364/Admin/Cre O v ¢ [ 18 @it e;
& Create User E

Create User

* Only example.com email addresses are allowed

Name

Bob

Email

bob @ otherdomain.com

Password

Create Cancel

Figure 13-9. An error message shown by a custom user validation policy
BT13-9. i1 77 X/ F il 9 4 iR

13.4 Completing the Administration Features

13.4 SEREERNE

| only have to implement the features for editing and deleting users to complete my administration tool.
In Listing 13-20, you can see the changes | made to the Views/Admin/Index.cshtml file to target Edit
and Delete actions in the Admin controller.
N T SRR B R, 3R S g AR A B BRI . FETE #13-207 0 R] DL BT
Views/Admin/Index.cshtml 3 F B, EATH H AR RAdmindEH 85 EditMDelete s k.
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Listing 13-20. Adding Edit and Delete Buttons to the Index.cshtml File
JEHH13-20. 7EIndex.cshtml X501 “Edit 7 FI “Delete ” #%#

@using Users.Models
@model IEnumerable<AppUser>
@{ ViewBag.Title = "Index"; }
<div class="panel panel-primary">
<div class="panel-heading">
User Accounts
</div>
<table class="table table-striped">
<tr><th>ID</th><th>Name</th><th>Email</th><th></th></tr>
@if (Model.Count() == @) {
<tr><td colspan="4" class="text-center">No User Accounts</td></tr>
} else {
foreach (AppUser user in Model) {
<tr>
<td>@user.Id</td>
<td>@user.UserName</td>
<td>@user.Email</td>
<td>
@using (Html.BeginForm("Delete", "Admin",
new { id = user.Id })) {
@Html.ActionLink("Edit", "Edit", new { id = user.Id },
new { @class = "btn btn-primary btn-xs" })
<button class="btn btn-danger btn-xs" type="submit">
Delete
</button>

</td>
</tr>

3
</table>
</div>

@Html.ActionLink("Create", "Create", null, new { @class = "btn btn-primary" })

Tip You will notice that I have put the Html.ActionLink call that targets the Edit action method
inside the scope of the Htm1.Begin helper. | did this solely so that the Bootstrap styles will style both
elements as buttons displayed on a single line.
®’n: RATREE R R, RAEHEML. BeginfliBhEE ITE I N T —/MHtml. ActionLinkifH, HHR
NEdItBIE %, XA RN T ikBootstrap i 5 > 70 & HIEE s ML AL B R i — 17




13.4.1 Implementing the Delete Feature
13.4.1 5B Delete f4%

The user manager class defines a DeleteAsync method that takes an instance of the user class and
removes it from the database. In Listing 13-21, you can see how | have used the DeleteAsync method to
implement the delete feature of the Admin controller.

FH P RIS 5E U T —AMDeleteAsync i, B BRI FISSEBINBHL, I H KR PERIBR . 7E T
13217, AT LB S FIDeleteAsy nc A RS Adm n i 2 1 B AR P

Listing 13-21. Deleting Users in the AdminController.cs File
JEB413-21. AdminController.cs X 147 M54

using System.Web;

using System.Web.Mvc;

using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using Users.Models;

using Microsoft.AspNet.Identity;

using System.Threading.Tasks;

namespace Users.Controllers {

public class AdminController : Controller {

// ...other action methods omitted for brevity...
/] TR, XERE T M.

[HttpPost]
public async Task<ActionResult> Delete(string id) {
AppUser user = await UserManager.FindByIdAsync(id);
if (user != null) {
IdentityResult result = await UserManager.DeleteAsync(user);
if (result.Succeeded) {
return RedirectToAction("Index");
} else {
return View("Error", result.Errors);
}
} else {

return View("Error", new string[] { "User Not Found" });

private void AddErrorsFromResult(IdentityResult result) {
foreach (string error in result.Errors) {

ModelState.AddModelError("", error);



private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

My action method receives the unique ID for the user as an argument, and | use the FindByIdAsync

method to locate the corresponding user object so that | can pass it to DeleteAsync method. The result of
the DeleteAsync method is an IdentityResult, which | process in the same way | did in earlier examples
to ensure that any errors are displayed to the user. You can test the delete functionality by creating a new
user and then clicking the Delete button that appears alongside it in the Index view.
ZENE T LU P I ME —IDME N2 8, IF A FindByTdAsync iy @ in 1AM P X %, DUEK: %
X g ALigZEDeleteAsynciidi. DeleteAsync TVAMSE R — N TIdentityResult, X e TS
Z R BT AR, DA ORARAE T B R R os 45 T 7 o O 7 IIX AN IR Th Rg, 7T AGIEE—N B
J SRIGAEIndexc B il R BLAE 1Z M 7 5530 1 “Delete” 54

There is no view associated with the Delete action, so to display any errors | created a view file called
Error.cshtml in the Views/Shared folder, the contents of which are shown in Listing 13-22.
DeleteZfE#AMRECIIMAE, Hit, N7 HEERERE K, HIEViews/Shared AR a1 T —4
MBS, W NError. cshtml, HAAWTER13-22F17R.

Listing 13-22. The Contents of the Error.cshtml File
JEB413-22. Error.cshtml X FHEHI 7 25

@model IEnumerable<string>
@{ viewBag.Title = "Error";}
<div class="alert alert-danger">
@switch (Model.Count()) {
case 0:
@: Something went wrong. Please try again
break;
case 1:
@Model.First();
break;
default:
@: The following errors were encountered:
<ul>
@foreach (string error in Model) {

<li>@error</1i>

</ul>



break;

}
</div>
@Html.ActionLink("OK", "Index", null, new { @class = "btn btn-default" })

Tip | put this view in the Views/Shared folder so that it can be used by other controllers, including
the one | create to manage roles and role membership in Chapter 14.
T’ PRI BEIRAEViews /Shared ST, foh 7 AR RIS U AES A e, BFEE814500 T8
TR A €0 B R A B R 4

13.4.2 Implementing the Edit Feature
13.4.2 SEI Edit F5E

To complete the administration tool, | need to add support for editing the e-mail address and password
for a user account. These are the only properties defined by users at the moment, but I'll show you how to
extend the schema with custom properties in Chapter 15. Listing 13-23 shows the Edit action methods that |
added to the Admin controller.

NT MR T R, RHEENGRE K S E-mail bR O 4 S RE . B I 2 P e SUCH
HrrE, A BIEBISTNS, Ry REWE A, A B2 OB TE. 5 5113-23808 TR
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Listing 13-23. Adding the Edit Actions in the AdminController.cs File
JEB13-23. AAdminController.cs X 1A Edit 571F

using System.Web;

using System.Web.Mvc;

using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using Users.Models;

using Microsoft.AspNet.Identity;

using System.Threading.Tasks;

namespace Users.Controllers {

public class AdminController : Controller {

// ...other action methods omitted for brevity...
/1] TR XERE TSI

public async Task<ActionResult> Edit(string id) {
AppUser user = await UserManager.FindByIdAsync(id);
if (user != null) {
return View(user);
} else {

return RedirectToAction("Index");



[HttpPost]
public async Task<ActionResult> Edit(string id, string email, string password) {
AppUser user = await UserManager.FindByIdAsync(id);
if (user != null) {
user.Email = email;
IdentityResult validEmail
= await UserManager.UserValidator.ValidateAsync(user);
if (!validEmail.Succeeded) {
AddErrorsFromResult(validEmail);
}
IdentityResult validPass = null;
if (password != string.Empty) {
validPass
= await UserManager.PasswordValidator.ValidateAsync(password);
if (validPass.Succeeded) {
user.PasswordHash =
UserManager.PasswordHasher.HashPassword(password);
} else {

AddErrorsFromResult(validPass);

}
if ((validEmail.Succeeded && validPass == null) || ( validEmail.Succeeded

&& password != string.Empty && validPass.Succeeded)) {
IdentityResult result = await UserManager.UpdateAsync(user);
if (result.Succeeded) {

return RedirectToAction("Index");

} else {

AddErrorsFromResult(result);

}
} else {

ModelState.AddModelError("", "User Not Found");
}

return View(user);

private void AddErrorsFromResult(IdentityResult result) {
foreach (string error in result.Errors) {

ModelState.AddModelError("", error);



private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

The Edit action targeted by GET requests uses the ID string embedded in the Index view to call the
FindByIdAsync method in order to get an AppUser object that represents the user.
FHGETIR 1 H AR IMEd 1t BN F 4 Tndex LB (9ID 45 4 AT FindBy TdAsync ik, H KRR
NZ B AppUserst % .

The more complex implementation receives the POST request, with arguments for the user ID, the new
e-mail address, and the password. | have to perform several tasks to complete the editing operation.
AR Z4 0SB POSTIR 3K, DUF FID. SBE-mailithlit LR T4 RS 5. RATHAT LML A fe
78 XA G 4R PR A -

The first task is to validate the values | have received. | am working with a simple user object at the
moment—although I'll show you how to customize the data stored for users in Chapter 15—but even so, |
need to validate the user data to ensure that | don't violate the custom policies defined in the “Validating
User Details” and “Validating Passwords” sections. | start by validating the e-mail address, which | do like this:
S ME ST WU HAE o U 38 2 — N7 R B0 P 0 R —— SR SR 15 s s i) | € A7
fift 7 A —— (B ik, 382 75 BIAE R - Bds, DA tR A2 5 “USUE M 7 45 7 A IGAE 147
N RO SUR L E SORBSAH I SE o B e 30FE-mailHuhl, e

user.Email = email;
IdentityResult validEmail = await UserManager.UserValidator.ValidateAsync(user);
if (!validEmail.Succeeded) {

AddErrorsFromResult(validEmail);

Tip Notice that | have to change the value of the Email property before | perform the validation
because the ValidateAsync method only accepts instances of the user class.
/s EE, EPATIIEZ AT, BB MEmail BRI, FhvalidateAsyncliik RERICH 2 sz
15” o

The next step is to change the password, if one has been supplied. ASP.NET Identity stores hashes of
passwords, rather than the passwords themselves—this is intended to prevent passwords from being stolen.
My next step is to take the validated password and generate the hash code that will be stored in the
database so that the user can be authenticated (which | demonstrate in Chapter 14).

TP AR, BEUH 14 . ASP.NET Identity /7% 142 1 A MRS AE, A 14 A
H——HEZP1E D3 B AT — BB BT IE A CIIER) FS, JFAE BOR A 2080 A
HIE A tY,  DAELEFT P BERS BN, ORAESE 14 TR



Passwords are converted to hashes through an implementation of the IPasswordHasher interface,
which is obtained through the AppUserManager.PasswordHasher property. The IPasswordHasher
interface defines the HashPassword method, which takes a string argument and returns its hashed value,
like this:

B AT B R 7l 2 B TPas swordHashe rf A SEBUR M, %4 10 se il
AppUserManager.PasswordHasher/B 43R5, IPasswordHasher®: O X THashPassword/i%,
EU—NFRE RS, RERZFAHRNSAE, 1 NPR:

if (password != string.Empty) {
validPass = await UserManager.PasswordValidator.ValidateAsync(password);
if (validPass.Succeeded) {
user.PasswordHash = UserManager.PasswordHasher.HashPassword(password);
} else {

AddErrorsFromResult(validPass);

Changes to the user class are not stored in the database until the UpdateAsync method is called, like
this:
PR RRMECE 2R HUpdateAsync I3k, A AFtd 18R, W s o

if ((validEmail.Succeeded && validPass == null)
|| ( validEmail.Succeeded && password != string.Empty &&
validPass.Succeeded)) {
IdentityResult result = await UserManager.UpdateAsync(user);
if (result.Succeeded) {
return RedirectToAction("Index");
} else {
AddErrorsFromResult(result);

1. Creating the View

1. BlEME

The final component is the view that will render the current values for a user and allow new values to be
submitted to the controller. Listing 13-24 shows the contents of the Views/Admin/Edit.cshtml file.
G N R TE G BT A RO B S e ER I . T H13-24 08 T
Views/Admin/Edit.cshtml SO N2

Listing 13-24. The Contents of the Edit.cshtml File



JE8413-24. Edit.cshtml X LRI P 25

@model Users.Models.AppUser
@{ ViewBag.Title = "Edit"; }
@Html.ValidationSummary(false)
<h2>Edit User</h2>

<div class="form-group">
<label>Name</label>
<p class="form-control-static">@Model.Id</p>
</div>
@using (Html.BeginForm()) {
@Html.HiddenFor(x => x.Id)
<div class="form-group">
<label>Email</label>
@Html.TextBoxFor(x => x.Email, new { @class = "form-control” })
</div>
<div class="form-group">
<label>Password</label>
<input name="password" type="password" class="form-control" />
</div>
<button type="submit" class="btn btn-primary">Save</button>
@Html.ActionLink("Cancel", "Index", null, new { @class = "btn btn-default" })

There is nothing special about the view. It displays the user ID, which cannot be changed, as static text
and provides a form for editing the e-mail address and password, as shown in Figure 13-10. Validation
problems are displayed in the validation summary section of the view, and successfully editing a user account
will return to the list of accounts in the system.

MR 2R e EOR T ID B R BERS SO, KRR, JF HARME T — % E-mail ik A
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@ Edit

Edit User

Name
18dbc8a6-a96b-4702-90d0-13a0f4b747¢c8

Email
joe@example.com

Password

Figure 13-10. Editing a user account

BI13-10. 472/ I+

13.5 Summary
13.5 /Mg

In this chapter, | showed you how to create the configuration and classes required to use ASP.NET
Identity and demonstrated how they can be applied to create a user administration tool. In the next chapter,
| show you how to perform authentication and authorization with ASP.NET Identity.

FEA T, IR T A A B FHASP.NET Identity BT 5 FUBC ELAIZE, I HsUR 7 anfris HI ek ald il
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CHAPTER 14

14 Applying ASP.NET Identity
14 iz FJASP.NET Identity

In this chapter, | show you how to apply ASP.NET Identity to authenticate and authorize the user
accounts created in the previous chapter. | explain how the ASP.NET platform provides a foundation for
authenticating requests and how ASP.NET Identity fits into that foundation to authenticate users and enforce
authorization through roles. Table 14-1 summarizes this chapter.

AR R 7R AT R ASP.NET Identity I 3% b —F v QU A T K 5 AT AIE 59 R A REASP.NET
TG0 KRBT IE R SR, FEARBEASP.NET Identity W1 fa] Fil NI FhJEA A P 24T UGIE,  DARG#E I f €
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Table 14-1. Chapter Summary

#14-1. KEpE
Problem Solution Listing
I R BT R HEs
Prepare an application for user Apply the Authorize attribute to restrict access to action methods and | 1-4
authentication. define a controller to which users will be redirected to provide
HE2% F P ER R FE 7 credentials.
iZHIAuthorize i@ Mk BR H X s AE TR VI i, I 5 L— A% H
JURLE [ (R AR, DAE LR P S A
Authenticate a user. Check the name and password using the FindAsync method defined 5
NEH by the user manager class and create an implementation of the
IIdentity interface using the CreateIdentityMethod. Setan
authentication cookie for subsequent requests by calling the SignIn
method defined by the authentication manager class.
8 A P B R 2R IR indAsync VAR B P 44 F0 0 4, I
FlCreateIdentityMethodfJ#—ANITdentity$ OIS . it i
FHAEE P88 USignInyyk, WE 45 K KIiAECookies
Prepare an application for role-based | Create a role manager class and register it for instantiation in the OWIN | 6-8
authorization. startup class.
HER I T A BB NI R B — MBS, R HEN IOWINJE B 28 (Sl 1k
Create and delete roles. Use the CreateAsync and DeleteAsync methods defined by the role | 9-12
B FOMI R AR manager class.
15 1 1 £ (0 B 2R 255 Y CreateAsyncliDeleteAsync ik,




Manage role membership. Use the AddToRoleAsync and RemoveFromRoleAsync methods 13-15
FERLIb RN Al defined by the user manager class.

5 B - B4R 2 XMAddToRoleAsync Al
RemoveFromRoleAsync i i%

Use roles for authorization. Set the Roles property of the Authorize attribute. 16-19
i il A C AT 3 AL W EAuthorize i J& 4 FIRoles &t

Seed the database with initial Use the database context initialization class. 20,21
content. 5 AR T SCRIRIaa iR

EREULCHARESY VN (€A

14.1 Preparing the Example Project
14.1 HEZRFIHA

In this chapter, | am going to continue working on the Users project | created in Chapter 13. No
changes to the application components are required.

fEA TS, RITEABIRH 13RI UsersITH , A EBSGZN T A

14.2 Authenticating Users

14.2 AERAF

The most fundamental activity for ASP.NET Identity is to authenticate users, and in this section, | explain
and demonstrate how this is done. Table 14-2 puts authentication into context.
ASP.NET Identity i B A MG B2 AUER Y, EA/NT o, R R IR Hoflk . R14-24i8 T AE
G T o

Table 14-2. Putting Authentication in Context
F14-2. iFIFE

Question Answer

6] R [E1%

What is it? Authentication validates credentials provided by users. Once the user is authenticated,
A INIE? requests that originate from the browser contain a cookie that represents the user identity.

IIESE IR PRt ds . — B P SHAE, 8 F RV s RE S S A 1R
ZH P AR iR f Cookie o

Why should | care? Authentication is how you check the identity of your users and is the first step toward
FTE R OE? restricting access to sensitive parts of the application.

WER IR R 2 F AR R IR 0, R R 0 52 FH R PP S0g s 20 EAT U IR (R 26— 26
How is it used by the MVC Authentication features are accessed through the Authorize attribute, which is applied to
framework? controllers and action methods in order to restrict access to authenticated users.

WAEMVCHERE A E ? | IAIERHE s Authorize BB YEREAT VT 1K), FZIE MR 8 Vg A T 2 A3 1
Jrid,  H BRI R BRI B S GER




Tip | use names and passwords stored in the ASP.NET Identity database in this chapter. In Chapter 15,
| demonstrate how ASP.NET Identity can be used to authenticate users with a service from Google (Identity
also supports authentication for Microsoft, Facebook, and Twitter accounts).

s AEE I AAAEFEASP.NET Identity 58 22 PO P A4 A0 1 4o FE 55155 PR R A0 R ASP.NET
Identity ] T-IAIE =4 Google Ak 25 1 F J* (1dentityi& 37 57 %F Microsoft . Facebook PL & Twitter K5 FRIAAE ) o

14.2.1 Understanding the Authentication/Authorization Process

14.2.1 BEFNE/BHGEE

The ASP.NET Identity system integrates into the ASP.NET platform, which means you use the standard

MVC framework techniques to control access to action methods, such as the Authorize attribute. In this
section, | am going to apply basic restrictions to the Index action method in the Home controller and then
implement the features that allow users to identify themselves so they can gain access to it. Listing 14-1
shows how | have applied the Authorize attribute to the Home controller.
ASP.NET Identity REt4E 2] T ASP.NET V-6, X ZMAE VR AT LT F R AE MV CHE B2 AR SRz filnt 4 77
BRI, BafE Authorizel i w L . EA/N I, FATHEAEHome Kl K IndexaF 75 i% Lz H
FEAHI PR, ARSI O B CRAT AR, DMEMATRE YT 1] T5 5 14-1380R T AN Authorize
TR JE YIS FH T Home 5 i 2% o

Listing 14-1. Securing the Home Controller

JEH#14-1. SLhHome FE#)A44 9274

using System.Web.Mvc;

using System.Collections.Generic;
namespace Users.Controllers {
public class HomeController : Controller {

[Authorize]
public ActionResult Index() {
Dictionary<string, object> data
= new Dictionary<string, object>();
data.Add("Placeholder"”, "Placeholder");

return View(data);

Using the Authorize attribute in this way is the most general form of authorization and restricts access
to the Index action methods to requests that are made by users who have been authenticated by the
application.

XA AL Authorize B il & MR e — I, ERRH] 17X IndexalfE 7 ikmIvs ), B K
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If you start the application and request a URL that targets the Index action on the Home controller
(/Home/Index, /Home, or just /), you will see the error shown by Figure 14-1.

W BB N FREE, &R PlHome % 28 Index3hfE N HARIURL (/Home/Index. /Homedk/) , #
25 PN E14-1FT 7R AR .

@ http://localhost:54364/Account/Login?RetumUrl= %2F R A & It

& The resource cannot be fou... %

Server Error in '/' Application.

The resource cannot be found.

Description: HTTP 404. The resource you are looking for (or one of its dependencies) could have been
removed, had its name changed, or is temporarily unavailable. Please review the following URL and make
sure that it is spelled correctly.

Requested URL: /Account/Login

Version Information: Microsoft NET Framework Version:4.0.30319; ASP.NET Version:4.0.30319.34009

Figure 14-1. Requesting a protected URL
B 14-1. 15K —1ZLR 19 URL

The ASP.NET platform provides some useful information about the user through the HttpContext

object, which is used by the Authorize attribute to check the status of the current request and see whether
the user has been authenticated. The HttpContext.User property returns an implementation of the
IPrincipal interface, which is defined in the System.Security.Principal namespace. The
IPrincipal interface defines the property and method shown in Table 14-3.
ASP.NETF it Ht tpContext X RIBME— L TH P RIA G R, ZN R HAuthorizeyE g & A8 H
1), DMEEYEIERIPRE, B Z2TOHIAME. HttpContext.User @R [FIF & IPrincipal
BORSEE, &0 &fESystem. Security . Principalr &2 F 2 XA, IPrincipalf g X T
nzR14-3Fr i JE e A T i

Table 14-3. The Members Defined by the IPrincipal Interface
714-3. IPrincipal 7% 17 7 & X H9/% 7

Name Description
@R dHR
Identity Returns an implementation of the IIdentity interface that describes the user associated

with the request.
R TIdentity# FIFSEEL, EfIR T 518 KA A -

IsInRole(role) Returns true if the user is a member of the specified role. See the “Authorizing Users with

Roles” section for details of managing authorizations with roles.
R R E AR, MR Etrue. S0 “UAERBUAF” N, KPR T
DA Csdb AT U R R A0 Y

The implementation of IIdentity interface returned by the IPrincipal.Identity property
provides some basic, but useful, information about the current user through the properties | have described
in Table 14-4.



FHIPrincipal.Identity/@MEIRFEIFIIIdentityde 0 SLBl@E N — L@ et 7 A KR 2 arH P i — it
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Table 14-4. The Properties Defined by the lldentity Interface
F14-4. lidentity 7% 11 & X 195 14

Name Description

R iR

AuthenticationType Returns a string that describes the mechanism used to authenticate the user
R o] — AR, IR T TR T LA

IsAuthenticated Returns true if the user has been authenticated
R EWAE, REtrue.

Name Returns the name of the current user
I 1] 24 i) FE P B FH P 44

Tip In Chapter 15 | describe the implementation class that ASP.NET Identity uses for the ITdentity
interface, which is called ClaimsIdentity.
R 155 S HIRASP.NET Identity ] T-IIdentityfE OS2I, HARNClaimsIdentity,

ASP.NET Identity contains a module that handles the AuthenticateRequest life-cycle event, which |
described in Chapter 3, and uses the cookies sent by the browser to establish whether the user has been
authenticated. I'll show you how these cookies are created shortly. If the user is authenticated, the ASP.NET
framework module sets the value of the IIdentity.IsAuthenticated property to true and otherwise
sets it to false. (I have yet to implement the feature that will allow users to authenticate, which means that
the value of the IsAuthenticated property is always false in the example application.)

ASP.NET Identity & — Ml B AuthenticateRequest Ay FIHASMF (5838 WMo k) MRk, JqE
FH 30 B 28 1% 5 R () Cookie M A 72 3 AN IE . FRAR PR R AT 6 23X £eCookie.  WIHH 7 E 4%
NIE, BEASP.NETHEZEARE(H 2 TTdentity . IsAuthenticated BHERIE W E Ntrue, BNWEN
false. C(ULZIMARSEILEH P AT UGER R, X EWEEARE S AT F, IsAuthenticated
JEMERE S & falses )

The Authorize module checks the value of the IsAuthenticated property and, finding that the user
isn’t authenticated, sets the result status code to 401 and terminates the request. At this point, the ASP.NET
Identity module intercepts the request and redirects the user to the /Account/Login URL. This is the URL
that | defined in the IdentityConfig class, which | specified in Chapter 13 as the OWIN startup class, like
this:

AuthorizefiHtfa & IsAuthenticated/@IERIME, SARIZH I ZARINER, TRBERREDIKE
NA01 CREEZRD , & IRiZIE R, HEIEX— S GX B ZASP.NET Identity 7E 17 >R AE a4 & BT I DI A
——EEE) . ASP.NET Identity B #2015 K, JFRH 7 B € 71 3 /Account/Login URL. FKAE
IdentityConfigZilsE X T HEURL, IdentityConfigfe4513Z At E MIOWINSE SIS, W fin:

using Microsoft.AspNet.Identity;

using Microsoft.Owin;

using Microsoft.Owin.Security.Cookies;
using Owin;

using Users.Infrastructure;



namespace Users {
public class IdentityConfig {
public void Configuration(IAppBuilder app) {

app.CreatePerOwinContext<AppUserManager>(AppUserManager.Create);

app.UseCookieAuthentication(new CookieAuthenticationOptions {
AuthenticationType = DefaultAuthenticationTypes.ApplicationCookie,
LoginPath = new PathString("/Account/Login"),

1)

The browser requests the /Account/Login URL, but since it doesn’t correspond to any controller or
action in the example project, the server returns a 404 — Not Found response, leading to the error message
shown in Figure 14-1.

WK /Account/Loginit, (HEDAZRBIIRH F A A N B3 H 8 e, TRz 1 “404 -
RILEN” MR, ATTFEL T 0B 14-1ps BERE -

14.2.2 Preparing to Implement Authentication

14.2.2 SEPERIHES

Even though the request ends in an error message, the request in the previous section illustrates how
the ASP.NET Identity system fits into the standard ASP.NET request life cycle. The next step is to implement a
controller that will receive requests for the /Account/Login URL and authenticate the user. | started by
adding a new model class to the UserViewModels. cs file, as shown in Listing 14-2.
BIRERZ LT —6RIEE, 2 E—/NTRiE R C2) il HASP.NET Identity 5 4t /& WAl AR ERY
ASP.NETIFRA A I . T — AN BB Sl — Ml ds,  HE kB0 /Account /Login URLIIFE K,
FHIMER P . JE JfEUserViewModels. cs SCHEHENIN T —AMERIZE, W& 1427w .

Listing 14-2. Adding a New Model Class to the UserViewModels.cs File
JEB14-2. FUserViewModels.cs X145 11— 1 B i #2026

using System.ComponentModel.DataAnnotations;
namespace Users.Models {

public class CreateModel {
[Required]
public string Name { get; set; }
[Required]
public string Email { get; set; }
[Required]



public string Password { get; set; }

public class LoginModel {
[Required]
public string Name { get; set; }
[Required]

public string Password { get; set; }

The new model has Name and Password properties, both of which are decorated with the Required
attribute so that | can use model validation to check that the user has provided values.
B G NameMPassword @i, W& #SHRequired M B IEIAT 7R, LAME R AL 548 PR AL 56 IF
KA R B IR A T X R PR .

Tip In a real project, | would use client-side validation to check that the user has provided name and
password values before submitting the form to the server, but | am going to keep things focused on identity
and the server-side functionality in this chapter. See Pro ASP.NET MVC 5 for details of client-side form
validation.

Ron: £ DSERRRI A, R FEH R RIS B IR SS de  1/, 2 S sl kA B T AR
fit T NameFIPasswordMIfl, HEARTEH, FITHEE B NEP R EMIRS oI DIRE T H . 25 ) b
FHISUF HIVERE W 2 R Pro ASP.NET MVC 5—13

| added an Account controller to the project, as shown in Listing 14-3, with Login action methods to
collect and process the user’s credentials. | have not implemented the authentication logic in the listing
because | am going to define the view and then walk through the process of validating user credentials and
signing users into the application.
RAETH FHRMT —ANAccountdEHI2%, WG H14-307/~, HATHH LoginsfE7i%, LR
PR o 1238 B AR SEIVAIEZ 4R, P9 3RAT S OO, AR5 1 S BeiE A P AR HR i 2, JF
N D RESYNIVAEE 5 2R

Listing 14-3. The Contents of the AccountController.cs File
JB#14-3. AccountController.cs X 1EHI 2

using System.Threading.Tasks;
using System.Web.Mvc;
using Users.Models;

namespace Users.Controllers {

[Authorize]

public class AccountController : Controller {

[AllowAnonymous ]



public ActionResult Login(string returnuUrl) {
if (ModelState.IsValid) {
}
ViewBag.returnUrl = returnUrl;

return View();

[HttpPost]

[AllowAnonymous ]

[ValidateAntiForgeryToken]

public async Task<ActionResult> Login(LoginModel details, string returnurl) {

return View(details);

Even though it doesn’t authenticate users yet, the Account controller contains some useful
infrastructure that | want to explain separately from the ASP.NET Identity code that I'll add to the Login
action method shortly.

REEZIMARINER 7, HAccountiZhilds & 1 L6 FH R RRAlS5H), AR ASP.NET Identity
ARSI LE A0 43 S 0 CARERE AR PREL A Log inBl/E 712 s Inix Le4CH

First, notice that both versions of the Login action method take an argument called returnUrl. When
a user requests a restricted URL, they are redirected to the /Account/Login URL with a query string that
specifies the URL that the user should be sent back to once they have been authenticated. You can see this if
you start the application and request the /Home/Index URL. Your browser will be redirected, like this:
H B ER LoginBETNEAMAMIA, BATEA — N4 AreturnUrliiZ %, HH P ER 2R
[FJURLIF, A fi T8 5E M $/Account/Login URL b, FArA EHZME, ZEMFHEE T —BHM S
FVAESEH PR B URL, W R Fs

/Account/Login?ReturnUrl=%2FHome%2FIndex

The value of the ReturnUrl query string parameter allows me to redirect the user so that navigating
between open and secured parts of the application is a smooth and seamless process.
ReturnUr 1 EEif) =77 B ZHUE AL FRBENS X F P R 4T 255 1o, A5 52 FH AR P 8 T AN DR 38 22 T 1 3
BN — AT T AR .

Next, notice the attributes that | have applied to the Account controller. Controllers that manage user
accounts contain functionality that should be available only to authenticated users, such as password reset,
for example. To that end, | have applied the Authorize attribute to the controller class and then used the
AllowAnonymous attribute on the individual action methods. This restricts action methods to authenticated
users by default but allows unauthenticated users to log in to the application.

T ANEE RN R IE H T Account IS HI B FVEME M BB PR S &R A A R ae i SUGER P oA
REAMLIETIRE, Bl E . Jyt, RAEEHIGRKE LB T Authorizel B E I, )G XAEA B0
Jik big T AllowAnonymousyE MR IE M . X 2 X EeANAE T 1R BRI PR ) B COAIE R 7 H X RERIFR
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Finally, I have applied the ValidateAntiForgeryToken attribute, which works in conjunction with
the Html.AntiForgeryToken helper method in the view and guards against cross-site request forgery.
Cross-site forgery exploits the trust that your user has for your application and it is especially important to
use the helper and attribute for authentication requests.

BJGEERENE, I TvalidateAntiForgeryTokenyEfEM:, Z@E M S5 E T
Html.AntiForgeryToken4liBhas 5B TAE, BjibCross-Site Request Forgery (CSRF, 5 M4 K
1) BBt . CSRE2A SRR P08 F P B AT, DRI Al PR 3 A4 B 28 RV A Ja8 Mot TR TR SR 25 )
HEH.

Tip you can learn more about cross-site request forgery at
http://en.wikipedia.org/wiki/Cross-site_request_forgery.
Wor: BLLTCSRFHIME R, #EZ B http://en.wikipedia.org/wiki/Cross-site_request_forgery.

My last preparatory step is to create the view that will be rendered to gather credentials from the user.
Listing 14-4 shows the contents of the Views/Account/Login.cshtml file, which | created by
right-clicking the Index action method and selecting Add View from the pop-up menu.
wRJa WA DR G LE, FHRMEER BT B EYE . T H14-4580R8 T
Views/Account/Login.cshtml XN E, X I 4 & IndexshfE 77k, SR G M3 H SE R F “ Add
View CAVIIFLED 7 TAIER .

Listing 14-4. The Contents of the Login.cshtml File
JEH14-4. Login.cshtml X 1EHT 25

@model Users.Models.LoginModel
@{ ViewBag.Title = "Login";}
<h2>Log In</h2>

@Html.ValidationSummary ()

@using (Html.BeginForm()) {

@Html.AntiForgeryToken();
<input type="hidden" name="returnUrl" value="@ViewBag.returnUrl" />
<div class="form-group">

<label>Name</label>

@Html.TextBoxFor(x => x.Name, new { @class = "form-control" })
</div>
<div class="form-group">

<label>Password</label>

@Html.PasswordFor(x => x.Password, new { @class = "form-control" })
</div>

<button class="btn btn-primary" type="submit">Log In</button>

The only notable aspects of this view are using the Htm1.AntiForgeryToken helper and creating a


http://en.wikipedia.org/wiki/Cross-site_request_forgery
http://en.wikipedia.org/wiki/Cross-site_request_forgery

hidden input element to preserve the returnUrl argument. In all other respects, this is a standard Razor
view, but it completes the preparations for authentication and demonstrates the way that unauthenticated
requests are intercepted and redirected. To test the new controller, start the application and request the
/Home/Index URL. You will be redirected to the /Account/Login URL, as shown in Figure 14-2.

AL M EE R A T A THEmL . AntiForgeryToken4fiBhgs, FE0IEE T —AMBRA input TR,
MRS returnUrl S8, fEHARTTTH, X2 —MaifEfIRazor B, HESEIL T IAMERHES TAE, JFae
TR AR LA B E R VBT SR BT O 9 1 IS B sl a8, Bl RE, R K
/Home/Index. FR¥EGHEEEMF]/Account/Login, WE14-2f7w.

=1 |
@@l e http://localhost:54364/Account/Login?ReturnUrl=%2F O~ Cl GD * {é}

& Login

Log In

Name

Password

Figure 14-2. Prompting the user for authentication credentials
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14.2.3 Adding User Authentication
14.2.3 ¥I0A FINE

Requests for protected URLs are being correctly redirected to the Account controller, but the
credentials provided by the user are not yet used for authentication. In Listing 14-5, you can see how | have
completed the implementation of the Login action.

RIBLE ZARPTURLIKIE SR S0 (E A 2 5 [F) B Ac count #8088, (E d F P SR AL 0 AR 40 v R 9 FH FAAIE .
M E14-5 7] LA H A04AT 58 B Log i n B A (R ST o

Listing 14-5. Adding Authentication to the AccountController.cs File
JFH#14-5. FAccountController.cs X145 1A 1l

using System.Threading.Tasks;

using System.Web.Mvc;

using Users.Models;

using Microsoft.Owin.Security;

using System.Security.Claims;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;

using Users.Infrastructure;



using System.Web;

namespace Users.Controllers {

[Authorize]

public class AccountController : Controller {

[AllowAnonymous ]
public ActionResult Login(string returnuUrl) {
ViewBag.returnUrl = returnUrl;

return View();

[HttpPost]
[AllowAnonymous ]
[ValidateAntiForgeryToken]
public async Task<ActionResult> Login(LoginModel details, string returnurl) {
if (ModelState.IsValid) {
AppUser user = await UserManager.FindAsync(details.Name,
details.Password);
if (user == null) {
ModelState.AddModelError("", "Invalid name or password.");
} else {
ClaimsIdentity ident = await UserManager.CreateIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);
AuthManager.SignOut();
AuthManager.SignIn(new AuthenticationProperties {
IsPersistent = false}, ident);

return Redirect(returnurl);

}

ViewBag.returnUrl = returnUrl;

return View(details);

private IAuthenticationManager AuthManager {
get {
return HttpContext.GetOwinContext().Authentication;

private AppUserManager UserManager {
get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();



The simplest part is checking the credentials, which | do through the FindAsync method of the
AppUserManager class, which you will remember as the user manager class from Chapter 13:
T B Ay RS B AR, X R @i AppUserManagerZEIFindAsync 7k, RATREILICAR,
AppUserManageri & 55135 [{ P & HL 2K,

AppUser user = await UserManager.FindAsync(details.Name, details.Password);

| will be using the AppUserManager class repeatedly in the Account controller, so | defined a property
called UserManager that returns the instance of the class using the GetOwinContext extension method
for the HttpContext class, just as | did for the Admin controller in Chapter 13.
T&AEAccountiEh gt ) Z 8 FAppUserManager3s, HbE X 7 — N NKIUserManager @i,
T HHttpContextIEH)GetOwinContext¥ & VLK Bl AppUserManage rJE i) SEH o

The FindAsync method takes the account name and password supplied by the user and returns an
instance of the user class (AppUser in the example application) if the user account exists and if the password
is correct. If there is no such account or the password doesn’t match the one stored in the database, then the
FindAsync method returns null, in which case | add an error to the model state that tells the user that
something went wrong.

FindAsync Tk DL PR LK -5 44 81 10 & 8 28, IRFEZH P IK S A74E A D4 BRI, B — DR
& (WHIH I AppUser) BB, INRTCHIK T, B 58I EAERALE, HAFindAsyncdiikiRk
[l (null) , HILXAE LU, FREGBALRERN 7 — % RHEE, SRR 1.

If the FindAsync method does return an AppUser object, then | need to create the cookie that the
browser will send in subsequent requests to show they are authenticated. Here are the relevant statements:
WRFindAsync 7Sk 8] T AppUserXt %, FB-4 75 Z4) i Cookie, W Ui 252 1E J5 4k FO1E SR K 1%
iXACookie, FEMATZTINIER] . PANEA RIEH:

ClaimsIdentity ident = await UserManager.CreatelIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);

AuthManager.SignOut();

AuthManager.SignIn(new AuthenticationProperties {IsPersistent = false}, ident);

return Redirect(returnurl);

The first step is to create a ClaimsIdentity object that identifies the user. The ClaimsIdentity
class is the ASP.NET Identity implementation of the IIdentity interface that | described in Table 14-4 and
that you can see used in the “Using Roles for Authorization” section later in this chapter.



BB E A RRIZA S IClaimsIdentityXf & ClaimsIdentity2 &R 14-4FHEIA K
ITdentity#% M FJASP.NET IdentitySEHl, W DLEATREEI “ A M OB NETHhERERER.

Tip Don’t worry about why the class is called ClaimsIdentity at the moment. | explain what claims
are and how they can be used in Chapter 15.
Bon: HAIARLRORIANE N LB HClainsIdentity, 1B @R 4 & FEH (Claims) , If
e far s A AT

Instances of ClaimsIdentity are created by calling the user manager CreateIdentityAsync
method, passing in a user object and a value from the DefaultAuthenticationTypes enumeration. The
ApplicationCookie value is used when working with individual user accounts.
ClaimsIdentityfISe@l 2 A& # M CreateldentityAsync EM AR, EH LS T —
MR PG ADefaultAuthenticationTypesMZH I —AME. fEEAANBIH 7K S 347 TIER, =
F#|ApplicationCookiefH.

The next step is to invalidate any existing authentication cookies and create the new one. | defined the
AuthManager property in the controller because I'll need access to the object it provides repeatedly as |
build the functionality in this chapter. The property returns an implementation of the
TAuthenticationManager interface that is responsible for performing common authentication options. |
have described the most useful methods provided by the TAuthenticationManager interface in Table
14-5.

AP LR CNIE I Cookie R,  FEAIE — T Cookie. FRAE XA AR H1 € X T AuthManager )&
P, PUONEE AT REE S, FEREVHEIRERN R 1ZE PR E r)
IAuthenticationManagerZ HSEHL, B TTHATHMAAIRIED . K14-5Fh #5817
TAuthenticationManager$ K BT (A 5%

Table 14-5. The Most Useful Methods Defined by the IAuthenticationManager Interface
7¥14-5. |AuthenticationManager 7 11 & X HI R4 /1T 77 7%

Name Description
2 FR EiEpa

SignIn(options, identity) Signs the user in, which generally means creating the cookie that identifies
authenticated requests
CENHIT, I R SO SRR IR EVAMIE T K ¥ Cookie

SignOut() Signs the user out, which generally means invalidating the cookie that identifies

authenticated requests

SE A, X R AR IR CIAIER] 7 (¥ Cookie R 3L

The arguments to the SignIn method are an AuthenticationProperties object that configures
the authentication process and the ClaimsIdentity object. | set the IsPersistent property defined by
the AuthenticationProperties object to true to make the authentication cookie persistent at the
browser, meaning that the user doesn’t have to authenticate again when starting a new session. (There are
other properties defined by the AuthenticationProperties class, but the IsPersistent property is
the only one that is widely used at the moment.)
SignInJTiERIBHIE —MAuthenticationPropertiesX%, FLARCBIAIESFE LA,
ClaimsIdentity¥}%. HkfAuthenticationPropertiesXt R E X HIsPersistent/BIEE Ntrue,
DU A IIE Cookie fED a8 HH 2 e ALY, BRI P EETT IR E 2l A B T NI
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The final step is to redirect the user to the URL they requested before the authentication process started,
which | do by calling the Redirect method.
a0 F P EEE 8] BB TEE VIR R TR 48 2 H T8 SR I URL, X /2 il W F Redirect 77 ik SEILY .

CONSIDERING TWO-FACTOR AUTHENTICATION

% B TFINE

| have performed single-factor authentication in this chapter, which is where the user is able to
authenticate using a single piece of information known to them in advance: the password.
TEA T, JSEAT R B TMIE, fEX A arh, P RS — MR S —E 8 B B4,
HRERE AT IAIE

ASP.NET Identity also supports two-factor authentication, where the user needs something extra,
usually something that is given to the user at the moment they want to authenticate. The most common
examples are a value from a SecurelID token or an authentication code that is sent as an e-mail or text
message (strictly speaking, the two factors can be anything, including fingerprints, iris scans, and voice
recognition, although these are options that are rarely required for most web applications).
ASP.NET Identityid SCREXUETAE, fERXFMEOLT, FI 2Lt S, s S e Z e
ARSI FERE B o i ST 2 SecureIDA RMME, B &8 E-mail K32 I IERS B ACTH
B O™, 56 A DU AR VY, BdEfear. WREE . A e, RERERARZH
Web M I P AR 2D 75 2 F] 2 ke . D

Security is increased because an attacker needs to know the user’s password and have access to
whatever provides the second factor, such an e-mail account or cell phone.
RGN 7224, BUOMEE# R EAEH I 4, JF HREE X R AL R R P s AT T, A
E-mailllk ‘5 5iFE 3 FEL T 45

| don’t show two-factor authentication in the book for two reasons. The first is that it requires a lot of
preparatory work, such as setting up the infrastructure that distributes the second-factor e-mails and texts
and implementing the validation logic, all of which is beyond the scope of this book.
AR BEANE R R TR AN R o 55— B we SV 2 e & DA, 91 a2 ST o0 R 5 DR I A A ST
AR FERSAN, JFSEILI IR, XL AR T .

The second reason is that two-factor authentication forces the user to remember to jump through an
additional hoop to authenticate, such as remembering their phone or keeping a security token nearby,
something that isn’t always appropriate for web applications. | carried a SecureID token of one sort or
another for more than a decade in various jobs, and | lost count of the number of times that | couldn’t log in
to an employer’s system because | left the token at home.

5 AR B AR SR A P O — AN A MRS R, i, SO AT s, B e
A WHE LT, XX Web MR E, JFESREER . A JUEAE S M LAE i #y 25 1X Fh sl A 4
W, T HIRA BANE R RS RKIE ARG, BN SMEAE TR,



If you are interested in two-factor security, then | recommend relying on a third-party provider such as
Google for authentication, which allows the user to choose whether they want the additional security (and
inconvenience) that two-factor authentication provides. | demonstrate third-party authentication in Chapter
15.

USR] 22 A A M6l , A FRE BURAREESE =TT 14648, Bl GooglethiiE, & Vi F k25
A BAE A R AR I n e et G BRATTER)D o ZB15 3R R 5 =77 NIk

14.2.4 Testing Authentication

14.2.4 WRINUE

To test user authentication, start the application and request the /Home/Index URL. When redirected
to the /Account/Login URL, enter the details of one of the users | listed at the start of the chapter (for
instance, the name joe and the password MySecret). Click the Log In button, and your browser will be
redirected back to the /Home/Index URL, but this time it will submit the authentication cookie that grants it
access to the action method, as shown in Figure 14-3.

NI FHAGE, JEEh N FER, FFiESR /Home /Index URL. 244 5 %€ [A1 %] /Account/Login URLHY,
B NA I OB F A — N P B4 (BN, 244 hj0e, 4 AMySecret) o fii “LlogIn CESR) 7
L, RGBS S g s ), [91 %) /Home / Tndex URL, {HIX KB #3528 INIECookie, #YHETF 1 I1i%5)
YEJ71%, tnE14-3FR.

User Details

Password

Figure 14-3. Authenticating a user

B 14-3. ULiEH S

Tip You can use the browser F12 tools to see the cookies that are used to identify authenticated
requests.

Bon: ATLANEAS P12 TR, & 2 AR IR 2 IAIEE K I Cookie




14.3 Authorizing Users with Roles

14.3 MG

In the previous section, | applied the Authorize attribute in its most basic form, which allows any
authenticated user to execute the action method. In this section, | will show you how to refine authorization
to give finer-grained control over which users can perform which actions. Table 14-6 puts authorization in
context.

AN LR EAR R RGE M T Authorized @M, X R VAHEAT CIAIER P AT ETT i FEA/N Y
o, R AR IR AR AN, DLEEAE F P BE B8 PAAT BB LA SEAIRL I A2 3R 14-64838 T RS TE .

Table 14-6. Putting Authorization in Context
#16-4. FZHRIGHE

Question /Answer

16) R R

What is it? Authorization is the process of granting access to controllers and action
2 R ? methods to certain users, generally based on role membership.

B2 ) s RS 1 A HE VR U7 1) R BRI P, TR Tt AR

=
Al

Why should | care? \Without roles, you can differentiate only between users who are

VG SE A authenticated and those who are not. Most applications will have different
types of users, such as customers and administrators.

BOA M, AR REAE COAIER T RCRIATER 7 Z 1B BAIX 73 K2 BN
FE A AN FEISB R, lane g B 545

How is it used by the MVC framework?  |Roles are used to enforce authorization through the Authorize attribute,

{EMVCHE 42 H G A s FH & 2 which is applied to controllers and action methods.
i il Authorize AR & 7] FH T 5mMIB2AL, Authorizen] Fl-F 8
FIBNETT %

Tip In Chapter 15, | show you a different approach to authorization using claims, which are an
advanced ASP.NET Identity feature.

. FH15E R Claims (B SREUR AR FIHAIME, Claimsig — s g IASP.NET Identity Rk .

14.3.1 Adding Support for Roles
14.3.1 HINABIRE

ASP.NET Identity provides a strongly typed base class for accessing and managing roles called
RoleManager<T>, where T is the implementation of the IRole interface supported by the storage
mechanism used to represent roles. The Entity Framework uses a class called IdentityRole to implement
the IRole interface, which defines the properties shown in Table 14-7.

ASP.NET Identity Jy Uy [ A B A (g2 (it 7 — AN oS B 52K, fitRoleManager<T>, HHTRIRoledk
FIRISEE, 122G 3] T SRR R I IAEENLHI B SZ 3F . Entity FrameworkSZE] " TRoledz [, i H K]
/N AN IdentityRole I3, BE X T WK 14-7 R )@ 1.



Table 14-7. The Properties Defined by the IdentityRole Class
#14-7. IdentityRole 577 & X H9 & 1#

Name Description

R ik

Id Defines the unique identifier for the role
iE A R — BRI A

Name Defines the name of the role
iE U (LA TR

Users Returns a collection of IdentityUserRole objects that represents the members of the role
AR 0] — MR A AR R I TdentityUserRoleXt RES

| don’t want to leak references to the IdentityRole class throughout my application because it ties
me to the Entity Framework for storing role data, so | start by creating an application-specific role class that is
derived from IdentityRole. | added a class file called AppRole.cs to the Models folder and used it to
define the class shown in Listing 14-6.
B BN N HFE T R # # FE X TdentityRoleZRIIGIH, FUONE N T &M EEE, MR
T Entity Framework. Jyith, ROl 7T —MNHETEHMA G, BIRAE T IdentityRole. FIE
Models LSRN T —ANCtt, & NAppRole.cs, FHFHEREX TR, WiEH14-60R.

Listing 14-6. The Contents of the AppRole.cs File
JEH414-6. AppRole 1T A 75

using Microsoft.AspNet.Identity.EntityFramework;

namespace Users.Models {

public class AppRole : IdentityRole {
public AppRole() : base() {}

public AppRole(string name) : base(name) { }

The RoleManager<T> class operates on instances of the TRole implementation class through the
methods and properties shown in Table 14-8.

RoleManager<T>Zidid % 14-8 7R 1 5 150 J& X TRo Le SIS IR S g AT #24F o

Table 14-8. The Members Defined by the RoleManager<T> Class
7214-8. RoleManager<T>25 /& X [/ 7

Name Description
R Eiipy
CreateAsync(role) Creates a new role

A —ME A
DeleteAsync(role) Deletes the specified role




5 415 5 A €
FindByIdAsync(id) Finds a role by its ID
R 2w I A
FindByNameAsync(name) Finds a role by its name
B E AR AT
RoleExistsAsync(name) Returns true if a role with the specified name exists
WIRAFTERE B BRI M A, RIEltrue
UpdateAsync(role) Stores changes to the specified role
B A B E A 1
Roles Returns an enumeration of the roles that have been defined
ik (8] LA E A A A2

These methods follow the same basic pattern of the UserManager<T> class that | described in Chapter
13. Following the pattern | used for managing users, | added a class file called AppRoleManager.cs to the
Infrastructure folder and used it to define the class shown in Listing 14-7.
X TS 13 IR K UserManager<T>28F [FFERFE AR 20, 42 O B P ek RO, JRAE
Infrastructure XXHIFRIN T — N, ZFRNAppRoleManager.cs, F'ERE X T Wik #.14-7
Pos k.

Listing 14-7. The Contents of the AppRoleManager.cs File
JB#14-7. AppRoleManager.cs X 1EHI A5

using System;

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin; using Users.Models;
namespace Users.Infrastructure {
public class AppRoleManager : RoleManager<AppRole>, IDisposable {
public AppRoleManager(RoleStore<AppRole> store) : base(store) { }
public static AppRoleManager Create(
IdentityFactoryOptions<AppRoleManager> options,
IOwinContext context) {

return new AppRoleManager(new

RoleStore<AppRole>(context.Get<AppIdentityDbContext>()));

This class defines a Create method that will allow the OWIN start class to create instances for each



request where ldentity data is accessed, which means | don’t have to disseminate details of how role data is
stored throughout the application. | can just obtain and operate on instances of the AppRoleManager class.
You can see how | have registered the role manager class with the OWIN start class, IdentityConfig, in
Listing 14-8. This ensures that instances of the AppRoleManager class are created using the same Entity
Framework database context that is used for the AppUserManager class.

REARKE N T —Createlsid, B iEOWINJE BIZEAERE JyaE— 7 bl Identity B (K15 K A L, X
WRAG FEREAS N AR PP, BN HOAT e A6k A (o BE O 4871, ANBESRAXAppRoleManager K SE 4,
FHexod AT ER A o 753 H14-8 70 1] LAFE Bl U] FHOWINJE 728 (TdentityConfig) RyEfM M i i ge .
XA AR, 1T LMEH SAppUserManagerZE Bt K [R]— Entity Framework (3 & F R 30, SRAN%E:
AppRoleManagerZ&H) szl .

Listing 14-8. Creating Instances of the AppRoleManager Class in the IdentityConfig.cs File
JEH#14-8. FldentityConfig.cs X 14+ £#&AppRoleManager 51151

using Microsoft.AspNet.Identity;

using Microsoft.Owin;

using Microsoft.Owin.Security.Cookies;
using Owin;

using Users.Infrastructure;

namespace Users {
public class IdentityConfig {
public void Configuration(IAppBuilder app) {

app.CreatePerOwinContext<AppIdentityDbContext>(AppIdentityDbContext.Create);
app.CreatePerOwinContext<AppUserManager>(AppUserManager.Create);

app.CreatePerOwinContext<AppRoleManager>(AppRoleManager.Create);

app.UseCookieAuthentication(new CookieAuthenticationOptions {
AuthenticationType = DefaultAuthenticationTypes.ApplicationCookie,
LoginPath = new PathString("/Account/Login"),

1)

14.3.2 Creating and Deleting Roles
14.3.2 QI FIIER F

Having prepared the application for working with roles, | am going to create an administration tool for
managing them. | will start the basics and define action methods and views that allow roles to be created and
deleted. | added a controller called RoleAdmin to the project, which you can see in Listing 14-9.

PAE D&Mt 7N AR M AR S, RITEE - MEH THREEM O, HRMERNITE,
SE SCREMS B AN B3 A CL ) S VTR AR IR . FRAETTE rh s hn 1 — M2 8%, 2P NRoleAdmin, 41iE
H14-9F178



Listing 14-9. The Contents of the RoleAdminController.cs File
JE#14-9. RoleAdminController.cs X /£ HT A 75

using System.ComponentModel.DataAnnotations;

using System.Linqg; using System.Threading.Tasks;

using System.Web; using System.Web.Mvc; using Microsoft.AspNet.Identity; using
Microsoft.AspNet.Identity.Owin;

using Users.Infrastructure; using Users.Models;

namespace Users.Controllers {

public class RoleAdminController : Controller {

public ActionResult Index() {

return View(RoleManager.Roles);

public ActionResult Create() {

return View();

[HttpPost]
public async Task<ActionResult> Create([Required]string name) {
if (ModelState.IsValid) {
IdentityResult result
= await RoleManager.CreateAsync(new AppRole(name));
if (result.Succeeded) {
return RedirectToAction("Index");
} else {
AddErrorsFromResult(result);

}
}
return View(name);
}
[HttpPost]

public async Task<ActionResult> Delete(string id) {
AppRole role = await RoleManager.FindByIdAsync(id);
if (role != null) {
IdentityResult result = await RoleManager.DeleteAsync(role);
if (result.Succeeded) {
return RedirectToAction("Index");
} else {

return View("Error", result.Errors);



} else {

return View("Error", new string[] { "Role Not Found" });

private void AddErrorsFromResult(IdentityResult result) {
foreach (string error in result.Errors) {

ModelState.AddModelError("", error);

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

private AppRoleManager RoleManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppRoleManager>();

| have applied many of the same techniques that | used in the Admin controller in Chapter 13, including
a UserManager property that obtains an instance of the AppUserManager class and an
AddErrorsFromResult method that processes the errors reported in an IdentityResult object and
adds them to the model state.
XHIEH] 72 135 P ADninIZH 8 TR - FRIRESCOR, B — 1 UserManager/@it, FT3RE
AppUserManagerZSfIsLf; fl—/NAddErrorsFromResult/ivk, HRALFEIdentityResultX Rk
HHHE, TR BRI B AL .

| have also defined a RoleManager property that obtains an instance of the AppRoleManager class,
which | used in the action methods to obtain and manipulate the roles in the application. | am not going to
describe the action methods in detail because they follow the same pattern | used in Chapter 13, using the
AppRoleManager class in place of AppUserManager and calling the methods | described in Table 14-8.
PIETE X T RoleManager @ik, FIRIKELAppRoleManagerdEiIsktl, ENIETT ik %L BRI 4
PP A . AT R R R EIETNE, BOVEN BG4S 55135 RS, 7E46H
AppUserManager i /718 F] T AppRoleManager2t, MR 14-8F 1K) 5%

14.3.3 Creating the Views
14.3.3 GIEE

The views for the RoleAdmin controller are standard HTML and Razor markup, but | have included



them in this chapter so that you can re-create the example. | want to display the names of the users who are
members of each role. The Entity Framework IdentityRole class defines a Users property that returns a
collection of IdentityUserRole user objects representing the members of the role. Each
IdentityUserRole object has a UserId property that returns the unique ID of a user, and | want to get
the username for each ID. | added a class file called IdentityHelpers.cs tothe Infrastructure folder
and used it to define the class shown in Listing 14-10.

RoleAdmindz il 4% AR ELEFRAERIHTMLIIRazorbR it, HIRIG M BB EAEARTE ZH, PUEREEN H
AT RG] A E BN BT R P 4 . Entity Framework[fIdentityRoleZ&HiiE X T —
MUsers)gt, BREWGIRFIFRRAGCK AN IdentityUserRole l P X REES. B4
IdentityUserRoleXt R#AH —MUserId/@th, TREI—AHAME—ID, Ak, WAEBIINLE
ANIDFTAE R P 44 . FAEInfrastructure SCHERFTRIN T — AKX, LN
IdentityHelpers.cs, FEE X T WiHEH14-10F7R~H12K,

Listing 14-10. The Contents of the IdentityHelpers.cs File
JEH#14-10. IdentityHelpers.cs X 11T/ 25

using System.Web;
using System.Web.Mvc;

using Microsoft.AspNet.Identity.Owin;

namespace Users.Infrastructure {

public static class IdentityHelpers {

public static MvcHtmlString GetUserName(this HtmlHelper html, string id) {
AppUserManager mgr
= HttpContext.Current.GetOwinContext().GetUserManager<AppUserManager>();
return new MvcHtmlString(mgr.FindByIdAsync(id).Result.UserName);

Custom HTML helper methods are defined as extensions on the HtmlHelper class. My helper, which is
called GetUsername, takes a string argument containing a user ID, obtains an instance of the
AppUserManager through the GetOwinContext.GetUserManager method (where GetOwinContext is
an extension method on the HttpContext class), and uses the FindByIdAsync method to locate the
AppUser‘ instance associated with the ID and to return the value of the UserName property.

XA H 5 XHIHTMUH Bh a8 71k, E NHEtmIHe lperZ ST B 3T & LK. 5 Bhas I B FR A
GetUsername, LL—&HH P IDIZFFFH NS4, BidGetOwinContext.GetUserManager /7753 EL
AppUserManagerf]—/~ 5 (/EEEPGet0w1nContextEHttpContextﬁE‘J?F@ﬁ/i) , HEH
FindByIdAsync /i i S5 IDM<EERIAppUsers2fil, SRR [AIUserName) @ AIE -

Listing 14-11 shows the contents of the Index.cshtml file from the Views/RoleAdmin folder, which
| created by right-clicking the Index action method in the code editor and selecting Add View from the
pop-up menu.

EH14-11 5878 T Views/RoleAdmin X de i Index. cshtmI AN, X Z @S AR gmER T A



drIndexaff, FFMFRHISRAPIEFE “Add View GRIIFLED 7 KETER

Listing 14-11. The Contents of the Index.cshtml File in the Views/RoleAdmin Folder
JEH14-11. Views/RoleAdmin X 17 Hindex.cshtml X 1EHT A 25

@using Users.Models

@using Users.Infrastructure
@model IEnumerable<AppRole>
@{ ViewBag.Title = "Roles"; }

<div class="panel panel-primary">
<div class="panel-heading">Roles</div>
<table class="table table-striped">
<tr><th>ID</th><th>Name</th><th>Users</th><th></th></tr>
@if (Model.Count() == 0) {
<tr><td colspan="4" class="text-center">No Roles</td></tr>
} else {
foreach (AppRole role in Model) {
<tr>
<td>@role.Id</td>
<td>@role.Name</td>
<td>
@if (role.Users == null || role.Users.Count == @) {
@: No Users in Role
} else {
<p>@string.Join(",
Html.GetUserName(x.UserId)))</p>

, role.Users.Select(x =>

}
</td>

<td>
@using (Html.BeginForm("Delete", "RoleAdmin",

new { id = role.Id })) {

@Html.ActionLink("Edit", "Edit", new { id = role.Id },
new { @class = "btn btn-primary btn-xs" })

<button class="btn btn-danger btn-xs"
type="submit">

Delete
</button>

</td>
</tr>

}
</table>



</div>
@Html.ActionLink("Create", "Create", null, new { @class = "btn btn-primary" })

This view displays a list of the roles defined by the application, along with the users who are members,
and | use the GetUserName helper method to get the name for each user.
AR TR E XA EsIR, Hia A, AHGetUserNamekli B J7iEIREL
TR 4.

Listing 14-12 shows the Views/RoleAdmin/Create.cshtml file, which | created to allow new roles
to be created.
5 8.14-12 578 TViews/RoleAdmin/Create. cshtml 30, IXJ& FHRENEH A ALK .

Listing 14-12. The Contents of the Create.cshtml File in the Views/RoleAdmin Folder
JE#414-12. Views/RoleAdmin X 14 HCreate.cshtml X141 A 25

@model string
@{ ViewBag.Title = "Create Role";}
<h2>Create Role</h2>
@Html.ValidationSummary(false)
@using (Html.BeginForm()) {
<div class="form-group">
<label>Name</label>
<input name="name" value="@Model" class="form-control" />
</div>
<button type="submit" class="btn btn-primary">Create</button>
@Html.ActionLink("Cancel”, "Index", null, new { @class = "btn btn-default" })

The only information required to create a new view is a name, which | gather using a standard input
element and submit the value to the Create action method.
SIEZA R E B E R R A0S, RHMENinput e KT RE, B ZERT A CreateSIfE T
o

14.3.4 Testing Creating and Deleting Roles

14.3.4 WA A &8 A2 01k

To test the new controller, start the application and navigate to the /RoleAdmin/Index URL. To create
a new role, click the Create button, enter a name in the input element, and click the second Create button.
The new view will be saved to the database and displayed when the browser is redirected to the Index
action, as shown in Figure 14-4. You can remove the role from the application by clicking the Delete button.
NTIRH R 2%, 8 s R T I S A E]/RoleAdmin/Index URL. N T OIEE— MBI M, M
“Create” %4, fEinputitZEFHIA— MRS, )5 adE A “create” %4, BB RAT7 2
Bl e, FFAEW 0S54 H € 7 B Indexah BN RoR K, WE14-4f7. ATLA AT “Delete” #241441%
b RESY NVAREY EIe i Al 8



22BN @ http://localhost:54364/RoleAdmin

Name Users

2cbc7963-a7d4-485b-a67f-da70dc1b3c22  Users NoUsersinRole ([0 (EEED

Figure 14-4. Creating a new role

B 14-4. BIZHAHE

14.3.5 Managing Role Memberships
14.3.5 BHEABRR

To authorize users, it isn’t enough to just create and delete roles; | also have to be able to manage role
memberships, assigning and removing users from the roles that the application defines. This isn’t a
complicated process, but it invokes taking the role data from the AppRoleManager class and then calling
the methods defined by the AppUserMangager class that associate users with roles.

N TR, AL G ER A i AN . ISR & A R, WS FHRR € A e 4R
M2 AR —NE SRR, HE % MAppRoleManager KRB A B3R, ARG RALKH 5
A RBEAE — A AppUserMangagerZ it & XL 712

| started by defining view models that will let me represent the membership of a role and receive a new
set of membership instructions from the user. Listing 14-13 shows the additions | made to the
UserViewModels.cs file.
S E T AR, AR R BN R R — A A I R, IR RERE T IR B U — AT R R R FE 4
& H14-13 578 T fEUserViewModels . cs XU B A AR 0

Listing 14-13. Adding View Models to the UserViewModels.cs File
JEE14-13. IR FUserViewModels.cs X1 R 7Y

using System.ComponentModel.DataAnnotations;

using System.Collections.Generic;
namespace Users.Models {

public class CreateModel {
[Required]
public string Name { get; set; }
[Required]
public string Email { get; set; }
[Required]
public string Password { get; set; }



public class LoginModel {
[Required]
public string Name { get; set; }
[Required]
public string Password { get; set; }

public class RoleEditModel {
public AppRole Role { get; set; }
public IEnumerable<AppUser> Members { get; set; }

public IEnumerable<AppUser> NonMembers { get; set; }

public class RoleModificationModel {
[Required]
public string RoleName { get; set; }
public string[] IdsToAdd { get; set; }
public string[] IdsToDelete { get; set; }

The RoleEditModel class will let me pass details of a role and details of the users in the system,
categorized by membership. | use AppUser objects in the view model so that | can extract the name and ID
for each user in the view that will allow memberships to be edited. The RoleModificationModel classis
the one that | will receive from the model binding system when the user submits their changes. It contains
arrays of user IDs rather than AppUser objects, which is what | need to change role memberships.
RoleEditModel R IRAEMSTE R G0 b % 3 A CO TS A 1 40T, F R BEAT IH2E . IRAEAE AR A v i
T AppUserXf &,  AEFAE S A 5 HOAL B P BERE D9 B FE P 2 BT P 44 A
RoleModificationModelZ&RAEM B ACARM I BN, MARTIGEE RGN — K. BEEHH
JUDHIEAH, MAZAppUserdf R, X2 M O SR AT B ST & 2.

Having defined the view models, | can add the action methods to the controller that will allow role
memberships to be defined. Listing 14-14 shows the changes | made to the RoleAdmin controller.
BT MR 2 J5, fE AT AR f S P i nah (777, DMEE SCA BRI . 7 #14-1458 08 7 300
AppUserdz il 2% Frig e i

Listing 14-14. Adding Action Methods in the RoleAdminController.cs File
JEH14-14. #RoleAdminController.cs X 171775 1501 77 7%

using System.ComponentModel.DataAnnotations;
using System.Ling;
using System.Threading.Tasks;

using System.Web;



using
using
using
using
using

using

System.Web.Mvc;
Microsoft.AspNet.Identity;
Microsoft.AspNet.Identity.Owin;
Users.Infrastructure;
Users.Models;

System.Collections.Generic;

namespace Users.Controllers {

public class RoleAdminController : Controller {

// ...other action methods omitted for brevity...

/] ... BT, ERHE THMBIET ...

public async Task<ActionResult> Edit(string id) {
AppRole role = await RoleManager.FindByIdAsync(id);
string[] memberIDs = role.Users.Select(x => x.UserId).ToArray();
IEnumerable<AppUser> members
= UserManager.Users.Where(x => memberIDs.Any(y => y == x.Id));

IEnumerable<AppUser> nonMembers = UserManager.Users.Except(members);
return View(new RoleEditModel {

Role = role,

Members = members,

NonMembers = nonMembers

s

[HttpPost]
public async Task<ActionResult> Edit(RoleModificationModel model) {
IdentityResult result;
if (ModelState.IsValid) {
foreach (string userId in model.IdsToAdd ?? new string[] { }) {
result = await UserManager.AddToRoleAsync(userId, model.RoleName);
if (!result.Succeeded) {

return View("Error", result.Errors);

}

foreach (string userId in model.IdsToDelete ?? new string[] { }) {
result = await UserManager.RemoveFromRoleAsync(userld,
model.RoleName);
if (!result.Succeeded) {

return View("Error", result.Errors);

}

return RedirectToAction("Index");



}

return View("Error", new string[] { "Role Not Found" });

private void AddErrorsFromResult(IdentityResult result) {
foreach (string error in result.Errors) {

ModelState.AddModelError("", error);

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

private AppRoleManager RoleManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppRoleManager>();

The majority of the code in the GET version of the Edit action method is responsible for generating the

sets of members and nonmembers of the selected role, which is done using LINQ. Once | have grouped the

users, | call the View method, passing a new instance of the RoleEditModel class | defined in Listing 14-13.
GETRREdItBIAET5 121 2 ZANAG 2 7 57 AL e — AL P M B R AR BB, IR FILINQSE ) o — ELX
M7 7o, A viewd ik, JyHALE TG HR14-13 01 E XHIRoleEditMode 1 2SR L.

The POST version of the Edit method is responsible for adding and removing users to and from roles.

The AppUserManager class inherits a number of role-related methods from its base class, which | have
described in Table 14-9.

POSTHhRIIEdit i i sg WA B R AT BR FH o AppUserManagerZE B IRk K TIN5 A
A RITTE, ik TR14-9,

Table 14-9. The Role-Related Methods Defined by the UserManager<T> Class
#14-9. UserManager<T> 281 7 i X )5 15 €56 K19 7772

Name Description

g2y eiiipy

IAddToRoleAsync(id, name) )Adds the user with the specified ID to the role with the specified name
e 45 € IDR 7 IR I EI45 RE name f 1

GetRolesAsync(id) Returns a list of the names of the roles of which the user with the specified ID
isa member




IR (5145 € 1D 7 T AE Gt 44 511 3R

IsInRoleAsync(id, name) Returns true if the user with the specified ID is a member of the role with the
specified name
R AR E IDRI P B Ename A G R, IR [Etrue

RemoveFromRoleAsync(id, name) [Removes the user with the specified ID as a member from the role with the

specified name

FE T name A1 E IR RO R K AR 2 IDIO AL

An oddity of these methods is that the role-related methods operate on user IDs and role names, even
though roles also have unique identifiers. It is for this reason that my RoleModificationModel view
model class has a RoleName property.

XEETVE B AAE T, HHAGARKITEERSE “HD” M “fitiname (A4 7 BEATHAE,
REMEHEAWE R (D) . XM ETERoleModificationMode 14 FIMEAY S H{di FIRoleName &
PR S Ao

Listing 14-15 shows the view for the Edit.cshtml file, which | added to the Views/RoleAdmin folder
and used to define the markup that allows the user to edit role memberships.
JHH14-15 %8 TEdit. cshtmlSCH ALK, 1M EIRTEViews /RoleAdmin S, FEE X TikA
g A O A B RR I -

Listing 14-15. The Contents of the Edit.cshtml File in the Views/RoleAdmin Folder
JE8414-15. Views/RoleAdmin X 17 HIEdit.cshtml X 1EHT A 25

@using Users.Models
@model RoleEditModel
@{ ViewBag.Title = "Edit Role";}
@Html.ValidationSummary ()
@using (Html.BeginForm()) {
<input type="hidden" name="roleName" value="@Model.Role.Name" />
<div class="panel panel-primary">
<div class="panel-heading">Add To @Model.Role.Name</div>
<table class="table table-striped">
@if (Model.NonMembers.Count() == @) {
<tr><td colspan="2">All Users Are Members</td></tr>
} else {
<tr><td>User ID</td><td>Add To Role</td></tr>
foreach (AppUser user in Model.NonMembers) {
<tr>
<td>@user.UserName</td>
<td>
<input type="checkbox" name="IdsToAdd" value="@user.Id">
</td>
</tr>



}
</table>

</div>
<div class="panel panel-primary">
<div class="panel-heading">Remove from @Model.Role.Name</div>
<table class="table table-striped">
@if (Model.Members.Count() == 0) {
<tr><td colspan="2">No Users Are Members</td></tr>
} else {
<tr><td>User ID</td><td>Remove From Role</td></tr>
foreach (AppUser user in Model.Members) {
<tr>
<td>@user.UserName</td>
<td>
<input type="checkbox" name="IdsToDelete" value="@user.Id">
</td>
</tr>

}
</table>

</div>
<button type="submit" class="btn btn-primary">Save</button>
@Html.ActionLink("Cancel", "Index", null, new { @class = "btn btn-default" })

The view contains two tables: one for users who are not members of the selected role and one for those
who are members. Each user’s name is displayed along with a check box that allows the membership to be
changed.

MBS H WAL — DM T ARG AR AR, — A RIHEA R R SRR
KHIHI T A4RRF LA — A FAEHE, v DU Ot

14.3.6 Testing Editing Role Membership
14.3.6 MIRA B ER KIS

Adding the AppRoleManager class to the application causes the Entity Framework to delete the
contents of the database and rebuild the schema, which means that any users you created in the previous
chapter have been removed. So that there are users to assign to roles, start the application and navigate to
the /Admin/Index URL and create users with the details in Table 14-10.

TEN AR INAppRoleManagerdi 2 S8 Entity Framework M B ECHE 2 10 A 2%, B8 R B0 26 28 44
REWELE E—FaIEIH A #H2pmbR. Bk, A 7T AR TUIR T A, &E3IN RIS
/Admin/Index URL, Jofillg—LLinzk14-10F/RIIH



Table 14-10. The Values for Creating Example User
F14-10. GIE I I E

Name Email Password
Yk E-mail 04

Alice alice@example.com MySecret
Bob bob@example.com MySecret
Uoe joe@example.com MySecret

Tip deleting the user database is fine for an example application but tends to be a problem in real
applications. | show you how to gracefully manage changes to the database schema in Chapter 15.
T MR P s 5] SRR PP 5 Bt il R, B S v F RSP SR Bl A — N ) T o B8 15 2R
ZN NGRS R ET A CI T

To test managing role memberships, navigate to the /RoleAdmin/Index URL and create a role called
Users, following the instructions from the “Testing, Creating, and Deleting Roles” section. Click the Edit
button and check the boxes so that Alice and Joe are members of the role but Bob is not, as shown in Figure
14-5.

NTIRAERAER, SHF/RoleAdmin/Index URL, FFHIE “IR A G HISIEFIMER” N
UL, Gl — AR AUsers M. il “Edit” %4, kT EENE, FAlceFloe i A I AL
b, TMBobjlik, fnKl14-507s .


http://alice@example.com
http://bob@example.com
http://joe@example.com

LB @ hitp://localhost:54364/RoleAdmit O ~ ¢ [l 1 @
@ Edit Role x |

User ID Add To Role
O

Remove from Users

No Users Are Members

Save Cancel

Figure 14-5. Editing role membership
& 14-5. J71575 ) i

Tip If you get an error that tells you there is already an open a data reader, then you didn’t set the
MultipleActiveResultSets setting to true in the connection string in Chapter 13.
B MREIER, HFRRE, CEf —MITTREBIR AT, MR BRI AR 513 5 I8 7 4
fFhfMultipleActiveResultSets E Ntrue.

Click the Save button, and the controller will update the role memberships and redirect the browser to
the Index action. The summary of the Users role will show that Alice and Joe are now members, as
illustrated by Figure 14-6.
mifi “save” #HL, TREWSHERMORR, JREREESEE M B Index3fE. Users 2
K B RAliceflJoe BN L& & il 1, TP 14-6FT7 .
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Figure 14-6. The effect of adding users to a role
& 14-6. JEH FIRINE A EHIRCR

14.3.7 Using Roles for Authorization

14.3.7 R A BHEITEN

Now that | have the ability to manage roles, | can use them as the basis for authorization through the
Authorize attribute. To make it easier to test role-based authorization, | have added a Logout method to
the Account controller, as shown in Listing 14-16, which will make it easier to log out and log in again as a
different user to see the effect of role membership.

WAECLRWE MO T, EidAuthorizelEf@E M, ] LUK M CAE AU Bl . v 1 5 5 T I
FET AN, RAABHEEHRN T — AN Logout 7%, WNEH14-16FT7/R, X EREZER, WA
GERNANFR 8, VB MO RCR .

Listing 14-16. Adding a Logout Method to the AccountController.cs File
JEB14-16. FAccountController.cs X 1EF1 7 lLogout 77 7%

using System.Threading.Tasks;

using System.Web.Mvc;

using Users.Models;

using Microsoft.Owin.Security;

using System.Security.Claims;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using System.Web;
namespace Users.Controllers {

[Authorize]

public class AccountController : Controller {

[AllowAnonymous ]
public ActionResult Login(string returnuUrl) {



ViewBag.returnUrl = returnUrl;

return View();

[HttpPost]

[AllowAnonymous ]

[ValidateAntiForgeryToken]

public async Task<ActionResult> Login(LoginModel details, string returnUrl) {
// ...statements omitted for brevity...

[l .. T, Bl L5, .

[Authorize]
public ActionResult Logout() {
AuthManager.SignOut();

return RedirectToAction("Index", "Home");

private IAuthenticationManager AuthManager {

get {
return HttpContext.GetOwinContext().Authentication;

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

| have updated the Home controller to add a new action method and pass some information about the
authenticated user to the view, as shown in Listing 14-17.
WATEHT T HomeE M2, W0 T —ASEBIEITEDT S, IR CVGIER P ) — 245 BB s K], i
14-17 7R .

Listing 14-17. Adding an Action Method and Account Information to the HomeController.cs File
JEB14-17. 7FHomeController.cs X 1FH1 5 NIz01FE T 72 Al S5 5

using System.Web.Mvc;
using System.Collections.Generic;
using System.Web;

using System.Security.Principal;



namespace Users.Controllers {
public class HomeController : Controller {

[Authorize]
public ActionResult Index() {

return View(GetData("Index"));

[Authorize(Roles="Users")]
public ActionResult OtherAction() {
return View("Index", GetData("OtherAction"));

private Dictionary<string, object> GetData(string actionName) {

Dictionary<string, object> dict
= new Dictionary<string, object>();

dict.Add("Action", actionName);
dict.Add("User", HttpContext.User.Identity.Name);
dict.Add("Authenticated", HttpContext.User.Identity.IsAuthenticated);
dict.Add("Auth Type", HttpContext.User.Identity.AuthenticationType);
dict.Add("In Users Role", HttpContext.User.IsInRole("Users"));

return dict;

I have left the Authorize attribute unchanged for the Index action method, but | have set the Roles
property when applying the attribute to the OtherAction method, specifying that only members of the
Users role should be able to access it. | also defined a GetData method, which adds some basic information
about the user identity, using the properties available through the HttpContext object. The final change |
made was to the Index.cshtml file in the Views/Home folder, which is used by both actions in the Home
controller, to add a link that targets the Logout method in the Account controller, as shown in Listing 14-18.
TEA WL IndexaET7% ERIAuthorizel @M, (¥ ZEEIZH T-otherAction /7R, &%
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Views/Home XA Index. cshtm13CHF, '€ & HHome & il 35 B AN S EE I i, FeE KA dim
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Listing 14-18. Adding a Sign-Out Link to the Index.cshtml File in the Views/Home Folder
JEH14-18. Views/Home X £ 1 fIndex.cshtml X fEF 75 Sign-Out (251 #EHE

@{ ViewBag.Title = "Index"; }



<div class="panel panel-primary">
<div class="panel-heading">User Details</div>
<table class="table table-striped">
@foreach (string key in Model.Keys) {

<tr>
<th>@key</th>
<td>@Model[key]</td>
</tr>
}
</table>

</div>

@Html.ActionLink("Sign Out", "Logout", "Account", null, new {@class = "btn btn-primary"})

Tip the Authorize attribute can also be used to authorize access based on a list of individual

usernames. This is an appealing feature for small projects, but it means you have to change the code in your
controllers each time the set of users you are authorizing changes, and that usually means having to go
through the test-and-deploy cycle again. Using roles for authorization isolates the application from changes
in individual user accounts and allows you to control access to the application through the memberships
stored by ASP.NET Identity.
PR Authorize i@ Ikt AEE FHRARYE AN - A4 HEAT AL U5 ) o 32— /N T3 H AR 51
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To test the authentication, start the application and navigate to the /Home/Index URL. Your browser
will be redirected so that you can enter user credentials. It doesn’t matter which of the user details from
Table 14-10 you choose to authenticate with because the Authorize attribute applied to the Index action
allows access to any authenticated user.

RNTIINE, EEIN R, I S0E]/Home/Index URL. %G 3844 5 e 7], 1EARE N 7 5538 o
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However, if you now request the /Home/OtherAction URL, the user details you chose from Table
14-10 will make a difference because only Alice and Joe are members of the Users role, which is required
to access the OtherAction method.

SRIM,  WIERARBLLEIE >R /Home /OtherAction URL, M#14-10FTi&M A P 404 X B 7, RANRE
AlicefllJoefUsers AT, IXJ&ViROtherAction 7 VT 2A 2

If you log in as Bob, then your browser will be redirected so that you can be prompted for credentials

once again.
AR LIBob &3, M4 WA E € 7], W] RES hdom PR A N R A

Redirecting an already authenticated user for more credentials is rarely a useful thing to do, so | have
modified the Login action method in the Account controller to check to see whether the user is



authenticated and, if so, redirect them to the shared Error view. Listing 14-19 shows the changes.

HIE M CWEH P ERE 2R L2 2R EHIE, Bk, B8 7 Account & Hil#F 1 i Login
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Listing 14-19. Detecting Already Authenticated Users in the AccountController.cs File
JFH#14-19. #AccountController.cs X1 HF50 E UA iEHH 7

using System.Threading.Tasks;

using System.Web.Mvc;

using Users.Models;

using Microsoft.Owin.Security;

using System.Security.Claims;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using System.Web;
namespace Users.Controllers {

[Authorize]

public class AccountController : Controller {

[AllowAnonymous ]
public ActionResult Login(string returnurl) {
if (HttpContext.User.Identity.IsAuthenticated) {
return View("Error"”, new string[] { "Access Denied" });
}
ViewBag.returnUrl = returnUrl;

return View();

[HttpPost]

[AllowAnonymous ]

[ValidateAntiForgeryToken]

public async Task<ActionResult> Login(LoginModel details, string returnUrl) {
// ...code omitted for brevity...
/] . T, R TR ENIH. ..

[Authorize]
public ActionResult Logout() {
AuthManager.SignOut();

return RedirectToAction("Index", "Home");



private IAuthenticationManager AuthManager {

get {
return HttpContext.GetOwinContext().Authentication;

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

Figure 14-7 shows the responses generated for the user Bob when requesting the /Home/Index and
/Home/OtherAction URLs.
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Figure 14-7. Using roles to control access to action methods
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Tip Roles are loaded when the user logs in, which means if you change the roles for the user you are
currently authenticated as, the changes won’t take effect until you log out and authenticate.
T’r: MEEH SRS, XEWE, MRS 7 4 CVGEH P A, XeBsRASE
R, ERMbATIR T EHAE.




14.4 Seeding the Database
14.4 FE R B

One lingering problem in my example project is that access to my Admin and RoleAdmin controllers is
not restricted.

IR E th— BRI — N R, XFAdminFIRoLeAdmindss il #5 7 1] & AN 32 BRI .

This is a classic chicken-and-egg problem because in order to restrict access, | need to create users and
roles, but the Admin and RoleAdmin controllers are the user management tools, and if | protect them with
the Authorize attribute, there won’t be any credentials that will grant me access to them, especially when |
first deploy the application.

KNS SERE, By, HERGIVIR, WHEREEE SR MM T, HAdninl
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The solution to this problem is to seed the database with some initial data when the Entity Framework
Code First feature creates the schema. This allows me to automatically create users and assign them to roles
so that there is a base level of content available in the database.

X — [ il v 7 Z65%, {EEntity Framework[¥]Code First43 P4 1) B B 4L AA IS, h— S84 46 ) Hidi A
NEHE R IXFERE S F BB — e P, FFI T —E I A O, DU e b — N ERE R NPT H .

The database is seeded by adding statements to the PerformInitialSetup method of the
IdentityDbInit class, which is the application-specific Entity Framework database setup class. Listing
14-20 shows the changes | made to create an administration user.

FhAE B e 10 IR AE TdentityDbInitE I PerformInitial Setup ik s in—LLiEf),
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Listing 14-20. Seeding the Database in the AppldentityDbContext.cs File
JB£#14-20. #AppldentityDbContext.cs X 117171 e $c/%

using System.Data.Entity;
using Microsoft.AspNet.Identity.EntityFramework;
using Users.Models;

using Microsoft.AspNet.Identity;

namespace Users.Infrastructure {

public class AppIdentityDbContext : IdentityDbContext<AppUser> {
public AppIdentityDbContext() : base("IdentityDb") { }

static AppIdentityDbContext() {
Database.SetInitializer<AppIdentityDbContext>(new IdentityDbInit());



public static AppIdentityDbContext Create() {
return new AppIdentityDbContext();

public class IdentityDbInit
: DropCreateDatabaseIfModelChanges<AppIdentityDbContext> {
protected override void Seed(AppIdentityDbContext context) {
PerformInitialSetup(context);

base.Seed(context);

public void PerformInitialSetup(AppIdentityDbContext context) {
AppUserManager userMgr = new AppUserManager(new UserStore<AppUser>(context));

AppRoleManager roleMgr = new AppRoleManager(new RoleStore<AppRole>(context));

string roleName = "Administrators";

string userName = "Admin";
string password = "MySecret";
string email = "admin@example.com";

if (!roleMgr.RoleExists(roleName)) {
roleMgr.Create(new AppRole(roleName));

AppUser user = userMgr.FindByName(userName);
if (user == null) {
userMgr.Create(new AppUser { UserName = userName, Email = email },
password) ;

user = userMgr.FindByName(userName);

if (luserMgr.IsInRole(user.Id, roleName)) {

userMgr.AddToRole(user.Id, roleName);

Tip For this example, | used the synchronous extension methods to locate and manage the role and
user. As | explained in Chapter 13, | prefer the asynchronous methods by default, but the synchronous
methods can be useful when you need to perform a sequence of related operations.
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http://admin@example.com/
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| have to create instances of AppUserManager and AppRoleManager directly because the
PerformInitialSetup method is called before the OWIN configuration is complete. | use the
RoleManager and AppManager objects to create a role called Administrators and a user called Admin
and add the user to the role.
T A HE B EAppUserManagerflAppRoleManagerfsEf, K APerformInitialSetup7ikserE
OWINFC & 5 2 B st i i) Fe i I RoleManager flAppManagerit Gl d — N4 Frh
Administratorsffit, FM—"NAFARAdnInBH A, FEH A P ENZ A .

Tip Read Chapter 15 before you add database seeding to your project. | describe database migrations,
which allow you to take control of schema changes in the database and which put the seeding logicin a
different place.
PR R0 H TP IR R 2 R, e 15 . BREIL AR T R TR, XA RAE RS XL
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With this change, | can use the Authorize attribute to protect the Admin and RoleAdmin controllers.
Listing 14-21 shows the change | made to the Admin controller.
g XMz, AT M FHAuthorize i@ MR IR T AdminMIRoLeAdmindZ hil &% . 15 #114-21 87K 1 X}
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Listing 14-21. Restricting Access in the AdminController.cs File

JEH14-21. #AdminController.cs X1 HIIR %1y /7]

using System.Web;

using System.Web.Mvc;

using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using Users.Models;

using Microsoft.AspNet.Identity;

using System.Threading.Tasks;

namespace Users.Controllers {

[Authorize(Roles = "Administrators")]

public class AdminController : Controller {
// ...statements omitted for brevity...
/] o TR R T EEA. .

Listing 14-22 shows the corresponding change | made to the RoleAdmin controller.
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Listing 14-22. Restricting Access in the RoleAdminController.cs File
JE#14-22. [FRoleAdminController.cs X 15 HI R #) iz 1]

using System.ComponentModel.DataAnnotations;
using System.Ling;

using System.Threading.Tasks;

using System.Web;

using System.Web.Mvc;

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.Owin;

using Users.Infrastructure;

using Users.Models;

using System.Collections.Generic;
namespace Users.Controllers {

[Authorize(Roles = "Administrators")]
public class RoleAdminController : Controller {
// ...statements omitted for brevity...

/] . HETREE, RS TSR RTEA. .

The database is seeded only when the schema is created, which means | need to reset the database to
complete the process. This isn’t something you would do in a real application, of course, but | wanted to wait
until | demonstrated how authentication and authorization worked before creating the administrator
account.
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TH R R S, (IG5, EOEEERIK S 2T, FEROMIES AR

To delete the database, open the Visual Studio SQL Server Object Explorer window and locate and
right-click the IdentityDb item. Select Delete from the pop-up menu and check both of the options in the
Delete Database dialog window. Click the OK button to delete the database.

AT MIBR B 2, 15+ I Visual Studio ) “SQL ServerXt G YR FRES " & 11, $R B A “IdentityDb”
%H. M ERIERE “Delete (MHFR) 7, FFTE “Delete Database (MHIFREHEED 7 & kR ALK A
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Now create an empty database to which the schema will be added by right-clicking the Databases item,
selecting Add New Database, and entering IdentityDb in the Database Name field. Click OK to create the
empty database.

BUE, A5 “Databases (di)E) 7 26 H, #£#% “Add New Database (ASHIHTEE %) 7, JE1E “Database
Name (EEELFR) 7 FBh#NIdentityDb, fidioK, GIEE A28 5l

Tip There are step-by-step instructions with screenshots in Chapter 13 for creating the database.
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Now start the application and request the /Admin/Index or /RoleAdmin/Index URL. There will be a
delay while the schema is created and the database is seeded, and then you will be prompted to enter your
credentials. Use Admin as the name and MySecret as the password, and you will be granted access to the
controllers.

WAE, BN, 1R /Admin/Indexak/RoleAdmin/Index URL. 7F 1% EdE 2 204 DL A A N2
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Caution Deleting the database removes the user accounts you created using the details in table 14-10,
which is why you would not perform this task on a live database containing user details.
B MRS B 2% TR R L4100V P IK S, BRI R, —RASE NS HEH
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14.5 Summary
14.5 /NG5

In this chapter, | showed you how to use ASP.NET Identity to authenticate and authorize users. |
explained how the ASP.NET life-cycle events provide a foundation for authenticating requests, how to collect
and validate credentials users, and how to restrict access to action methods based on the roles that a user is
a member of. In the next chapter, | demonstrate some of the advanced features that ASP.NET Identity
provides.
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CHAPTER 15

15 Advanced ASP.NET Identity
15 ASP.NET IdentityE & A

In this chapter, | finish my description of ASP.NET Identity by showing you some of the advanced
features it offers. | demonstrate how you can extend the database schema by defining custom properties on
the user class and how to use database migrations to apply those properties without deleting the data in the
ASP.NET Identity database. | also explain how ASP.NET Identity supports the concept of claims and
demonstrates how they can be used to flexibly authorize access to action methods. | finish the chapter—and
the book—by showing you how ASP.NET Identity makes it easy to authenticate users through third parties. |
demonstrate authentication with Google accounts, but ASP.NET Identity has built-in support for Microsoft,
Facebook, and Twitter accounts as well. Table 15-1 summarizes this chapter.
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Table 15-1. Chapter Summary

#15-1. AEHE

Problem Solution Listing
I R fEHRTTR HES
Store additional information about Define custom user properties. 1-3,8-11
users. € H E X R

FEAEBANE A5 R

Update the database schema without | Perform a database migration. 4-7
deleting user data. PATE R EIT R

SRR P A T A I B P B

Perform fine-grained authorization. Use claims. 12-14
PAT AR EE AL fEFHAERE (Claims)

Add claims about a user. Use the ClaimsIdentity.AddClaims method. 15-19
I AER (Claims) ffiFClaimsIdentity.AddClaims 5%k

Authorize access based on claim Create a custom authorization filter attribute. 20-21




values. g —N B RS JE A A E v
JET-RBE (Claims) {E4ZHL 1]

Authenticate through a third party. Install the NuGet package for the authentication provider, redirect 22-25
IS5 =7 GE requests to that provider, and specify a callback URL that creates the
user account.

LRANERBEER FINuGet B, H5 R EE M Bz it ds, JHRE
— M K-S B [l URL.

15.1 Preparing the Example Project
15.1 #E&=HIHE

In this chapter, | am going to continue working on the Users project | created in Chapter 13 and
enhanced in Chapter 14. No changes to the application are required, but start the application and make sure
that there are users in the database. Figure 15-1 shows the state of my database, which contains the users
Admin, Alice, Bob, and Joe from the previous chapter. To check the users, start the application and
request the /Admin/Index URL and authenticate as the Admin user.

A B FT AR S 55135 G AR SR 14T 3G 5R (Users T H o XN FHFEF LTt A td2s, HFEEEE
NIRRT, i R e i g —2e P o E15-18 R 18R ERPRES, B8 A L —&BgH M Admin, Alice,
BoblA fJoe. NTRAEMF, WEHINHEF, 1HK/Adnin/Index URL, FELAAdminF P HEATIAIE.

@ nhttp://localhost:15282/Admin

& Index

ID Name Email

1160a400-5cf0-4777-b19e-3b10822a6das bob@example.com
43fa66{4-0838-4553-03a0-254c764a2e04 joe@example.com

7420d78b-014b-49{7-aae6-a6345260ae91 i alice@example.com (B (2D

d4d78ect-ba7a-48e0-ab6b-e4957130ebb8 admin@example.com m

Figure 15-1. The initial users in the Identity database
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| also need some roles for this chapter. | used the RoleAdmin controller to create roles called Users
and Employees and assigned the users to those roles, as described in Table 15-2.
ABLTFE LM E., FRHRoLeAdnindZEHl#8EIE T fifiUsersMEmployees, FHNIXLEMEIRE | —
SEF P, A1ER15-2FR

Table 15-2. The Types of Web Forms Code Nuggets



#15-2. ORMA ((FERURHIFEGH T——1F&7T)

Role Members
e R 7

Users Alice, Joe
Employees Alice, Bob

Figure 15-2 shows the required role configuration displayed by the RoleAdmin controller.
Kl15-2%7~ T HRoleAdminds il 28 i Som Sk i) 0 i f (Ll &

89b6c160-0282-4b66-0f54-abbbaSbe3obb  Employees  Alice, Bob [ EEE

b7670390-a2eb-4968-90c6-1b48{74249fc  Administrators  Admin

de6461b7-4272-4155-8aa0-7ed069da000b  Users nice, Joe [ B3

Figure 15-2. Configuring the roles required for this chapter
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15.2 Adding Custom User Properties

15.2 #INE & SCH P R

When | created the AppUser class to represent users in Chapter 13, | noted that the base class defined
a basic set of properties to describe the user, such as e-mail address and telephone number. Most
applications need to store more information about users, including persistent application preferences and
details such as addresses—in short, any data that is useful to running the application and that should last
between sessions. In ASP.NET Membership, this was handled through the user profile system, but ASP.NET
Identity takes a different approach.
AL 13 E BN AppUserFERF R I B UL BW], BE2K0E SO T —Aid 7 (2R A g 1, WIE-mail
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Because the ASP.NET Identity system uses Entity Framework to store its data by default, defining
additional user information is just a matter of adding properties to the user class and letting the Code First



feature create the database schema required to store them. Table 15-3 puts custom user properties in
context.

K J9ASP.NET Identity ER VA2 1 F Entity Framework A7 fift H L 1, w2 SCREII AL - 45 8 RA S 245
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Table 15-3. Putting Cusotm User Properties in Context

#15-3. HER ) BIERIEE

Question Answer
i) R EE=3
What is it? Custom user properties allow you to store additional information about your
28 e SCH P EME? users, including their preferences and settings.

B E SR B RBE AR P 5 R, BRI 2 dr e E .
Why should | care? A persistent store of settings means that the user doesn’t have to provide the
VRS N same information each time they log in to the application.

B R ANAERE R, T AN RS 5% 31 S R P I 0 52 S [T 1)
How is it used by the MVC framework?  [This feature isn’t used directly by the MVC framework, but it is available for
FEMVCHE 22 a4 2 2 use in action methods.
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15.2.1 Defining Custom Properties

15.2.1 EX HENEHE

Listing 15-1 shows how | added a simple property to the AppUser class to represent the city in which
the user lives.
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Listing 15-1. Adding a Property in the AppUser.cs File
JEB15-1. 7FAppUser.cs X 1EH 751 E M

using System;

using Microsoft.AspNet.Identity.EntityFramework;

namespace Users.Models {
public enum Cities {

LONDON, PARIS, CHICAGO

public class AppUser : IdentityUser {
public Cities City { get; set; }



| have defined an enumeration called Cities that defines values for some large cities and added a
property called City to the AppUser class. To allow the user to view and edit their City property, | added
actions to the Home controller, as shown in Listing 15-2.
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Listing 15-2. Adding Support for Custom User Properties in the HomeController.cs File
JEBA15-2. 7HomeController.cs X141 S XY & X IE 1K) % 15

using System.Web.Mvc;

using System.Collections.Generic;
using System.Web;

using System.Security.Principal;
using System.Threading.Tasks;

using Users.Infrastructure;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;

using Users.Models;
namespace Users.Controllers {
public class HomeController : Controller {

[Authorize]
public ActionResult Index() {
return View(GetData("Index"));

[Authorize(Roles = "Users")]
public ActionResult OtherAction() {
return View("Index", GetData("OtherAction"));

private Dictionary<string, object> GetData(string actionName) {

Dictionary<string, object> dict
= new Dictionary<string, object>();

dict.Add("Action", actionName);
dict.Add("User", HttpContext.User.Identity.Name);
dict.Add("Authenticated", HttpContext.User.Identity.IsAuthenticated);
dict.Add("Auth Type", HttpContext.User.Identity.AuthenticationType);
dict.Add("In Users Role", HttpContext.User.IsInRole("Users"));

return dict;



[Authorize]
public ActionResult UserProps() {

return View(CurrentUser);

[Authorize]

[HttpPost]

public async Task<ActionResult> UserProps(Cities city) {
AppUser user = CurrentUser;
user.City = city;
await UserManager.UpdateAsync(user);

return View(user);

private AppUser CurrentUser {

get {
return UserManager.FindByName(HttpContext.User.Identity.Name);

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

I added a CurrentUser property that uses the AppUserManager class to retrieve an AppUser

instance to represent the current user. | pass the AppUser object as the view model object in the GET
version of the UserProps action method, and the POST method uses it to update the value of the new City
property. Listing 15-3 shows the UserProps.cshtml view, which displays the City property value and
contains a form to change it.
AN T —NCurrentUserf@t, B HAppUserManagerdSH IR 1R 41T H F AppUsersfl. 7
GETHRAHIUserPropsEhfE ik, 148 T IX AN AppUsertd GAE NI EER . i #EPOSTAR 5 27 e
B T City)@ MR . 1E815-35 R T UserProps. cshtml &, ‘& 8R Tcity@EmifE, Hasd—4
ESCE IR

Listing 15-3. The Contents of the UserProps.cshtml File in the Views/Home Folder
JEH15-3. Views/Home X - HiUserProps.cshtml X 11 14 25

@using Users.Models

@model AppUser



@{ ViewBag.Title = "UserProps";}

<div class="panel panel-primary">
<div class="panel-heading">
Custom User Properties
</div>
<table class="table table-striped">
<tr><th>City</th><td>@Model.City</td></tr>
</table>

</div>

@using (Html.BeginForm()) {
<div class="form-group">
<label>City</label>
@Html.DropDownListFor(x => x.City, new SelectList(Enum.GetNames(typeof(Cities))))
</div>

<button class="btn btn-primary" type="submit">Save</button>

Caution Don’t start the application when you have created the view. In the sections that follow, |
demonstrate how to preserve the contents of the database, and if you start the application now, the ASP.NET
Identity users will be deleted.

B 0 TUBECEAEB S HTER . LR RS R A OR B B AR N A, I R BLAE
BN R, 2 MFASP.NET Identity 1 FH /7

15.2.2 Preparing for Database Migration

15.2.2 HEBEETHE

The default behavior for the Entity Framework Code First feature is to drop the tables in the database
and re-create them whenever classes that drive the schema have changed. You saw this in Chapter 14 when |
added support for roles: When the application was started, the database was reset, and the user accounts
were lost.

Entity Framework Code FirstRFPEIERINT AR, — BAZS T IRAE SIS B4R 2, (8 2 R 2 A i
ek, JFEFEIEEAN. 145 T LG BXAEN, EREMMACSHFN . JERMAERFE,
EWEE, APk sthER.

Don’t start the application yet, but if you were to do so, you would see a similar effect. Deleting data
during development is usually not a problem, but doing so in a production setting is usually disastrous
because it deletes all of the real user accounts and causes a panic while the backups are restored. In this
section, | am going to demonstrate how to use the database migration feature, which updates a Code First
schema in a less brutal manner and preserves the existing data it contains.

AL RB N, BWMRIRR AT, 2B ZIFUARRCER . ETT R IR B A 4 L, HanR
TEF M E TR AT, W HE RN, BEOAT MR B2 PRS2 7 R AR 1)
Ho AEA/NTE I, RTS8 F s PR ek, e RE DA LU BGIR AN K 77 20 BE B Code First R 2244,
TR E A EE .



The first step is to issue the following command in the Visual Studio Package Manager Console:
i — AN B A Visual Studioff] “Package Manager Console (R FIZsiHIE) 7 T RATLL T fr s

Enable-Migrations -EnableAutomaticMigrations

This enables the database migration support and creates a Migrations folder in the Solution Explorer
that contains a Configuration.cs class file, the contents of which are shown in Listing 15-4.
AT B EREE SR, FRAE “Solution Explorer (VLT RRIREFLES) 7 G —/"Migrations
e, Hh & A AN Configuration. s, WAWTEELIS-4R.

Listing 15-4. The Contents of the Configuration.cs File
JBEH15-4. Configuration.cs X 1H) A 25

namespace Users.Migrations {

using System;

using System.Data.Entity;

using System.Data.Entity.Migrations;

using System.Ling;

internal sealed class Configuration
: DbMigrationsConfiguration<Users.Infrastructure.AppIdentityDbContext> {
public Configuration() {
AutomaticMigrationsEnabled = true;

ContextKey = "Users.Infrastructure.AppIdentityDbContext";

protected override void Seed(Users.Infrastructure.AppIdentityDbContext context) {
// This method will be called after migrating to the latest version.
[/ BT AE T RS B R A I R

// You can use the DbSet<T>.AddOrUpdate() helper extension method

// to avoid creating duplicate seed data. E.g.

// B, ARA] LU FIDbSet<T>. AddOrUpdate ( )4 Bh#s 7%k it o 1) 7 =5 52 10 b+ Bt
//

// context.People.AddOrUpdate(

// p => p.FullName,

// new Person { FullName = "Andrew Peters" },
// new Person { FullName = "Brice Lambson" },
// new Person { FullName = "Rowan Miller" }
)5

//



Tip You might be wondering why you are entering a database migration command into the console
used to manage NuGet packages. The answer is that the Package Manager Console is really PowerShell,
which is a general-purpose tool that is mislabeled by Visual Studio. You can use the console to issue a wide
range of helpful commands. See http://go.microsoft.com/fwlink/?LinkID=108518 for details.

TN IR RE AR A 55, A A ZAEE BN uGet B I 1] & Hh i N K PEIE RS (1 A 27 25 58 /2 Package
Manager Console (GBI E) 7 2 HIERPowerShell, X &Visual studio'& FI—M@EH T H. /RA]
PME izt & KiERKERA Hard, HLhttp://go.microsoft.com/fwlink/?LinklD=108518

The class will be used to migrate existing content in the database to the new schema, and the Seed
method will be called to provide an opportunity to update the existing database records. In Listing 15-5, you
can see how | have used the Seed method to set a default value for the new City property | added to the
AppUser class. (I have also updated the class file to reflect my usual coding style.)

AN SR - SE O P A A AT AS B B PR 2, Seed T2 B A O SE BT LA it AR T %
RAtTHLE . EiERs-sh T USR], AT HSseed HiEAFRICItyBIE R BEEBGME, CityRiRnEg
AppUserd&H HE gk, O 7RI — B4Rt XUE, X Ao dkaT 1 5%, D

Listing 15-5. Managing Existing Content in the Configuration.cs File
JEH15-5. #Configuration.cs X 1 1 &7 C A 2

using System.Data.Entity.Migrations;

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Users.Infrastructure;

using Users.Models;
namespace Users.Migrations {

internal sealed class Configuration

: DbMigrationsConfiguration<AppIdentityDbContext> {

public Configuration() {
AutomaticMigrationsEnabled = true;

ContextKey = "Users.Infrastructure.AppIdentityDbContext";

protected override void Seed(AppIdentityDbContext context) {

AppUserManager userMgr = new AppUserManager(new UserStore<AppUser>(context));

AppRoleManager roleMgr = new AppRoleManager(new RoleStore<AppRole>(context));

string roleName = "Administrators";
string userName = "Admin";
string password = "MySecret";

string email = "admin@example.com";


http://go.microsoft.com/fwlink/?LinkID=108518
http://go.microsoft.com/fwlink/?LinkID=108518
http://admin@example.com/

if (!roleMgr.RoleExists(roleName)) {
roleMgr.Create(new AppRole(roleName));

AppUser user = userMgr.FindByName(userName);
if (user == null) {
userMgr.Create(new AppUser { UserName = userName, Email = email },
password) ;

user = userMgr.FindByName(userName);

if (luserMgr.IsInRole(user.Id, roleName)) {

userMgr.AddToRole(user.Id, roleName);

foreach (AppUser dbUser in userMgr.Users) {
dbUser.City = Cities.PARIS;
}

context.SaveChanges();

You will notice that much of the code that | added to the Seed method is taken from the
IdentityDbInit class, which | used to seed the database with an administration user in Chapter 14. This is
because the new Configuration class added to support database migrations will replace the seeding
function of the IdentityDbInit class, which I'll update shortly. Aside from ensuring that there is an admin
user, the statements in the Seed method that are important are the ones that set the initial value for the
City property | added to the AppUser class, as follows:

TRAI eV R R, WnF|Sseed 77 VF 2 IS ELE T IdentityDbInitg, EH 14T HRHXA K
BFHHPEN TR E. X ERZAFME . SRR FEiE B Configurationdt, #ARE
IdentityDbInitZRIFHETIRE, FURTRMESERRXAK. B 7 EHRAGadmin /7 2 4h, fESeed 7k
) BE ) R L A AppUser R City BIE R EVIEMIER), WFFR:

foreach (AppUser dbUser in userMgr.Users) {
dbUser.City = Cities.PARIS;
}

context.SaveChanges();

You don’t have to set a default value for new properties—I just wanted to demonstrate that the Seed
method in the Configuration class can be used to update the existing user records in the database.

PRA— € ZON R PE R B ERMME —— X B AR ConfigurationZ&diiSeed 5%k, AIBLHIEHHT
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Caution Be careful when setting values for properties in the Seed method for real projects because
the values will be applied every time you change the schema, overriding any values that the user has set
since the last schema update was performed. | set the value of the City property just to demonstrate that it
can be done.

B (BT HEWHKSeed LA N RPER BN Z/N G, FEIREG— A SR, #8418 X
fl, XM EPIT E—REMERZ G, AP REREMEEE G XRRECItyBIERE R 2
N TR E RS IX A0

Changing the Database Context Class

B L T30k

The reason that | added the seeding code to the Configuration class is that | need to change the
IdentityDbInit class. At present, the IdentityDbInit class is derived from the descriptively named
DropCreateDatabaseIlfModelChanges<AppIdentityDbContext> class, which, as you might imagine,
drops the entire database when the Code First classes change. Listing 15-6 shows the changes | made to the
IdentityDbInit class to prevent it from affecting the database.
fEConfigurationZSH R INAHE RS 1) 5 K2 R FHEAE M IdentityDbInitI. i, IdentityDbInit
FKIRAE TR Ay % HIDropCreateDatabaseIfModelChanges<AppIdentityDbContext >3, FARHH
B —FE, ‘B fECode FirstZE AR I I BR BB P . 5 8R15-6 2R T IS TdentityDbInit P
Bk, LABT e femHoE E .

Listing 15-6. Preventing Database Schema Changes in the AppldentityDbContext.cs File
JEB15-6. 7FAppldentityDbContext.cs X 1442 11 5C 15 /= 22 1 351

using System.Data.Entity;
using Microsoft.AspNet.Identity.EntityFramework;
using Users.Models;

using Microsoft.AspNet.Identity;

namespace Users.Infrastructure {

public class AppIdentityDbContext : IdentityDbContext<AppUser> {
public AppIdentityDbContext() : base("IdentityDb") { }
static AppIdentityDbContext() {

Database.SetInitializer<AppIdentityDbContext>(new IdentityDbInit());

public static AppIdentityDbContext Create() {
return new AppIdentityDbContext();

}
public class IdentityDbInit : NullDatabaseInitializer<AppIdentityDbContext> {



| have removed the methods defined by the class and changed its base to
NullDatabaseInitializer<AppIdentityDbContext>, which prevents the schema from being altered.
FMIER T XA A PE LRI, PR ERIESRECY
NullDatabaseInitializer<AppIdentityDbContext>, ‘EXH]LAR;IEZEFIEEL.

15.2.3 Performing the Migration
15.2.3 TR

All that remains is to generate and apply the migration. First, run the following command in the Package
Manager Console:
PR FE R AR EER T . Bk, £ “Package Manager Console (FUEFRESIEHIE) 7 T
PAF i 4

Add-Migration CityProperty

This creates a new migration called CityProperty (I like my migration names to reflect the changes |

made). A class new file will be added to the Migrations folder, and its name reflects the time at which the
command was run and the name of the migration. My file is called 201462262244636_CityProperty.cs,
for example. The contents of this file contain the details of how Entity Framework will change the database
during the migration, as shown in Listing 15-7.
KA T — M EFRACItyProperty RIFTIER (RECE S WOET AR R iz s » X
FESCA S HPds I — BT SO, T HH i 44 2 St 2 i 2 AT I IS TB] DL RS R 220K, i, FRr)X
AR N201402262244036_CityProperty.cs. Z RIS A L F£ A ] Entity Frameworkf&
BSCHUE FE (4R, W ER15-7 TR .

Listing 15-7. The Contents of the 201402262244036_CityProperty.cs File
JEBA15-7. 201402262244036_CityProperty.cs X 1174 25

namespace Users.Migrations {
using System;

using System.Data.Entity.Migrations;

public partial class Init : DbMigration {
public override void Up() {
AddColumn("dbo.AspNetUsers", "City", c¢ => c.Int(nullable: false));

public override void Down() {

DropColumn("dbo.AspNetUsers", "City");



The Up method describes the changes that have to be made to the schema when the database is
upgraded, which in this case means adding a City column to the AspNetUsers table, which is the one that
is used to store user records in the ASP.NET Identity database.

Up TiEatid 1 AR R TS, 7 B B BT B 2, AR, EIRFE EAEAspNetUsersHl
PR PR INCity S, iZHHE R LASP.NET Identity B8 22 ISR AZ Ak I 7 0 1

The final step is to perform the migration. Without starting the application, run the following command
in the Package Manager Console:
BiE— P RPITER . LHENNHEF, RFE7E “Package Manager Console (HLEHEZZHIE) 7
IBAT LA A R

Update-Database -TargetMigration CityProperty

The database schema will be modified, and the code in the Configuration.Seed method will be
executed. The existing user accounts will have been preserved and enhanced with a City property (which |
set to Paris in the Seed method).

XEBSEIR LN, AT Configuration. Seed LT RIS, CHEMAPIK S SHRE, HIERT
CityJ@tk (FkfESeed 7iEH K HEE N “Paris” )

15.2.4 Testing the Migration
15.2.4 WA

To test the effect of the migration, start the application, navigate to the /Home/UserProps URL, and
authenticate as one of the Identity users (for example, as Alice with the password MySecret). Once
authenticated, you will see the current value of the City property for the user and have the opportunity to
change it, as shown in Figure 15-3.

N T IRRIER IROR, BN AR, §413]/Home /UserProps URL, 3 BAidentitysF ) 7 (il tnAlice,
H4MySecret) #EATIAIE. — B OHOAIE, ESFBZH P City @I SaiE, JFa] DO T2 5
W 15-3F 78
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Save

Figure 15-3. Displaying and changing a custom user property

BT 15-3. SZRFIINEEE X g M

15.2.5 Defining an Additional Property
15.2.5 & X HinjgE

Now that database migrations are set up, | am going to define a further property just to demonstrate
how subsequent changes are handled and to show a more useful (and less dangerous) example of using the
Configuration.Seed method. Listing 15-8 shows how | added a Country property to the AppUser class.
WAE, CARES 7 BT, WITEEE X —ANEME, XEEER 7 e AR e s, th
TiH7/RConfiguration.Seed JVEHEA M (BALFE) B, EHR15-8E/R T HAEAppUserdE Fidvm
T —/NCountry/@.

Listing 15-8. Adding Another Property in the AppUserModels.cs File
JBH15-8. -AppUserModels.cs X 1E 17500159 — 1 & 1

using System;

using Microsoft.AspNet.Identity.EntityFramework;
namespace Users.Models {
public enum Cities {

LONDON, PARIS, CHICAGO

public enum Countries {
NONE, UK, FRANCE, USA

public class AppUser : IdentityUser {
public Cities City { get; set; }
public Countries Country { get; set; }



public void SetCountryFromCity(Cities city) {
switch (city) {

case Cities.LONDON:
Country = Countries.UK;
break;

case Cities.PARIS:
Country = Countries.FRANCE;
break;

case Cities.CHICAGO:
Country = Countries.USA;
break;

default:
Country = Countries.NONE;

break;

| have added an enumeration to define the country names and a helper method that selects a country
value based on the City property. Listing 15-9 shows the change | made to the Configuration class so
that the Seed method sets the Country property based on the City, but only if the value of Country is
NONE (which it will be for all users when the database is migrated because the Entity Framework sets
enumeration columns to the first value).
LOEHRI T —M2E, EE X THRFEEIR. EHRn T —MHBhEET%, BRIty @t —
MEK JHE 159878 T X ConfigurationZ BT, LAMESeed HEMRTECity % B Country &1,
HH HCountry INONERS A AT & B (FEITREARFER, A H P #&NONE, [K NEntity Frameworks>
BT B E MRS —MED .

Listing 15-9. Modifying the Database Seed in the Configuration.cs File
JB#15-9. #Configuration.cs X 1 H1E 25 EFH T

using System.Data.Entity.Migrations;

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Users.Infrastructure;

using Users.Models;
namespace Users.Migrations {

internal sealed class Configuration

: DbMigrationsConfiguration<AppIdentityDbContext> {

public Configuration() {



AutomaticMigrationsEnabled = true;

ContextKey = "Users.Infrastructure.AppIdentityDbContext";

protected override void Seed(AppIdentityDbContext context) {

AppUserManager userMgr = new AppUserManager(new UserStore<AppUser>(context));

AppRoleManager roleMgr = new AppRoleManager(new RoleStore<AppRole>(context));

string roleName = "Administrators";
string userName = "Admin";

string password = "MySecret";
string email = "admin@example.com";

if (!roleMgr.RoleExists(roleName)) {
roleMgr.Create(new AppRole(roleName));

AppUser user = userMgr.FindByName(userName);
if (user == null) {
userMgr.Create(new AppUser { UserName = userName, Email = email },
password);

user = userMgr.FindByName(userName);

if (luserMgr.IsInRole(user.Id, roleName)) {

userMgr.AddToRole(user.Id, roleName);

foreach (AppUser dbUser in userMgr.Users) {
if (dbUser.Country == Countries.NONE) {
dbUser.SetCountryFromCity(dbUser.City);

context.SaveChanges();

This kind of seeding is more useful in a real project because it will set a value for the Country property
only if one has not already been set—subsequent migrations won’t be affected, and user selections won’t be
lost.

XMFREAESEPR I H P B A, FE RSfECountry BRI ER, A 4@ E CountryBYEME—
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1. Adding Application Support
1. IR

There is no point defining additional user properties if they are not available in the application, so Listing
15-10 shows the change | made to the Views/Home/UserProps.cshtml file to display the value of the
Country property.

A P o SR A € SR s v rg Ty, B D@ P eiz A 1, R, T #15-1042 0K T3NS
Views/Home/UserProps.cshtml MBS, LLEZRCountry & i1E .

Listing 15-10. Displaying an Additional Property in the UserProps.cshtml File
JE#H15-10. 7EUserProps.cshtml X 14 752~ i 1 /& 1

@using Users.Models
@model AppUser
@{ ViewBag.Title = "UserProps";}
<div class="panel panel-primary">
<div class="panel-heading">
Custom User Properties
</div>
<table class="table table-striped">
<tr><th>City</th><td>@Model.City</td></tr>
<tr><th>Country</th><td>@Model.Country</td></tr>
</table>
</div>
@using (Html.BeginForm()) {
<div class="form-group">
<label>City</label>
@Html.DropDownListFor(x => x.City, new SelectList(Enum.GetNames(typeof(Cities))))
</div>

<button class="btn btn-primary" type="submit">Save</button>

Listing 15-11 shows the corresponding change | made to the Home controller to update the Country
property when the City value changes.

N T HECIty AL B SR Country @I, ¥ #115-118 % 1 O Home % fill & i i A AH RLAZ 24

Listing 15-11. Setting Custom Properties in the HomeController.cs File

JEH15-11. 7HomeController.cs X 1EH1i% & F & X J& 1

using System.Web.Mvc;
using System.Collections.Generic;
using System.Web;

using System.Security.Principal;



using System.Threading.Tasks;

using Users.Infrastructure;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;

using Users.Models;
namespace Users.Controllers {

public class HomeController : Controller {
// ...other action methods omitted for brevity...

/] . HTRE, BB THMET ..

[Authorize]
public ActionResult UserProps() {

return View(CurrentUser);

[Authorize]
[HttpPost]
public async Task<ActionResult> UserProps(Cities city) {
AppUser user = CurrentUser;
user.City = city;
user.SetCountryFromCity(city);
await UserManager.UpdateAsync(user);

return View(user);

// ...properties omitted for brevity...
1] o TR, SERE T —LEEE. ..

2. Performing the Migration
2. HETH
All that remains is to create and apply a new migration. Enter the following command into the Package

Manager Console:

T HE AN ERIZ B TR 7. £ “Package Manager Console (L HIZSZHIG) 7 df A LA

Tr:

Add-Migration CountryProperty

This will generate another file in the Migrations folder that contains the instruction to add the

Country column. To apply the migration, execute the following command:

XKW fEMigrations XHERFP AR —AN 3, EEHRMCountryBHERIIKIIES . N T iBHILHE,



AT EL T i 2
Update-Database -TargetMigration CountryProperty

The migration will be performed, and the value of the Country property will be set based on the value
of the existing City property for each user. You can check the new user property by starting the application
and authenticating and navigating to the /Home/UserProps URL, as shown in Figure 15-4.

KEATIER, Country B IEM RIS P AaT ity BT E . B BN HEF, A
WEH S 3 /Home /UserProps URL, {ER]AEF A B, wWE15-40xR.

6 EIN & http://localhost:15282/Home/UserProps

& UserProps

Custom User Properties

City CHICAGO

Country USA
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Save

Figure 15-4. Creating an additional user property
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Tip Although | am focused on the process of upgrading the database, you can also migrate back to a
previous version by specifying an earlier migration. Use the —Force argument make changes that cause data
loss, such as removing a column.

TR BRI T TR PR RS AR, AERE ] LR 2 ARG ARCA, R FdaE — > R R
. M -ForceZH TN, SolREBIRER, Bl EREERS] .

15.3 Working with Claims
15.3 S (Claims)

In older user-management systems, such as ASP.NET Membership, the application was assumed to be
the authoritative source of all information about the user, essentially treating the application as a closed
world and trusting the data that is contained within it.

FEIHFH P E B RS0, I WIASP.NET Membership, SRR 785 B ik e - FirA 5 B RBUZCRIE, &
Joi BRI L9 — AN B RS, JF B R B AR A S s

This is such an ingrained approach to software development that it can be hard to recognize that’s what
is happening, but you saw an example of the closed-world technique in Chapter 14 when | authenticated
users against the credentials stored in the database and granted access based on the roles associated with



those credentials. | did the same thing again in this chapter when | added properties to the user class. Every
piece of information that | needed to manage user authentication and authorization came from within my
application—and that is a perfectly satisfactory approach for many web applications, which is why |
demonstrated these techniques in such depth.

XA T ) — R A [ ) D5 9%, A NARABN IR B IR BB IRE A4, SB14RARCE 2] 1 X FhE ]
HH FREAR I8 5, AR A7 i 258 R S SR AUE F P 5 AR 5 R 4 ORI — A2 1) A R AR AL VT [
AREFCRAEH PR A EYE, T RIS . R B P IAIES ST 18— AN i BUE R
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LEH AR SR

ASP.NET Identity also supports an alternative approach for dealing with users, which works well when
the MVC framework application isn’t the sole source of information about users and which can be used to
authorize users in more flexible and fluid ways than traditional roles allow.

ASP.NET Identityid 32 4 54 —Fh AL B 7 17092, Z4MVCHE SR 8 T FE FRAS A2 4 5% i e — 15 BJR A,
XA INE 2 TARARRGE, 0 HAEW LuA SR A C AU SE Dy R 0% i i 77 sk AT 4340

This alternative approach uses claims, and in this section I'll describe how ASP.NET Identity supports
claims-based authorization. Table 15-4 puts claims in context.
AR INEMSH T “Claims (747 7, BIAEEA/NTT, A HRASP.NET Identity 4 S FF
“Claims-Based Authorization (Z& A HIHTHEAD 7 o« FR15-4HAR T 8 (Claims) HITETE .

®as: “Claim” RIS IR AT AR “HH” 83 RIEASCRE, Bt e vl “ A7
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Table 15-4. Putting Claims in Context
F15-4. A (Claims) HI1E57E

Question Answer

e B ER

What is it? Claims are pieces of information about users that you can use to make authorization

42 (Claims) ? decisions. Claims can be obtained from external systems as well as from the local Identity
database.

A (Claims) f&E5% T H 7 9 — 2545 B 7 B AT LR e AT 2L E « A B (Claims)
AL R SR, 7T LLAAS i F) I dentity 0408 R ERHL o

Why should | care? Claims can be used to flexibly authorize access to action methods. Unlike conventional

NATESCLE ? roles, claims allow access to be driven by the information that describes the user.

A (Claims) W LAHIRA S4E 5 53T RAG RV H . SR MEAR, 7
(Claims) 1115 ] BE % th ik I A5 R AT 3RS

How is it used by the MVC This feature isn’t used directly by the MVC framework, but it is integrated into the
framework? standard authorization features, such as the Authorize attribute.

AT AEMVCHESE A e 2 A A IMVCHES AT AR, (EE SR AR T AR IR BURAE Hp s il
AuthorizeyFfgEPE.

Tip you don’t have to use claims in your applications, and as Chapter 14 showed, ASP.NET Identity is



perfectly happy providing an application with the authentication and authorization services without any need
to understand claims at all.

B/r: IREENHAREFRA—EEE A (Claims) , IEWS14FFTRERIIIBEE, ASP.NET Identity A %
N IR B 78 7 I VGIE S RAUIRSS, TARAA T ZEIM A (Claims)

15.3.1 Understanding Claims
15.3.1 B FEH (Claims)

A claim is a piece of information about the user, along with some information about where the

information came from. The easiest way to unpack claims is through some practical demonstrations, without
which any discussion becomes too abstract to be truly useful. To get started, | added a Claims controller to
the example project, the definition of which you can see in Listing 15-12.
—IU#E A (Claim) s2 Rk TH P —MEE R B GEE SRR B G B A ——#E) , JF
1z R B BT SRS R . BT R (Claims) & SURA 5 17 SR fl— S8 SERR iR, Rl ig
WL THRRARA EIER AL Jytt, LAREIBE T —AClaimsEhilds, Hog a5
15-12F7K .

Listing 15-12. The Contents of the ClaimsController.cs File
JEB15-12. ClaimsController.cs X 11 25

using System.Security.Claims;
using System.Web;

using System.Web.Mvc;

namespace Users.Controllers {

public class ClaimsController : Controller {

[Authorize]
public ActionResult Index() {
ClaimsIdentity ident = HttpContext.User.Identity as ClaimsIdentity;
if (ident == null) {
return View("Error", new string[] { "No claims available" });
} else {

return View(ident.Claims);

Tip You may feel a little lost as | define the code for this example. Don’t worry about the details for
the moment—just stick with it until you see the output from the action method and view that | define. More
than anything else, that will help put claims into perspective.

T’ IRETF 0 B RIS S Rk . LI e A g 2 —— R EMEEN, 4E
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You can get the claims associated with a user in different ways. One approach is to use the Claims
property defined by the user class, but in this example, | have used the HttpContext.User.Identity
property to demonstrate the way that ASP.NET Identity is integrated with the rest of the ASP.NET platform.
As | explained in Chapter 13, the HttpContext.User.Identity property returns an implementation of
the ITIdentity interface, whichisa ClaimsIdentity object when working using ASP.NET Identity. The
ClaimsIdentity classis defined in the System.Security.Claims namespace, and Table 15-5 shows
the members it defines that are relevant to this chapter.

AT LB AN 177 23k 5 P A RBERI A B (Claims) o J7v2 —mf i B A P 38 fclaims
JE M, (EEXAME T, A THttpContext.User. Identity /@Y, H K /RASP.NET Identity 5
ASP.NETF- &7 30 GEE B AT RS 3 A 2RI CLaims J& P& T-ASP.NET Identity, 11
HttpContext.User.Identity/@ M@ TASP.NET & . HIBLAI WL, ASP.NET Identity LRl & 3] T
ASP.NET V2 HH——FFF) o IEWEBL3TFTMREIIFE, HttpContext.User.Identity@ iR Al
ITdentity e SLHL, 448 FJASP.NET Identityif, iZSLHl2 —ANClaimsIdentityXf 4.
ClaimsIdentityZ&&fESystem.Security.Claimsan & 2 [A1HE X, F15-587R T EATE LS54
B RE A .

Table 15-5. The Members Defined by the Claimsldentity Class
F15-5. Claimsldentity ZEH7 & X 9/ 7

Name Description

A FR Ejipa

Claims Returns an enumeration of C1aim objects representing the claims for the user.
iR [E1 R P R (Claims) HICLaim¥t S M,

AddClaim(claim) IAdds a claim to the user identity.
2 P —A ] (Claim)

IAddClaims(claims) )Adds an enumeration of C1laim objects to the user identity.
e — N ClaimX AT MBI H P AR

HasClaim(predicate) Returns true if the user identity contains a claim that matches the specified
predicate. See the “Applying Claims” section for an example predicate.
WA P S SR e EIAICE A (Claim) B, R Eltrue. 20 “la

(Claims) 7 = B7R 41115 17

RemoveClaim(claim) Removes a claim from the user identity.

BRI B (Claim) o

Other members are available, but the ones in the table are those that are used most often in web
applications, for reason that will become obvious as | demonstrate how claims fit into the wider ASP.NET
platform.

A — e n] B R, (R I L R AE Web S AR 7 i i i FH IR, 676 BRI Q)4 75 B (Claims)
RN BE 872 IASP.NETF- 65, BT A s E R 2R T .

In Listing 15-12, | cast the IIdentity implementation to the ClaimsIdentity type and pass the
enumeration of C1laim objects returned by the ClaimsIdentity.Claims property to the View method. A
Claim object represents a single piece of data about the user, and the Claim class defines the properties
shown in Table 15-6.

TEIE 15124, BB ITdentity SLBIFEHAL T ClaimsIdentity2R 8, JEHAView T EL# T
ClaimsIdentity.Claims/@MFTIRBIFICLaim¥ RAIMES . ClaimXf R FRR R T H A —A 5
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Table 15-6. The Properties Defined by the Claim Class
715-6. Claim 25/ X 195 1#

Name Description
R iR
Issuer Returns the name of the system that provided the claim
IR ERAEA ] (Claim) [ RG AR
Subject Returns the ClaimsIdentity object for the user who the claim refers to
IR[E B (Claim) FriE A P HIClaimsIdentity X R
Type Returns the type of information that the claim represents
iR [F] A (Claim) TR (15 B2
Value Returns the piece of information that the claim represents
R [AI P H (Claim) BT HIfE B A B

Listing 15-13 shows the contents of the Index.cshtml file that | created in the Views/Claims folder
and that is rendered by the Index action of the C1aims controller. The view adds a row to a table for each
claim about the user.

TG H15-1387R T, AEViews/Claims A I Index . cshtm 1 XN, ‘& HClaimsiEHl 4
M IndexaZh(ETEATIE . ZAEDA P AREIE I (Claim) W0 7 — DM RIEAT.

Listing 15-13. The Contents of the Index.cshtml File in the Views/Claims Folder
JEH#15-13. Views/Claims X 7 Flindex.cshtml X 1T 25

@using System.Security.Claims
@using Users.Infrastructure
@model IEnumerable<Claim>

@{ ViewBag.Title = "Claims"; }

<div class="panel panel-primary">
<div class="panel-heading">
Claims
</div>
<table class="table table-striped">
<tr>
<th>Subject</th><th>Issuer</th>
<th>Type</th><th>Value</th>
</tr>
@foreach (Claim claim in Model.OrderBy(x => x.Type)) {
<tr>
<td>@claim.Subject.Name</td>
<td>@claim.Issuer</td>
<td>@Html.ClaimType(claim.Type)</td>
<td>@claim.Value</td>



</tr>

</table>

</div>

The value of the Claim. Type property is a URI for a Microsoft schema, which isn’t especially useful.
The popular schemas are used as the values for fields in the System.Security.Claims.ClaimTypes
class, so to make the output from the Index.cshtml view easier to read, | added an HTML helper to the
IdentityHelpers.cs file, as shown in Listing 15-14. It is this helper that | use in the Index.cshtml file to

format the value of the Claim. Type property.

Claim. Type/g T FHME 2 — MR (Microsoft Schema) [JURI (Gt — B IEFRIRFT) , X245 0Ha B
ff]o System.Security.Claims.ClaimTypesZ& 7B FIME A FH 2 MATER (Popular Schema)
A T Index. cshtmIALEI % H B 5 T 52, FRAEIdentityHelpers. cs XA T —ANHTML
AHENES, WIVEH15-14F778. Index.cshtml SCAFIE2AH XA B a0k T Claim. Type /@ ERIE.

Listing 15-14. Adding a Helper to the IdentityHelpers.cs File
15 #L15-14. fEIdentityHelpers.cs XU HR N N4 Bh 2%

using
using
using
using
using
using

using

System.Web;

System.Web.Mvc;
Microsoft.AspNet.Identity.Owin;
System;

System.Ling;

System.Reflection;

System.Security.Claims;

namespace Users.Infrastructure {

public static class IdentityHelpers {

public static MvcHtmlString GetUserName(this HtmlHelper html, string id) {

AppUserManager mgr
= HttpContext.Current.GetOwinContext().GetUserManager<AppUserManager>();
return new MvcHtmlString(mgr.FindByIdAsync(id).Result.UserName);

public static MvcHtmlString ClaimType(this HtmlHelper html, string claimType) {

FieldInfo[] fields = typeof(ClaimTypes).GetFields();
foreach (FieldInfo field in fields) {
if (field.GetValue(null).ToString() == claimType) {

return new MvcHtmlString(field.Name);

}

return new MvcHtmlString(string.Format("{e}",
claimType.Split('/', '.').Last()));



Note The helper method isn’t at all efficient because it reflects on the fields of the ClaimType class
for each claim that is displayed, but it is sufficient for my purposes in this chapter. You won’t often need to
display the claim type in real applications.

B BRI ARG RO E R AN BRI A U (Claim) BRES HHClaimType R FEL,
EXRERNHCAR LW 1. LRI H P AL FELRAEY (Claim) KI2EE,

To see why | have created a controller that uses claims without really explaining what they are, start the
application, authenticate as the user Alice (with the password MySecret), and request the /Claims/Index
URL. Figure 15-5 shows the content that is generated.

NT FEH AT E A —AMER A (Claims) 68, A HIEMREAY (Claims) ZfF4
IR AL, v BUJE B8 R, BUR P Alice AT IMIE (FL 4 f&EMySecret) , HfiE3K/Claims/Index URL.
Kl15-58 0K AN .

CSMESN @ http://localhost:15282/Claims/Index
& Claims

Subject  Issuer Type Value

Alice LOCAL AUTHORITY SecurityStamp bfsadfe6-aéc7-4169-80be-127526d5216f

LOCAL AUTHORITY identityprovider ~ ASP.NET Identity

LOCAL AUTHORITY Role Employees

LOCAL AUTHORITY Role Users
LOCAL AUTHORITY Name Alice

LOCAL AUTHORITY Nameldentifier 7ef3b837-0e55-4b94-af02-bad1fd4c4ca1

Figure 15-5. The output from the Index action of the Claims controller

& 15-5. Claims 7577+ Index z)1EHTH )

It can be hard to make out the detail in the figure, so | have reproduced the content in Table 15-7.

X AT REIEAE LA R BRI A0S, VI IRAE RS- 7R S T H N

Table 15-7. The Data Shown in Figure 15-5
F15-7. [F15-5 H12 N HIEAE

Subject Issuer Type Value

MHE RITHE e~y &

Alice LOCAL AUTHORITY SecurityStamp Unique ID

Alice LOCAL AUTHORITY IdentityProvider ASP.NET Identity




Alice LOCAL AUTHORITY Role Employees

Alice LOCAL AUTHORITY Role Users
Alice LOCAL AUTHORITY Name Alice
Alice LOCAL AUTHORITY Nameldentifier Alice’s user ID

The table shows the most important aspect of claims, which is that | have already been using them when
| implemented the traditional authentication and authorization features in Chapter 14. You can see that
some of the claims relate to user identity (the Name claim is Alice, and the Nameldentifier claim is Alice’s
unique user ID in my ASP.NET Identity database).

b E/R 7AW (Claims) BB Ty, XA 145 th SLIUE S VGEARAURF IR, —BAE
EARER. PTUUEH, FLAEP (Claims) SHPIRIRAR (Namef BljEAlice, NameIdentifier
75 B & Alice fEASP.NET Identity 54k & A (KM — B 105 ) &

Other claims show membership of roles—there are two Role claims in the table, reflecting the fact that
Alice is assigned to both the Users and Employees roles. There is also a claim about how Alice has been
authenticated: The IdentityProvider is set to ASP.NET Identity.

HA B (Claims) &R T ARG ——FRFP AP MRoleF B (Claim) , AHIHALice#iik T T Users
FlEmployees N A EIX —HL., BH —MEAlice BHNIER A (Claim) : IdentityProviderf
W E F) T ASP.NET Identity .

The difference when this information is expressed as a set of claims is that you can determine where the
data came from. The Issuer property for all the claims shown in the table is set to LOCAL AUTHORITY,
which indicates that the user’s identity has been established by the application.

HIXME B R B — HAE W] (Claims) I HIZERIE, VRAETSHH E X Lo a2 TR EER ). &b i 8o
HITE AR Issuer @l CRATE) #BIKE S 1 LOACL AUTHORITY CAMAFZED , XULEIZM )
PR IR N AR P S Y

So, now that you have seen some example claims, | can more easily describe what a claim is. A claim is
any piece of information about a user that is available to the application, including the user’s identity and
role memberships. And, as you have seen, the information | have been defining about my users in earlier
chapters is automatically made available as claims by ASP.NET Identity.

R, BAEMRCEER 7Ll (Claims) 7], FATLAEA SR A (Claim) 24 1. —5i

] (Claim) 2] FH TR HAEFE H A R P —AME B B AFE P AR IR DU B s 45 . T
H, IEURATE B, RAERT L€ LT H P BIE S, BZASP.NET Identity H 2l HAE Y 7 B (Claims)
I

15.3.2 Creating and Using Claims
15.3.2 BIEAEAAER (Claims)

Claims are interesting for two reasons. The first reason is that an application can obtain claims from
multiple sources, rather than just relying on a local database for information about the user. You will see a
real example of this when | show you how to authenticate users through a third-party system in the “Using
Third-Party Authentication” section, but for the moment | am going to add a class to the example project that
simulates a system that provides claims information. Listing 15-15 shows the contents of the
LocationClaimsProvider.cs file that | added to the Infrastructure folder.

A (Claims) FCECH SRR RREA AN 55— LR N FEFP il A Z AN SRIBEREUS B (Claims)
AN A BEAREEA B 25 T P BB B o IRK B 23— D SERRIRfl, 8 “AEFHEE =I5 IE” /N
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LocationClaimsProvider.cs 3R A

Listing 15-15. The Contents of the LocationClaimsProvider.cs File
JE#15-15. LocationClaimsProvider.cs X 1 H7 A 2%

using System.Collections.Generic;

using System.Security.Claims;
namespace Users.Infrastructure {
public static class LocationClaimsProvider {

public static IEnumerable<Claim> GetClaims(ClaimsIdentity user) {
List<Claim> claims = new List<Claim>();
if (user.Name.ToLower() == "alice") {
claims.Add(CreateClaim(ClaimTypes.PostalCode, "DC 20500"));
claims.Add(CreateClaim(ClaimTypes.StateOrProvince, "DC"));
} else {
claims.Add(CreateClaim(ClaimTypes.PostalCode, "NY 10036"));
claims.Add(CreateClaim(ClaimTypes.StateOrProvince, "NY"));
}

return claims;

private static Claim CreateClaim(string type, string value) {

return new Claim(type, value, ClaimValueTypes.String, "RemoteClaims");

The GetClaims method takes a ClaimsIdentity argument and uses the Name property to create
claims about the user’s ZIP code and state. This class allows me to simulate a system such as a central HR
database, which would be the authoritative source of location information about staff, for example.
GetClaimsFjikblClaimsIdentity NZ4, I FName/@PEAIE 1T H P zZIPhS (IR ZwES ) A1
JFHIAE W] (Claims) o EIRIXASZEAE R AU — M a0t O AL IHR B . (N R IR 2D 2 KK
RYE, A REL BN A RER GBI R B AU U

Claims are associated with the user’s identity during the authentication process, and Listing 15-16 shows
the changes | made to the Login action method of the Account controller to call the
LocationClaimsProvider class.

FEVAEFEHIE, A H] (Claims) /2 5 M AR IASRHRAE —i&2 ), 1 815-16 27K 1 IATAccountFi &
LogindhfE Ak iEet, LMEH LocationClaimsProviderd,



Listing 15-16. Associating Claims with a User in the AccountController.cs File

JB#415-16. AccountController.cs X 1451/ /7 ] 75 W 9 Sk

[HttpPost]
[AllowAnonymous ]
[ValidateAntiForgeryToken]
public async Task<ActionResult> Login(LoginModel details, string returnuUrl) {
if (ModelState.IsValid) {
AppUser user = await UserManager.FindAsync(details.Name,
details.Password);
if (user == null) {
ModelState.AddModelError("", "Invalid name or password.");
} else {
ClaimsIdentity ident = await UserManager.CreateIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);
ident.AddClaims(LocationClaimsProvider.GetClaims(ident));
AuthManager.SignOut();
AuthManager.SignIn(new AuthenticationProperties {
IsPersistent = false
}, ident);

return Redirect(returnurl);

}

ViewBag.returnUrl = returnUrl;

return View(details);

You can see the effect of the location claims by starting the application, authenticating as a user, and
requesting the /Claim/Index URL. Figure 15-6 shows the claims for Alice. You may have to sign out and
sign back in again to see the change.

NTEBERX MUY (Claims) BIRCR, ATLUBSIN AR, BL— D37 0GE, IR KR
/Claim/Index URL. FE15-6%/K T AlicefJ7 B (Claims) o IRAJRETRELRH, REHXERXA SEEIR
GG A



@ http://locathost:15282/Claims/
& Claims

Subject  Issuer Type Value

Alice LOCAL AUTHORITY SecurityStamp bfsadfe6-a6¢7-4169-80be-127526d5216f

Alice LOCAL AUTHORITY identityprovider ASP.NET Identity

Alice LOCAL AUTHORITY Role Employees

Alice LOCAL AUTHORITY Role Users
LOCAL AUTHORITY Name Alice
LOCAL AUTHORITY  Nameldentifier 7ef3b837-0e55-4b94-af02-bad 1fd4c4c41
RemoteClaims PostalCode DC 20500

RemoteClaims StateOrProvince DC

Figure 15-6. Defining additional claims for users

&I 15-6. & XA/ HIM ]

Obtaining claims from multiple locations means that the application doesn’t have to duplicate data that

is held elsewhere and allows integration of data from external parties. The Claim.Issuer property tells you
where a claim originated from, which helps you judge how accurate the data is likely to be and how much
weight you should give the data in your application. Location data obtained from a central HR database is
likely to be more accurate and trustworthy than data obtained from an external mailing list provider, for
example.
MEAH FERECE B (Claims) RWRAT B RS A 00 52 1 A i 7 CR 15 8t JF Haehg 54N RS
. Claim.Issuer/@t: (E15-691[MIssuerfid | — &) e L IRIR— A (Claim) MK
Y, XA B AR ARAI WO RS AR, A B T b AR R E X A AR RN AR R . Bilan, AN
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Applying Claims
ZFAEH (Claims)

The second reason that claims are interesting is that you can use them to manage user access to your
application more flexibly than with standard roles. The problem with roles is that they are static, and once a
user has been assigned to a role, the user remains a member until explicitly removed. This is, for example,
how long-term employees of big corporations end up with incredible access to internal systems: They are
assigned the roles they require for each new job they get, but the old roles are rarely removed. (The
unexpectedly broad systems access sometimes becomes apparent during the investigation into how
someone was able to ship the contents of the warehouse to their home address—true story.)

A (Claims) A =B A RESE, VRAT AR EAIRE B P o0 R FEFP AU 0], 1S bR i) £
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Claims can be used to authorize users based directly on the information that is known about them,
which ensures that the authorization changes when the data changes. The simplest way to do this is to
generate Role claims based on user data that are then used by controllers to restrict access to action
methods. Listing 15-17 shows the contents of the ClaimsRoles. cs file that | added to the
Infrastructure.

Y (Claims) A LAELHARE F 7 CANRIAE B0 F P BEATIRAL,  IXBENS IRAE S8 K AE AR, A
B2 TIAR o b= g T B A0 R AR P P Bl ok A2 iliRo1e A ] (Claim) SR H 5 & FH SR R i1l X 2)
YEJTEERIVT A . TEB15-17 808 T RGN E| InfrastructureffjClaimsRoles . cs A 2

Listing 15-17. The Contents of the ClaimsRoles.cs File
JB#i15-17. ClaimsRoles.cs X 1FHI A2

using System.Collections.Generic;

using System.Security.Claims;

namespace Users.Infrastructure {

public class ClaimsRoles {

public static IEnumerable<Claim> CreateRolesFromClaims(ClaimsIdentity user) {
List<Claim> claims = new List<Claim>();
if (user.HasClaim(x => x.Type == ClaimTypes.StateOrProvince
&& x.Issuer == "RemoteClaims" && x.Value == "DC")
&& user.HasClaim(x => x.Type == ClaimTypes.Role
&8& x.Value == "Employees")) {
claims.Add(new Claim(ClaimTypes.Role, "DCStaff"));

return claims;

The gnarly looking CreateRolesFromClaims method uses lambda expressions to determine whether
the user has a StateOrProvince claim from the RemoteClaims issuer with a value of DC and aRole
claim with a value of Employees. If the user has both claims, then a Role claim is returned for the DCStaff
role. Listing 15-18 shows how I call the CreateRolesFromClaims method from the Login action in the
Account controller.

CreateRolesFromClaims & —AMHREMIHEEL 775, CfEH T lambda®iz =, UK EH " 2EEA
StateOrProvincef B (Claim) , ZF R H TRemoteClaims K4T# (lssuer) , {HADC. tHAs7H
FER B Role B (Claim) , FAE NEmployees. SR P iX AN AR, IS4 iR [l —DCStaff
At IRolefE B . JE H115-18 87K T WA EAccount il 4 H i LoginZh{E H i H
CreateRolesFromClaims /7%,

Listing 15-18. Generating Roles Based on Claims in the AccountController.cs File



JEHH15-18. AAccountController.cs 7R #EF WAL ik 75 4

[HttpPost]
[AllowAnonymous ]
[ValidateAntiForgeryToken]
public async Task<ActionResult> Login(LoginModel details, string returnuUrl) {
if (ModelState.IsValid) {
AppUser user = await UserManager.FindAsync(details.Name,
details.Password);
if (user == null) {
ModelState.AddModelError("", "Invalid name or password.");
} else {
ClaimsIdentity ident = await UserManager.CreateIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);
ident.AddClaims(LocationClaimsProvider.GetClaims(ident));
ident.AddClaims(ClaimsRoles.CreateRolesFromClaims(ident));
AuthManager.SignOut();
AuthManager.SignIn(new AuthenticationProperties {
IsPersistent = false
}, ident);

return Redirect(returnurl);

}

ViewBag.returnUrl = returnUrl;

return View(details);

| can then restrict access to an action method based on membership of the DCStaf+ role. Listing 15-19
shows a new action method | added to the Claims controller to which | have applied the Authorize
attribute.

SRIG AT LARRIEDCS taf A R BL, SRR — DB E TRV 1) . 5 815-1948 7R [ fECLaims &
SR —ASE R BE L, BRIk EC&IiEH T Authorizel T i@t

Listing 15-19. Adding a New Action Method to the ClaimsController.cs File
JEH15-19. 7ClaimsController.cs X 14 H1 50— N Hr 950 1F 7772

using System.Security.Claims;
using System.Web;

using System.Web.Mvc;

namespace Users.Controllers {

public class ClaimsController : Controller {



[Authorize]
public ActionResult Index() {
ClaimsIdentity ident = HttpContext.User.Identity as ClaimsIdentity;
if (ident == null) {
return View("Error", new string[] { "No claims available" });
} else {

return View(ident.Claims);

[Authorize(Roles="DCStaff")]
public string OtherAction() {

return "This is the protected action";

Users will be able to access OtherAction only if their claims grant them membership to the DCStaff
role. Membership of this role is generated dynamically, so a change to the user’s employment status or
location information will change their authorization level.

REHPRAEY (Claims) &M ZDCStaf AR, amiEREV MotherActionshff. 1%
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15.3.3 Authorizing Access Using Claims
15.3.3 fEFFEH (Claims) AL H

The previous example is an effective demonstration of how claims can be used to keep authorizations
fresh and accurate, but it is a little indirect because | generate roles based on claims data and then enforce
my authorization policy based on the membership of that role. A more direct and flexible approach is to
enforce authorization directly by creating a custom authorization filter attribute. Listing 15-20 shows the
contents of the ClaimsAccessAttribute. cs file, which | added to the Infrastructure folder and used
to create such a filter.

HI T PR 7~ A S8R 1 AnfrT A A B (Claims) SRERFEFTEEFIAERA IR, (HA SAKEE, FARE
WA (Claims) B RAR T A, S5 REIFRRPCRISEE T A O . —DNEEE RGN
e HAR R AL, HA R A — A B € AU IR E B I . 15 515-200 R 1

ClaimsAccessAttribute.csXHHINE, K ESHINEInfrastructure XX dr, FFHE MR TiX
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Listing 15-20. The Contents of the ClaimsAccessAttribute.cs File
JEH15-20. ClaimsAccessAttribute.cs X 1HHT A 25

using System.Security.Claims;
using System.Web;

using System.Web.Mvc;

namespace Users.Infrastructure {

public class ClaimsAccessAttribute : AuthorizeAttribute {

public string Issuer { get; set; }
public string ClaimType { get; set; }
public string Value { get; set; }

protected override bool AuthorizeCore(HttpContextBase context) {
return context.User.Identity.IsAuthenticated
&& context.User.Identity is ClaimsIdentity
&& ((ClaimsIdentity)context.User.Identity).HasClaim(x =>

x.Issuer == Issuer && x.Type == ClaimType && x.Value == Value

)5

The attribute | have defined is derived from the AuthorizeAttribute class, which makes it easy to
create custom authorization policies in MVC framework applications by overriding the AuthorizeCore
method. My implementation grants access if the user is authenticated, the IIdentity implementation is an
instance of ClaimsIdentity, and the user has a claim with the issuer, type, and value matching the
class properties. Listing 15-21 shows how | applied the attribute to the Claims controller to authorize access
to the OtherAction method based on one of the location claims created by the
LocationClaimsProvider class.

T W IEAEMEEIRA: T AuthorizeAttributeds, @I HEEAuthorizeCorel7ik, RAESTE
MVCHEZE B IR 7 o B [ 78 SRR o AEIXANSEIL T, 25 7 2 SNIER) . HITdentitySEHL2
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Listing 15-21. Performing Authorization on Claims in the ClaimsController.cs File

JEH15-21. 7ClaimsController.cs X175, 172 1 7 B HTEE Y

using System.Security.Claims;



using System.Web;
using System.Web.Mvc;

using Users.Infrastructure;

namespace Users.Controllers {

public class ClaimsController : Controller {

[Authorize]
public ActionResult Index() {
ClaimsIdentity ident = HttpContext.User.Identity as ClaimsIdentity;
if (ident == null) {
return View("Error", new string[] { "No claims available" });
} else {

return View(ident.Claims);

}

[ClaimsAccess(Issuer="RemoteClaims", ClaimType=ClaimTypes.PostalCode,
Value="DC 20500")]
public string OtherAction() {

return "This is the protected action";

My authorization filter ensures that only users whose location claims specify a ZIP code of DC 20500 can
invoke the OtherAction method.

XA IE RS Ae 1 O XA Hb 75 B (Claim) fRHIEZ 9DC 20500/ 1 7 4 Rl ROtherActionrik.

15.4 Using Third-Party Authentication
15.4 RS =J7\E

One of the benefits of a claims-based system such as ASP.NET Identity is that any of the claims can come
from an external system, even those that identify the user to the application. This means that other systems
can authenticate users on behalf of the application, and ASP.NET Identity builds on this idea to make it simple
and easy to add support for authenticating users through third parties such as Microsoft, Google, Facebook,
and Twitter.

BT HEUIRS, WASP.NET Identity, RIEFALZ — AR A WIS Lok B T-AME R %8, B RHH - bx
B IR LE R 1] X R oAt R 40 il RS R FH AR P R GIER 7, TTASP.NET Identity 5t 2 57
TEXAEI AR 2 b, {2 RS ] SR 17 7 8 MR I 28 =07 VGIE I P R SCHRF,  Wifd3K . Google. Facebook.

TwitterZs,

There are some substantial benefits of using third-party authentication: Many users will already have an
account, users can elect to use two-factor authentication, and you don’t have to manage user credentials in



the application. In the sections that follow, I'll show you how to set up and use third-party authentication for
Google users, which Table 15-8 puts into context.

RS =7 AIER — S se bR arab: P2 A AR TS FH AT DUE SR U FIAIE . FRA DA TE
IR e g B P AR SRS . AERLR /NI, RS AT Y Google I 7 S IR A 56 =T IE, 3£
15-8fiiik | FHFHIEIE -

Table 15-8. Putting Third-Party Authentication in Context
7#15-8. =7 i iFIgH

Question Answer
i) R 1%
What is it? Authenticating with third parties lets you take advantage of the popularity of
M4 RS =5 IAIE? companies such as Google and Facebook.

25 = T INEERBERS R IR AT A7, GoogleflIFacebook, AL .
Why should | care? Users don’t like having to remember passwords for many different sites. Using
VRS N a provider with large-scale adoption can make your application more

appealing to users of the provider’s services.

PR B AV 2 A [E sl 1 14 o P DRV BTG 92 F) 42 (46 28 TR i)
I8 AR Fr SV 5 A SR (88 AR 55 IR 7 o

How is it used by the MVC framework?  [This feature isn’t used directly by the MVC framework.

U] 7E MV CHE 2 H £ Y ' ? XA AN Bz HMVCHESAE A 1 Re i

Note The reason | have chosen to demonstrate Google authentication is that it is the only option that
doesn’t require me to register my application with the authentication service. You can get details of the
registration processes required at http://bit.ly/1cqLTrE.

Ron: EFBTRGoogle N IER IR, TR ME— AT EAEHVIE RS H S AR A R AR
WIE AR S VE ML FE 40T, 1S i http://bit.ly/1cqLTrE .

15.4.1 Enabling Google Authentication
15.4.1 j3H Google I\iE

ASP.NET Identity comes with built-in support for authenticating users through their Microsoft, Google,
Facebook, and Twitter accounts as well more general support for any authentication service that supports
OAuth. The first step is to add the NuGet package that includes the Google-specific additions for ASP.NET
Identity. Enter the following command into the Package Manager Console:

ASP.NET Identity’7 f5 I8 1 Microsoft. Google. Facebookl\ X Twitterllk SI\iEH AN & F, FFHXT
SCHFOAUth VIR IR 55 BT Bk 1) S Rf o 85— P BRI INuGet 1, A H &4 il T-ASP.NET Identity
)Google® 4. 1ETE “Package Manager Console (FLEHEZSEHIG) 7 hmANLL T4

Install-Package Microsoft.Owin.Security.Google -version 2.0.2
There are NuGet packages for each of the services that ASP.NET Identity supports, as described in Table
15-9.

X F-ASP.NET Identity 3 F5 1 5F —F il 55 &R A AR (INuGet &, 418 15-9F7R .

Table 15-9. The NuGet Authenticaton Packages


http://bit.ly/1cqLTrE
http://bit.ly/1cqLTrE
http://bit.ly/1cqLTrE

#15-9. NuGet A 1iF £

Name Description
B2y N #R
Microsoft.Owin.Security.Google Authenticates users with Google accounts
FH Googlelli5- A iEH F
Microsoft.Owin.Security.Facebook Authenticates users with Facebook accounts
FH Facebooki 5 A iEFH 7
Microsoft.Owin.Security.Twitter Authenticates users with Twitter accounts
H Twitter K= EH] &
Microsoft.Owin.Security.MicrosoftAccount | Authenticates users with Microsoft accounts
FMicrosoftlik*5-IAIE A F
Microsoft.Owin.Security.OAuth Authenticates users against any OAuth 2.0 service
HRAEAE—OAuth 2.0/ 55 AIEFH 7

Once the package is installed, | enable support for the authentication service in the OWIN startup class,
which is defined in the App_Start/IdentityConfig.cs file in the example project. Listing 15-22 shows
the change that | have made.

— B2 de TIXAML, E A LAEOWINSS 328 8 F L IHAUE AR 55 I SRR, TR 328 10 e AR~ 491155 H 1)
App_Start/IdentityConfig.cs3(ffr. JEH15-228 7R T iz L.

Listing 15-22. Enabling Google Authentication in the IdentityConfig.cs File
JEH#15-22. #ldentityConfig.cs X 171 /5 HiGoogle A 1iF

using Microsoft.AspNet.Identity;
using Microsoft.Owin;

using Microsoft.Owin.Security.Cookies;
using Owin;

using Users.Infrastructure;

using Microsoft.Owin.Security.Google;

namespace Users {
public class IdentityConfig {
public void Configuration(IAppBuilder app) {

app.CreatePerOwinContext<AppIdentityDbContext>(AppIdentityDbContext.Create);
app.CreatePerOwinContext<AppUserManager>(AppUserManager.Create);
app.CreatePerOwinContext<AppRoleManager>(AppRoleManager.Create);

app.UseCookieAuthentication(new CookieAuthenticationOptions {
AuthenticationType = DefaultAuthenticationTypes.ApplicationCookie,
LoginPath = new PathString("/Account/Login"),

1)

app.UseExternalSignInCookie(DefaultAuthenticationTypes.ExternalCookie);



app.UseGoogleAuthentication();

Each of the packages that | listed in Table 15-9 contains an extension method that enables the
corresponding service. The extension method for the Google service is called UseGoogleAuthentication,
and it is called on the TAppBuilder implementation that is passed to the Configuration method.
TS9P AR B R A J FHAH R IR ST B9 Fe T2 Fl T Google IR 55 14T & I A 44 7N
UseGoogleAuthentication, BilidfEi#sConfiguration 5L IAppBuilder LBl HEAT A

Next | added a button to the Views/Account/Login.cshtml file, which allows users to log in via
Google. You can see the change in Listing 15-23.
TP EEViews/Account/Login. cshtml XA INI— %4, 1B P REIE L Google#H 1T 5 5 .
P HIAE BN 515-23 T

Listing 15-23. Adding a Google Login Button to the Login.cshtml File
JEH15-23. 7login.cshtml X174 IGoogle &R 154

@model Users.Models.LoginModel
@{ ViewBag.Title = "Login";}
<h2>Log In</h2>

@Html.ValidationSummary ()

@using (Html.BeginForm()) {

@Html.AntiForgeryToken();
<input type="hidden" name="returnUrl" value="@ViewBag.returnuUrl" />
<div class="form-group">

<label>Name</label>

@Html.TextBoxFor(x => x.Name, new { @class = "form-control" })
</div>
<div class="form-group">

<label>Password</label>

@Html.PasswordFor(x => x.Password, new { @class = "form-control"” })
</div>

<button class="btn btn-primary" type="submit">Log In</button>

@using (Html.BeginForm("GoogleLogin", "Account")) {
<input type="hidden" name="returnUrl" value="@ViewBag.returnurl” />

<button class="btn btn-primary" type="submit">Log In via Google</button>

The new button submits a form that targets the GooglelLogin action on the Account controller. You



can see this method—and the other changes | made the controller—in Listing 15-24.
Bric L —NERE, HirZAccount#hil#H MGoogleLogindifE. WM H.15-24F F BiZ% )%,
LB AE AR il 2% b BT 0 ARz 2

Listing 15-24. Adding Support for Google Authentication to the AccountController.cs File
JB#15-24. 7FAccountController.cs X 1471/ lliGoogle A iiF % 7

using System.Threading.Tasks;

using System.Web.Mvc;

using Users.Models;

using Microsoft.Owin.Security;

using System.Security.Claims;

using Microsoft.AspNet.Identity;
using Microsoft.AspNet.Identity.Owin;
using Users.Infrastructure;

using System.Web;
namespace Users.Controllers {

[Authorize]

public class AccountController : Controller {

[AllowAnonymous ]
public ActionResult Login(string returnurl) {
if (HttpContext.User.Identity.IsAuthenticated) {

return View("Error", new string[] { "Access Denied" });

ViewBag.returnUrl = returnUrl;

return View();

[HttpPost]
[AllowAnonymous ]
[ValidateAntiForgeryToken]
public async Task<ActionResult> Login(LoginModel details, string returnUrl) {
if (ModelState.IsValid) {
AppUser user = await UserManager.FindAsync(details.Name,
details.Password);
if (user == null) {
ModelState.AddModelError("", "Invalid name or password.");
} else {
ClaimsIdentity ident = await UserManager.CreateIdentityAsync(user,

DefaultAuthenticationTypes.ApplicationCookie);



ident.AddClaims(LocationClaimsProvider.GetClaims(ident));

ident.AddClaims(ClaimsRoles.CreateRolesFromClaims(ident));

AuthManager.SignOut();

AuthManager.SignIn(new AuthenticationProperties {
IsPersistent = false

}, ident);

return Redirect(returnurl);

}

ViewBag.returnUrl = returnUrl;

return View(details);

[HttpPost]
[AllowAnonymous ]
public ActionResult GoogleLogin(string returnurl) {

var properties = new AuthenticationProperties {

RedirectUri = Url.Action("GoogleLoginCallback",
new { returnUrl = returnurl})
}s
HttpContext.GetOwinContext().Authentication.Challenge(properties, "Google");

return new HttpUnauthorizedResult();

[AllowAnonymous ]
public async Task<ActionResult> GoogleLoginCallback(string returnurl) {
ExternalLoginInfo loginInfo = await AuthManager.GetExternalLoginInfoAsync();
AppUser user = await UserManager.FindAsync(loginInfo.Login);
if (user == null) {
user = new AppUser {
Email = loginInfo.Email,
UserName = loginInfo.DefaultUserName,
City = Cities.LONDON, Country = Countries.UK
}s
IdentityResult result = await UserManager.CreateAsync(user);
if (!result.Succeeded) {
return View("Error", result.Errors);
} else {
result = await UserManager.AddLoginAsync(user.Id, loginInfo.Login);
if (!result.Succeeded) {

return View("Error", result.Errors);



ClaimsIdentity ident = await UserManager.CreateIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);
ident.AddClaims (loginInfo.ExternalIdentity.Claims);
AuthManager.SignIn(new AuthenticationProperties {
IsPersistent = false }, ident);

return Redirect(returnUrl ?? "/");

[Authorize]
public ActionResult Logout() {
AuthManager.SignOut();

return RedirectToAction("Index", "Home");

private IAuthenticationManager AuthManager {

get {
return HttpContext.GetOwinContext().Authentication;

private AppUserManager UserManager {

get {
return HttpContext.GetOwinContext().GetUserManager<AppUserManager>();

The GooglelLogin method creates an instance of the AuthenticationProperties class and sets
the RedirectUri property to a URL that targets the GooglelLoginCallback action in the same controller.
The next part is a magic phrase that causes ASP.NET Identity to respond to an unauthorized error by
redirecting the user to the Google authentication page, rather than the one defined by the application:
GooglelLoginfkf# T AuthenticationPropertiesZ i —ANsEH, }??ﬂRedirectUriEﬁﬁtﬁiﬁi]’
—ANURL, H HipNFE—#EH 2 GoogleLoginCallbackshfE. F—ANE4 72— MPar e, #it
W HE 7] 3 Google A AIE TUTHT, 117 AN S FH AR T € S VIE BT LtASP.NET Identity X ARFZAL )4
TRAEAT W«

HttpContext.GetOwinContext().Authentication.Challenge(properties, "Google");

return new HttpUnauthorizedResult();



This means that when the user clicks the Log In via Google button, their browser is redirected to the
Google authentication service and then redirected back to the GooglelLoginCallback action method once
they are authenticated.

KEWE, M i Googlet BT B I, I Vi 25 4 H E [ B Google MIAE RSy, — BAETRE
IFZ 5, {84 E 7 FlGoogleLoginCallbackEE J7 ik,

| get details of the external login by calling the GetExternalLoginInfoAsync of the
TAuthenticationManager implementation, like this:
P A 1AuthenticationManagerSEHlffGetExternalLoginInfoAsync i ik, IR T 40 sx
HI4E™T, R PR

ExternalLoginInfo loginInfo = await AuthManager.GetExternalLoginInfoAsync();

The ExternallLoginInfo class defines the properties shown in Table 15-10.
ExternalloginInfo&E X 1JE MWK 15-107K:

Table 15-10. The Properties Defined by the ExternalLogininfo Class
#15-10. Externallogininfo 2517 & X 1 /& 1+

Name Description
R R
DefaultUserName Returns the username
i[5 44
Email Returns the e-mail address
1 [F] E-mail i ik
ExternalIdentity Returns a ClaimsIdentity that identities the user
IR Al AR IRIZ A P fIClaims Identity
Login Returns a UserLoginInfo that describes the external login
IR [F] R AN & K [ User LoginInfo

| use the FindAsync method defined by the user manager class to locate the user based on the value of
the ExternallLoginInfo.Login property, which returns an AppUser object if the user has been
authenticated with the application before:
BALEH T HAH P EHSERE LKFindAsyncdiik, DMERIEEXternalloginInfo. Login/@EME XA~ T
SENL, WP 2 iER AR OEINE, ZEtEsikE—NMAppUserit % :

AppUser user = await UserManager.FindAsync(loginInfo.Login);

If the FindAsync method doesn’t return an AppUser object, then | know that this is the first time that
this user has logged into the application, so | create a new AppUser object, populate it with values, and save
it to the database. | also save details of how the user logged in so that | can find them next time:

WRFindAsync LR FIFIA R AppUserXt &, I FRAFENTE X 2 H F E OE KN HET, T RE]E
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result = await UserManager.AddLoginAsync(user.Id, loginInfo.Login);

All that remains is to generate an identity the user, copy the claims provided by Google, and create an
authentication cookie so that the application knows the user has been authenticated:
Pl Ty FtE R AEBOZH P B IR T, #5 DlGoogled &L B (Claims) , F4IE —/MAiECookie, LA
e 87 A 5 3 e P A :

ClaimsIdentity ident = await UserManager.CreatelIdentityAsync(user,
DefaultAuthenticationTypes.ApplicationCookie);
ident.AddClaims (loginInfo.ExternalIdentity.Claims);

AuthManager.SignIn(new AuthenticationProperties { IsPersistent = false }, ident);

15.4.2 Testing Google Authentication
15.4.2 WX Google AiE

There is one further change that | need to make before | can test Google authentication: | need to
change the account verification | set up in Chapter 13 because it prevents accounts from being created with
e-mail addresses that are not within the example.com domain. Listing 15-25 shows how | removed the
verification from the AppUserManager class.

TEM X Google\ilE 2 FIiE 75 B — A& ok . 77 BUE R 135 Frd a7 1K -5 5840 , NEAS it ¥rexample.com
2 A E-mail b B IK 5 . 1§ H15-25 80K [ W EAppUserManagerE IR IX FhERIE .

Listing 15-25. Disabling Account Validation in the AppUserManager.cs File
JEH15-25, -AppUserManager.cs X 17180 Ik 545 1iF

using Microsoft.AspNet.Identity;

using Microsoft.AspNet.Identity.EntityFramework;
using Microsoft.AspNet.Identity.Owin;

using Microsoft.Owin;

using Users.Models;

namespace Users.Infrastructure {

public class AppUserManager : UserManager<AppUser> {

public AppUserManager(IUserStore<AppUser> store)

: base(store) {


http://example.com/
http://example.com/
http://example.com/

public static AppUserManager Create(
IdentityFactoryOptions<AppUserManager> options,

IOwinContext context) {

AppIdentityDbContext db = context.Get<AppIdentityDbContext>();

AppUserManager manager = new AppUserManager(new UserStore<AppUser>(db));

manager.PasswordValidator = new CustomPasswordValidator {
RequiredLength = 6,
RequireNonLetterOrDigit = false,
RequireDigit = false,
RequirelLowercase = true,
RequireUppercase = true

1

//manager.UserValidator = new CustomUserValidator(manager) {
// AllowOnlyAlphanumericUserNames = true,

// RequireUniqueEmail = true

/1};

return manager;

Tip you can use validation for externally authenticated accounts, but | am just going to disable the
feature for simplicity.

Rz AT DU AN COAEK S BOSGIE, (HIX B T Rith, BOE 17X 4k

To test authentication, start the application, click the Log In via Google button, and provide the
credentials for a valid Google account. When you have completed the authentication process, your browser
will be redirected back to the application. If you navigate to the /Claims/Index URL, you will be able to see
how claims from the Google system have been added to the user’s identity, as shown in Figure 15-7.

AT IRGAE, BN, B s “LogInvia Google (Bt Google®s%) ” %41, FFHEALAE M
GooglelK 5 i . HRTEM INUEILRRI, 0 U8 &K 4 3 ) ol B2 AR e o 2R3 $/Claims /Index
URL, fHRENEHE 55K [ Google RG] (Claims) , OB HIFRRG T, WE1s-7/7R.



LS E) @ http://localhost:15282/Claims/
& Claims

Claims

Subject Issuer Type Value

AdamFreeman  LOCAL AUTHORITY  SecurityStamp 728¢16f0-f076-4ee6-a87e-5abab20bc322
AdamFreeman  LOCAL AUTHORITY identityprovider =~ ASP.NET Identity

AdamFreeman  Google Email testuser@gmail.com

AdamFreeman  Google GivenName Adam

AdamFreeman  LOCAL AUTHORITY  Name AdamFreeman

AdamFreeman  Google Name Adam Freeman

AdamFreeman  LOCAL AUTHORITY Nameldentifier 1dd14357-bf72-4857-ac08-5356bb3048bc

AdamFreeman  Google Nameldentifier ~ https://www.google.com/accounts/o8/id?...

AdamFreeman  Google Surname Freeman

Figure 15-7. Claims from Google
& 15-7. [ Google /1774 (Claims)

15.5 Summary
15.5 /N&;

In this chapter, | showed you some of the advanced features that ASP.NET Identity supports. |

demonstrated the use of custom user properties and how to use database migrations to preserve data when
you upgrade the schema to support them. | explained how claims work and how they can be used to create
more flexible ways of authorizing users. | finished the chapter by showing you how to authenticate users via
Google, which builds on the ideas behind the use of claims.
A E A RN T ASP.NET Identity I SCRFI— S8 im R . TR 7 B € CH PR YRR R, IR 1727
TACHE SRR, T A B P A% R P Bidts . FRARE 1 A ] (Claims) FZCAEMLS, DA S ARy AT
T s RGP A7 e a1 it Google AT INIESS R AR, X B AE(EHA
B (Claims) [JEAEIEA 2 BT,

And that is all | have to teach you about the ASP.NET platform and how it supports MVC framework
applications. | started by exploring the request handling life cycle and how it can be extended, managed, and
disrupted. | then took you on a tour of the services that ASP.NET provides, showing you how they can be
used to enhance and optimize your applications and improve the experience you deliver to your users. When
writing MVC framework applications, it is easy to take the ASP.NET platform for granted, but this book has
shown you just how much low-level functionality is available and how valuable it can be. | wish you every
success in your web application projects, and | can only hope you have enjoyed reading this book as much as
| enjoyed writing it.
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