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18.1.1 BEEFEEH#HE

7£ Windows Vista £l Windows Server 2008 fix A, =H{h H &I ThAERL 5155 T
KEHGHEE 38 . @it $ FH Get-EventLog cmdlet A LLAF & FH A H BN Z, TR M
A GetEventLogs.ps1 f{4CHS

Get-EventLog -List

A AT SR LR BT SR A i e, S edE A S E B R i
A DA ARARITE i RIS S B, I 18-2 R,
(% v stcaors CATR etons

IPS C:\PowerShell> .“GetEventlogs.psl

Max(K> Retain OverflowAction Entries Name
512 ? 0lder 1.288 Application
512 7 OverwriteOlder @ Internet Explorer
512 ? OveruriteQlder B Security
512 7 Overurite0lder 2,352 System

15.36@ @ OverwriteAsNeeded 465 Windows PowerShell

P8 C:\PowerShell>

18-2 EHHFEEER
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18.1.2 EWEH#HHEE

i FH Get-EventLog-list &) 4 AT THENLMFEHES, FTLMEH Get-EventLog
PG ) H &, AT UK S H S AR Et4: Get-EventLog cmdlet.
GetApplicationEventLog.ps1 A K ACHS 4n T

Get-EventlLog application

CATZIA R R E H AR E, WK 18-3 Fis.
e —————

[PS C:\PouerShell> .\GetApplicationEventLog.ps1

Index Time EntryType Source InstancelD Message

11 71 B 12 19:38 Inf

10 L F 12 19:38 Erw taller 11316

B 12 19:23 Ervor

H 12 19:23 Infornation Ci 1073745961 4

F 12 19:28 Infornation n.un.tane. 11707 Pr ..
H 12 19:28 Information Msi 1ler 11728 Product.
H 12 19:18 Error .NET Runtlme 1823

H 12 19:16 Information FivebirdGuardianD. ..

B 12 19:16 Information McLogEvent 1l?3745824 =

H 12 19:16 Information SecurityCenter

F 12 19:14 Warning Usereny 1u73743341

2
8
?
6
5
4
3
2
1

tHIHIHkHWthHtHM

[PS C:“\PowerShell>

18-3 FEHEMAR

HEEERATERENRGHE, 282 N2, NTHRIERMNGEE, &
B I N

(D) B seA

B4 N “WriteAppLogToText.ps1” A S H 7 1145 5 31 H & SCA S,
HARL R

Get-EventLog application >C:\PowerShell\Applog.txt

A R SCAS S A R U 18-4 i, HibRAE e B H &, B R AT E i
PN SN

TEg REQ RLQ FEy BRE

Index Tine E
1A 12 19230 ation Wsilnstaller 1725 e Rl
1w HH 12 19:30 v Hsllns:aller 1316 P Bul...
o B H 12 19:23 or LNET time Opti... 1101 HET N
8 fH 12 19:29 In(or‘l\atinn ci
7 R 12 19:20 Formation Hsilnstalle
6 fLH 12 19:20 Inrornannn nsllnstauer
5 BLH 12 19:18 or Runtime
W EH 12 19316 Infornation FirebirGusrdiond. ..
8 EH 12 1916 Infornation HelogEvent
2 £H 12 19:16  Infornation SecurityCenter
T EH 12 19514 Warning  Userens

[ 18-4 E£WMHIXAXHAR
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i ] LU switch i A A OE ) R0k A R IR I RN A, AR
switchAppTextLog.ps1 ff FHIX Fh 777 BE H &, HACRS a1 F

$AppLog = “C:\PowerShell\Applog.txt” $e=$i=$w=0
Switch -wildcard —file $AppLog{
“*error*” {$e++}

“*info*"” {$i++}

“*warn*” {$w++7}

5

Write-Output *

$AppLog Contain following:
Errors $e

Warning $w

Information $i

AT R & 18-5 Fiors.

C:\VINDOWS\systen32\V
-N\switchAppTextLog.psl

ell\Appleg.txt Contain fellowing:

& 18-5 HMITHER
(2) #HrHF) XML S

B HESH Y XML U F AL H Export-Clixml, iX B {# ] Get-EventLog cmdlet
faE ZRU S H B, HEER H G4 R L8845 Export-Clixml cmdlet.
{8 FH Export-Clixml cmdlet 12435 & PR A5 H I XML SO #6842, B AR TR a8 5L
PRI R AR IA AR NP2 R AR R, W 18-6 Ak,

C:\FINDO¥S\systen32\¥:

611> Get-EventLog Application |
xnl —Path c:\loghapplog.xnl —depth 2

[ 18-6 IFRZHEHEE XML X hisE
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FEGRIA K2, 76 Windows Vista A1 Windows Server 2008 11, V&4 $2 7B FR i
P FEAE RS XRE F R BN EXFEL T, FFEEGERER R L%
BORA et H E S RAAEH . WREEERTFHE, WALRABIR. EfEH
HEAEE S (Eventvwrexe) T HiEE 224 HER, F5ERAHPIKSHIR (UAC).,
Py i) 224 H B TR B2 4 A b 035 seSecurityPrivilege 5780, BRIMEML T, HAEH
G EH )R8 R RT DAIRAS AR, PRI A 75 G AR AR f5 3847 . S ] BRI 7 VA
G — M EF 1) Windows PowerShell FiE#2, ity BUbR 4 Bl fE s B pE e s rp
1) “isAT a7 I FEFT TR UEHE F A N R KT R, BT DU B A
PYIZAT 2471 PowerShell iEF2

B4 N “WriteAppLogToXml.ps1” HIEIA, K HES AN XML XfHFH, K5
R

Get-EventlLog application | Export-Clixml —Path C:\PowerShell\applog.xml| —-Depth 2

BHNJEATLME Excel $TIFZ30 M. 77 Zdld e b i) “Hdls” | “XML” | “ %
N7 UL H B NRSCH, N S AEEE” R HE kR “ I TAE
RPH) XML FIZR” k. BEJ5 Excel 2l — B e fe, R b BoR A A.
ERFZ RIS AFRIEAEEM H L PR 7B, XA R R ARSI n "8 ns:1”,
A A TR WREE S FIEIEEAE R, WS BB RS,
Kl 18-7 Fiir.

D Microzaft Excel | Hookl TEx
g rhp sEEp WY WAD KR TAD SEQ S0D EBE  sdkenr -oex
DEdlR a8 o fes s -[Elrn EEEE D% 0 A FEE @A
nmE]
1 - £ nsl:S
- iy
1 [Version [=/Refld [=Refld2 [=[nsl:T
| 2 b0 a
| 8 fio ]
a f.i0.1 ]
S 101 a
|6 fio.1 ]
| 7 pi.01 1]
8 fio1 ]
o fio [
0h.1.01 o
111 f10.1 a
12 10,1 a
113 J.1.0.1 0
14 fi.1.0.1 [
16 h.1.0.1 a
116 fi.1.0.1 0
it 101 a
118 J.1.0.1 0
19 f1.1.0.1 [
|20 f.1.0.1 a
(2 h1o.1 0
22 J1.1.0.1 [
Zp.1.0.1 0
W4 b VN et {Sheetd {Shesta ]
[T} &E

B 18-7 ¥ xml R RFHEFAN Excel &R

18.1.3 BEASBH#HZE

PowerShell 5 N\ Z 44 H &2 6E1RA A, Windows Vista 1 Windows Server 2008
S H SR T 2R R g R ARSI ThRE . B .NET Framework (1)
System.Diagnostics.EventLog 2§, BIFIRHE B 5 ANBUEG M HE (RIRSG . NHEF,
L4 . ANERTUAIE EH S HE, R HES A,
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(1) BUzERIR

FE G HEZRT, AR, AR e H S T DO AR
Pk RFHUUIRFRZE G ANSZARIT S A S, AnEd EtE . EedRils,
T EDY HEX BB RRIRS A H SR, ARHREEEANEL

B —A 4N “WriteToAppLog.psl” [FIASK LB AN ThEE, AREGWT, /&
PR AR 25 A S 16 -

if(![system.diagnostics.eventlog]::sourceExists("ps_script"))

{

$applog = [system.diagnostics.eventlog]: :CreateEventSource("ps_script","Application")

5

$applog = New-Object system.diagnostics.eventlog("application",".")
$applog.source = "ps_script"

$applog.writeEntry("test for script write applog")

TEAZ AR i A SR8 7 2 et e 2 7 O SUSKRIEFF B T FHEE, R
TR EPATIEIZH . TERIREA € TGO T T AR, RITESRIEA AR A 1
LN A — MR E RIR A RIR. BT EIA+ A system.diagnostics.eventlog 25 (1)
SourceExist A T IEHIWERIE TAFAE, TS AN THEMBANE 5. R
FEALELE, MFEQ . 7218 H CreateEventSource J7Et, W45 & KU f B
PR BNZORIF I S H B 44K

188 LFEAE R G, 7 LAME A New-Object cmdlet €)% F4E H & fsefil. 78 i
AR, {5 28 E$applog f#:47 Hi New-Object cmdlet 35 [ (R [A] % R 44 5. 76
Fl1% cmdlet i 75 2245w H & R ETHEAUN 2. £ Bmp A, MR EA
THEANMHE. A8 O R Uuit BN PREE T .

— B 1E$Applog H &R T RN HEF HERSIH, 7R ZEH Source &k
# ps_script SRIRTE B %A R, SR)5 M WriteEntry J5 1K N 28 5 N\ B M HFE A H
Ho FHMAEIITE S ARG HEFHHHFid KW 18-8 fivn, fEHHEER TR
IR 7R 18-9 AR

O5rEy
@ w EFW® =10 1] LRIE
paad HRiE &5 k] B BrERER
e AEFER 2 BFfG): TOEESHE FiEG):  psseript +
B HESE ) ES ) aié] i % sEW: wores #AE:  F
= RBLE O 2008-5-13  10:07:25  ps_script x HBE): 58 Bk @) 0 +
[} f?;é% QEz 2009-5-13  8:38:21 FET Runtine x BPW: wk
o B @DER 2008-5-12  19:30:05  MsiTnstaller x HEA @ P
Internet Bolorer | gpuig 2009-5-12  19:30:04  MsiInstaller £
et am
e Qg 2009-5-12  19:23:55 . NET Runtime Opti % it @
Vindors PorerShell | PTEE 2008-5-12  19:23:30  Ci CI Ter test £ t write spplog
FEETHRE DR 20089-5-12  19:20:44  Msilnstaller x .
HE P (] 2009512 19:20:28  Msilnstaller % BXEEER, WSHE
e AR Qi 2009-5-12  19:18:20  FET Runtime x http exosoft. con/felink/events. asp FIRSRIAIZFFT
BEEES DER 2009-5-12 19:16:18  FirebirdGuardianl, 7 Lie
= S DfER 2009-5-12 19:16:16  McLogEvent &
ABEERE DrEe 2009-5-12  19:16:07  SecurityCenter %
BRI Azs 2009-5-12  19:14:04  Userenv %
BEEE
B RETEAERF
< >
= =+ > oo == .
18-8 BARGHEFHIHICR B 189 AEHEFHRPETHAE
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(2) K cmdlet ¥kt Py DR A7 21 H &

HTHIE H S G N FAF R VA Rk LA 3, (HAIARZWZ A&,
LA WriteToAppLog.psl R JAIAS (RS AT 15 DL M IS AT /2 5 I 45 R 5 N H
& 100 e R R AN R IR A .

T AL AT DM X PR AE 25 N B F4 0 B A 75RO A7 PowerShell 48RS )
BATER . N TR WML RS R E AR MR B &Y, ddidsds e
[AIZEREE THEAL ST R, A5 20 U8 M e A 0 22 PR SR — F 3Rk, B3
45 “WriteProcessToAppLog.psl” HIEIZA, HACH M.

$strProcess = Get-WmiObject win32_process |

select-object name | Out-String

if(![system.diagnostics.eventlog]: :sourceExists("ps_script"))

{

$applog = [system.diagnostics.eventlog]: :CreateEventSource("ps_script","Application")
3

$applog = New-Object system.diagnostics.eventlog("application",".")

$applog.source = "ps_script"

$applog.writeEntry($strProcess)

Z A3 F Get-WmiObject cmdlet X Win32_process 25473 A WMI 7 i),
KRR — N RES, Hh A A RN EER A E R Tk
IR [l B8R, AT LU Select-Object i 75 Z AR, XFESRAE 45 ks
#& H % X Windows PowerShell 5t % . N T K5 B N7/, 7 EA4E A
Out-String cmdlet. 1 7] PA{iE FH 4 A System. Diagnostics.EventLog ”[].NET Framework
Z5 () WriteEntry J5 K E 55 7E $strProcess A8 & H (12836 Fh I i RE S AR B o - 75 3

PATJE SR H S @A 18-10 .

BHHEIRER

B#Aca):  2009-5-13 FB(E):  ps_seript +
BHE ) 15:00:11 ERIGR): X J
EHE): ER T 100D 0 +
RAw: ®h
LHEHL @) FUHT

i @

~

name

System Idle Process

System

inlegon =

HiE

18-10 HITHEBEAMBZE
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18.1.4 EBREHHE

BHEAEHESH AR, XML sl Ah#g =5, #ERH uéﬂﬂ%ﬁﬁﬁ&%ﬁﬁﬁ
Get-EventLog cmdlet. ANFEEH H B ARA N HARAR 2, T 75 2 A B i 2K 2
13 o8 HoAR 38 R 1) cmdlet B, A5 A4 — 1T, é%ﬁﬂﬁ*’l\% 7'3
“SearchByEventID.ps1” FIHIA, HARMLT:
Get-EventLog -LogName system | Where-Object {$_.eventID -eq 1023}
BEWRFAMHE, BT EIIE EventLogEntry X R IR . ZWRESLN
“System.Diagnostics.EventLogEntry” f%F 4, Ff HAZFRAER.NET Framework 5.
AT LM Get-Member cmdlet 2 3% 18-1 7= System.Diagnostics.EventLogEntry
X GH JE
#% 8-1 System.Diagnostics.EventLogEntry ¥ & &1t

EA s it Y
Category System.String Category {get;}
CategoryNumber System.Int16 Category {get;}
Container System.ConponementModel.ICotainer Container{get;}
Data System.Byte[] Data {get;}
entryType System.Diagnostics.EventLogEntry EntryType{get;}
Index System.Int32 Index {get;}
IndexID System.Int64 Instanceld {get;}
MachineName System.String MachineName {get;}
Message System.String Message {get;}
ReplacementStrings System.String[] ReplacementStrings {get;}
Site System.String Site {get;}
Source System.String Source {get;}
TimeGenerated System.DateTime TimeGenerated {get;}
TimeWritten System.DateTime TimeWritten {get;}
UserName System.String Source {get;}
EventID System.Object EventID {get=$this.get_EventID() —band OxFFFF;}

(1) Jiiige )@
WA Z /> Get-EventlLog cmdlet i& [F1 {5 S 4&, 7 LA Where-Object it
PEATFERX R, FHE PR H L E T2 EventlD. Source. Security

Message Text.
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(2) WEFARIE
2R Windows Installer (Windows Z228 8, A4F&EH T 32 £z Windows #:4E
Z G Windows Installer i35, AL —ANF TAFEAEA SR T B A 223805 8 3T 41
AR D IR, WA DR H S AR A R Y “ Msilnstaller” 1)
Fifko A —N 48 “FindMsiEvent.psl” A HATE A ¢ Msi %345 5 H
& DMEZIRAT IR AL, AR IR
Get-EventLog application | where-object {$_.source -like "*Msi*"}

PATEE R & 18-11 AR

11787 Pr c
11728 Pw c

IPS C:\PowerShell>

& 18-11 ITHER
(3) P E
BHEBNTHATRREES iR ZAKEFHE, NktlE—4
GetSystemLogError.psl IAHR 4 F 44 1) ™ HE i ik R g H & . P FH$StrType A2
BT BRI HE A H BRI LR, SR)5 4 Get-EventLog cmdlet £ % R4 5
FHZE, FFREFHAHENNRES . RGEEEELILZ Where-Object cmdlet i
P8, YA A S AR EAE . BRI o g, AR R

$strLog = "system"
$strType = "error"
Get-EventLog $strLog | Where-Object {$_.entryType -eq $strType}

PAT S5 RN E 18-12 Fiw.
(4) EFHEE

R HER A —Fh 7 i 2 B Rk L H B rvE BN %, wT bt
-match Z$ & Fl Where-Object cmdlet 1 A 1E ) 25 .
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Administrato

EntryType  Source

Error DCOM 3221235492
Error DCOM 3221235492
Error Service Control M... 3221232496

Error Service Control 3221232495

Error Service Control 3221232472

Error Service Gontrol M... 3221232472

Error DCOM 3221235492 -
Error Service Control M... 3221232496 Rnutlng

Error Service Control 3221232495 zvegre ...
Error Service Control 3221232472 BT
Error Service Control M... 3221232472
Error DCOM 3221235492
Error Tepip 3221229671
Error Tepip 3221229671
Error ipnathlp 32003
Error ipnathlp 32003
Error Tepip 3221229671
Error Tepip 3221229671
Error DCOM 3221235492
Error DCOM 3221235492

11817 T H ;41 Error DCOM 3221235492

& 18-12 HITHER

F & 18K Get-EventLog cmdlet AF Jil [ 45 Xt G 4% 845 Where-Object cmdlet, &
I i ES , HAPRAE T BRI R Message J& M 0S4 H BTN % . B 5 i
-match 2%t A Where-Object cmdlet £k AL FE7ESstrText & 2/ F 8, X B
RIFEH K Firebird 2085 EFTAEE . LT 2 GetMessage.psl A 14865 :

$strLog = "System"
$strText = "Firebird"
Get-EventLog -LogName $strLog | Where-Object {$_.message -match $strText}

PAT R anE 18-13 fiow.

Administrato \FINDO¥S\systen32

:16 Information Control M... 1A73748860
:16 Information ice Control M. 1873748859
:45 Information Control M. 1873748860
:45 Information Control M. 1873748859
:38 Information Service Control M. 1873748860
:38 Information Service Control M. 1873748859
:23 Information Service Control M. 1873748868
:22 Information Service Control M. 1@873748859
:17 Information Service Control M. 10873748859
:17 Information Service Control M. 1873748868
:46 Information Service Control M. 1A73748859
:46 Information Service Control M. 1073748860
:44 Information Service Control 1873748859
:44 Information e i Control M. 1A73748860
:57 Information Service Control M. 1873748859
:57 Information Servi Control M. 1873748860
:23 Information Servi Control M. 1873748868
:23 Information Service Control M. 1873748859
:15 Information Servi Control M. 1873748860
:15 Information Ser Control M. 1873748859
11398 [ E| :15 Information Service Control 1073748859

& 18-13 HITHER

18.1.5 EEEM4FE
A HEN TEE RS ANEM, Ed iR R 2T HE SR RN

N T RIS P N R N BT RS E R, Wl RO T H SRR B 28R,
(B BEGE KSR 24 T R I 1)
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(1) EFERIE
{5 R A E S R B oIS H &, ARFREEEFHAER
PR OEEM, SEIXAH #5752 H WMI 2§ Win32_NtEventLogFile.
B4y “GetlLogSources.psl” HIHIAS, HACHG I T -

$strLog = "Application"

Write-Host "The following sources are registered for the $strLog log: "n
Get-WmiObject Win32_nteventlodfile -Filter "logfilename like '%$strLog%'" |
foreach { $_.sources }

EIRACRS B B AR H A&, AT DU T Hodth H 35 . & 26 £ FH Write-Host cmdlet
gy OB B R AR 75 8, T Get-WmiObject cmdlet 25 Win32_nteventlogfile
WMI i RS B B FE F4 B E LM H4 . &5 0 H & 1L 4
ForEach-Object cmdlet LUIZEAN i HSRIFE A PR, ATEE R a1 18-14 s

18-14 HITHER

(2) BHHEAHERE

TERYRIEXN T RO HERE T, ANFEEIS e AN HE R RE RS
IRE R ANEH B R RIS € RA R EMN 24 BHEIGLT, FHHE
MIERME (LA KB AN BJERR A (CARAAAL), DA H A S b S v 0 A1
JS; ) BEAE- 5560 . E Windows Vista A1 Windows 2008 §1 = E 4541 3 ANa] LA B A7
EPH S

> DoNotOverwrite: 455 H 22 2 R 1l 0 B KB R R I A H BT, s
#2590 H AP E NI A K.

> OverwriteNeeded: 43 H B MM KIR B i R IHE .

> OverwriteOlder : X H fF H E W E I W m B ¥ & & & b
MinimumRetentionDays J& P12 & X ] 58 F 30 SR =44 H & 2,
T ELAE A A 0 L 2% 8 A 5 SRR T, D25 3 00

B T & RS H SR A S GetEventLogRetentionPolicy.psl,
FACRD T
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fl18-1 QIEATEIGRLSHEFERIABIAS

$strLog = "Application"
$objLog = New-Object System.Diagnostics.Eventlog("$strLog")
Write-Host *

The current settings on the $($objlog.LogDisplayName) file are:
max kilobytes: $($objLog.maximumKiloBYtes)

min retention days: $($objLog.minimumRetentionDays)
overflow policy: $($objLog.overFlowAction)

H-rh{# ] New-Object cmdlet £ System.Diagnostics.Eventlog 255241, 7E 61
N T EALIS IR E S HH T E R ZAH N E A4, QIR R HERR
J& i A Write-Host cmdlet % ! LogDisplayName . maximumKiloBYtes .
minimumRetentionDays A overFlowAction JE 1. 4 7505 3 T 3 A2 ] 5 1 A
KIS R, NEBEANZEHRME T (($) MEIFHESE, W
$($objLog.maximumKiloBYtes).

A AT 45 Akl 18-15 Fs .

veruriteOlder

[PS C:“PowerShell“CHAPTER18> _

18-15 HITHER

B U H SRS SRS Bt 75 B System. Diagnostics.Eventlog 283K 5231, b
i LA R LG B R ARG . ModifyOverFlowPolicy J77A T EP A2 4L, RIVHENE
44 FNBEAE FHR H T REL. 7514 E DoNotOverwrite B OverwriteAsNeeded I}, Z1& 1% 777251
K5 2 NSH

812 A SetEventLogRetentionPolicy.psl &2 H & I AERS SFmg , HARAL tnf5) 18-2
Fiw e

5 18-2 £ HAERIFHE R
function DisplayLogSettings()

{
Write-Host °

The current settings on the $($objlog.LogDisplayName) file are:
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max kilobytes: $($objLog.maximumKiloBYtes)
min retention days: $($objLog.minimumRetentionDays)
overflow policy: $($objLog.overFlowAction)

if (!$args) { ChangelLogSettings("help") }
b
function ChangelLogSettings($policy)
{ if($policy -ne "help")
{
Write-Host -ForegroundColor green "changing log policy ..."
b
switch($policy)
{
"doNotOW" { $objlog.modifyoverflowpolicy("DoNotOverwrite",-1) }
"owAsNeeded" { $objlog.modifyoverflowpolicy("OverwriteAsNeeded",-1) }
"owOlder" { $objlog.modifyoverflowpolicy("Overwriteolder",$intRetention) }
DEFAULT {
Write-Host -ForegroundColor red *
You need to specify either of the following: "n
doNotOW - do not overwrite logs
owAsNeeded - overwrite as needed
owOlder - overwrite events older than $intRetention days "n
Example: > SetEventLogRetentionPolicy.ps1 doNotOW
Sets retention policy to Do not Overwrite
Example: > SetEventLogRetentionPolicy.ps1 owAsNeeded
Sets retention policy to Overwrite as needed
Example: > SetEventLogRetentionPolicy.ps1 owOlder
Sets retention policy to Overwrite older than 30 days
Example: > SetEventLogRetentionPolicy.ps1 help
Displays this help message

exit ¥
b
b
$strLog = "application" #modify for different log
$intRetention = 30 #modify for different number of retention days

$objLog = New-Object system.diagnostics.eventlog("$strLog")
DisplayLogSettings($args)
ChangelogSettings($args)
DisplayLogSettings($args)

FEAE T E H BRI AR SRR I 7 AR s B2 IR, X2 TR
P Ei HERARNE . W SCBBR ARV P B A o H B AR 1 BRI e 1
FRER, WIATTRE. 7EMA RRI46 1k A8 S $initRetention, ERIMME N 30 B WRE FiF
H BRI RIS 21BN 30 K, 4R AR E OverwriteOlder SRBE j5 4 234 4%
FE A 4 F $objLog 48 & {447 System.Diagnostics.Eventlog 28 (s, 5 B
BIFHELIR A B IR I IX et 5, 75 2218 H DisplayLogSettings %4 .
ZERERT DLLL KB A o e H BN BB, DLR SR 7R /N B A7 B[]
LRI JE B .

288



F18F THEPC

FEHH AR TH AR B SRR H R E, AR e B A e R AR . S
FEIBAT AR R PR RS 4, MAEF help 2400 H ChangelogSetting B %4,
LS VE 4 0 75 B A5 2 8 H AN AR IR

XA IS I S B8 47+ ChangelogSetting BREL, & f# F switch 18 -A) 4 11 FE 7 1
B, RPHPREFHHEFAHEEN S, MAFTELIZERM
System.Diagnostics.Eventlog ZX[iEE. % switch 35 A] N S5 R A7 70 C B SO
$Profile /1, F /7 7E4 A\ 4 5 ICRE 2 %-donotw.. -owasneeded Az-owolder, 43715t
% T DoNotOverwrite. OverwriteNeeded Al OverwriteOlder iX 3 FhfERSEME . 40 5
PR S H A PR — NS850 MR BN ERE . X BB R E R AL
AR BE S, IXRE T AT Bh A AR IR AR 16 F P ZE AT HE B e AR A i
G B O . AN SEE AT IR BT S5 R W1 B 18-16 Fron, AR SRR
i1 OverwriteOlder 275 & DonotOverwrite J& AT 45 S 4 B 18-17 Fiow.

X Adwinistrator: C:\¥WINDO¥S\systemn32\Wind -0 x
PS C:~PowerShell~CHAPTER18> _“SetEventLogRetentionPolicy.psi o

The current settings on the B T%F:F file ave:
max kilohytes: 512

min retention days: 7

overflow policy: OveruriteOlder

18-16 AHEESHEHITHARILER

& Adwinistrator: C:\¥INDOWS\system32\¥ind
[PS C:\PowerShell~CHAPTER18> .“SetEventLogRetentionPolicy.psi doNotOVY

The current settings on the B T%F:F file ave:
max kilohytes: 512

min retention days: 38

overflow policy: Overurite

hanging log policy ...

The current settings on the .E"_’EﬁT%@ file are:
max kilohytes: 512

min retention days: -1

overflow policy: DoMotQuerwrite

[PS C:“\PowerShell~CHAFTER18> _

18-17 ¥4 HEFHKEE XS DonotOverwrite FHITEER
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18.1.6 GIEEH#HHEE

F P AT DL 6 2 1 B R ER B W R /E DL4Edr R4, NI H
System.Diagnostics.EventLog 2%ff) CreateEventSource J7¥%, FFHAtE4F H &SRR
MGFR BN HE DR Z A RIERE R, (H2— Ikl R ae o<k
—ANHEEHE AT B AS, B SourceExist 771k, FIRMLE AL IIKIE A
FRo WERRIFAAAAE, TG EAZRIEAS B HAE H & AR Ca e, W5
H AR (E BB A . CreateEventLog.psl A GIEFFH G, Wt 18-3 Fros.

f118-3 BIEFEHHE

$strProcess = get-WmiObject win32_process |
select-object name | out-string
$source = "ps_script"
$log = "PS_Script_Log"
if(![system.diagnostics.eventlog]::sourceExists($source,"."))
{
[system.diagnostics.eventlog]::CreateEventSource($source,$log)

b
ELSE

{
write-host "$source is already registered with another event Log"
EXIT

3

$strLog = new-object system.diagnostics.eventlog($log,".")
$strLog.source = $source
$strLog.writeEntry($strProcess)

R AR SRR 2V E M 45 A R S H B 75 22k IEAE I B € RIS H
&, e S Bz A RUR, el LA system.diagnostics.eventlog 211
DeleteEventSource 7772, 1% DelectEventSource.psl fiIA# i SourceExist J5 125
RS CEE M, RO EM, N{ER LogNameFromSourceName /772
a1 AZRUE PR R (S H B AR SRS N Rz AR, IR A% SR 03
WS AT RIF M ARLE RGN, T2 BIRIE AT W B o AR AR 4
$source = "ps_script"
if([system.diagnostics.eventlog]::sourceExists($source,"."))
{
$log = [system.diagnostics.eventlog]::LogNameFromSourceName($source,".")
Write-Host "$source is currently registered with $log log."
Write-Host -ForegroundColor red "$source will be deleted"
[system.diagnostics.eventlog]::DeleteEventSource($source)

b
ELSE

{ Write-Host -ForegroundColor green "$source is not regisered" }

PATU LA A E RN EAHETUETI RGN EMFEES (1817
eventvwr.exe) &3,
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dis> PEETHE

Windows R4tV RETHEL A 2 B A 2 G0 S FH T I AN AR A P e 50 (R ok
PG, I B SCFRR AR FHER ORI 23 B 28 LR A I8 . Windows HH IR PE BE T8
IRZ, EFGETITRIEL . MEHN TCP 25114, F /7 Aets (i A X Sk BE T B8 42 4L 1)
B e fE P A R 4ctk e . 1@ITiE1T perfmon.mse J& 2l AETHEE EHE, W
18-18 ffru~. FF AT LU A i v S s i S s i AR 43S, R g AR A BoR
W&l 18-19 From i “ IS " RHEAE.

B THE BEW EEW EEERQ EOW o
&=m 2
[y 0o oo

o] BERMINSS
= E Téa HRETER 100

BE 59.938 Ty B4.471 B4 0000
B 336,032 R 1:40

g | bhdl | EEE =6 MR\ WER | HHE

g K W
1.000 % Process.. _Total - Proc... WAFUHT-N...

18-18 AZItEEIT IS

O R Zﬁﬂﬁ.ﬁ'ﬁﬂ'[ﬁ&%‘% (L)
(O} !Nny-kifi=c

" \FURT-NOTEBOOK [v]
HEEERR 0):

Proceszor [v]

O Bt W O FaEfl @)

© NFFERITEER @ © MAFIEEREA O
% Cl Time Total

% CZ Time

% C3 Time

% DFC Time

% Idle Time

% Interrupt T1me

e

]

18-19  “IRNITEEE” IHEIE

H g ge it 502844, n%Processor Time A1 Handle Count 25, UL 112 %t

MNHVER . 27 BRI BE S AH D I RE LT e BdE i, BRI LRSS v 44 . TSR

B2AAIE, WEATHEES 73 M IR T#1, #2 F#3 IXFERY a9 N7 2 b5
2N, NAEGS IR B I R H ) R S AR S48
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18.2.1 Consuming Counter Data

PowerShell %A N &K cmdlet HT3REUERE THEER 0ME,  Br LA 2 H.NET
K125, NILEIE System.Diagnostics.PerformanceCounter (5241, it & b i) Jg 1t -
AW HI NextValue() /7 iR SRBUR N B . FEJTURERAF PERETHEGR 2T, L
P B P BUR OV B AR o 2R )5 B IIA R T A CPU MU, KA iy 44

“Monitor-CpuUsage.ps1”. < F 1 RETHE AR IR O o 21T CPU AP 5 &,
RAAA—BEREAPAT T % BRI % Curl-C &k, HACHH IR

$counter = New-Object Diagnostics.PerformanceCounter

$counter.CategoryName = "Processor"

$counter.CounterName = "% Processor Time"

$counter.InstanceName = "_Total"
while ($true)

{

$value = $counter.NextValue()
Write-Host "CPU: $value"
sleep 1

}
Forpis B T B8 44 R0 S0 44 75 T AR S 2 b “ TR I 250388 7 WS AE 4k 2],
Monitor-CpuUsage.psl A HAT 25 5 i &l 18-20 Frr

X Adwinistrator: C:\WINDO¥S\system32\¥ind
:\FowerShel1NCHAPTER18> .“Monitor—-Cpullsage.psi

: 11.88556
@ 2.34375
: 7.83125
: 4.6875
@ 7.83125
@ 3.9@625
: 3.125
: 3.125
@ 3.9@625
: 5.46875
: 4.6875
: 5.46875
@ 2.34375
: 4.6875
: 3.98625
= 3.125
: 5.46875
: 3.98625
= 3.125
@ 7.83125
P :\PowerShe 11\CHAPTER18 >

& 18-20 HITZ:
ME R LLE BB CPU kAN E, Wik®| 10%7 45, FH /Al bl Al
(7 1R At e B T B 1 B
18.2.2 MR F
{5 PR I R AR AR IE 5 (R N, 3 8 2 Bl o P R B 1 R G VR T 35
REGHE G . XIHE RS TT BES oT S B R S AT L, BIYEIB AT R (R
Z WA o IR 2 S SRR T PE RS , 4 2E S B 2 ) PR P O Hh 4
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BEXT AN R SRR — AN AL A Monitor-Crashes.psl, ZIACK 2
JAENAMBRERE . ATEFF RAMB IS, ALK E S 5 N AR EF bz,
(YN

function Start-Process

{

Write-Host "Starting process..."
\UnpredictableCrash.exe

b

for ($i = 0; $i -It 5; $i++)

{

Start-Process

Write-Host "Process exited $($i + 1) times."

b

Write-Host "Program restart limit exceeded."

A AT 45 R an ikl 18-21 fis .

ng process...
& exited 3 times.

ar imi xceeded .

e
hel1\CHAFTER18 > _

& 18-21 HITHER
FERAPATE R T — 248 “UnpredictableCrash.exe” HIFER, XM
FFHAT — e SRR R A S IR o B XA TR IAT — 8 A, BAERRE
FAF P RANBHINREF . ERAS R EFRET 5 K. WRFE, WaTLhilkfEr—
HAAT, HAE N R AT .

disz SEITEN

M Windows XP JHf, HREHIBGABCEX T HlEH P o2 2%, HE20Tmk
RETHEE B 2 AR AT REJF AN REIE I P I oK. DU As L AL R b 12
N, JFREE PRI 1 = R 2
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18.3.1 4P itEWMN

TER B RGN IR AR L E R, BN T C 2 IKEN AR . Ry Windows 23
LRI IREN R AV BEBR B it G ik, BRI P AT e A 2 2 TR 3 B4 3 s 2 A
TN —HIKS) .

(1) Yy aRah i &5 i

IRZ W BERI R TR RGO AEE R, e R b B 2 Bl 7
X. @HE] mERANSHEGRERLY, KA AR BVERERNIEA T
XA BCaE AT, T H o X AR . A48 “ReportDiskDriveConfiguration.psl” ff]
7, Hrh 8B Get-WmiObject cmdlet #1 Win32_DiskDrive WMI P> 3 55 Hy 47 34 fif
TR 73 XS B AZ A AT B R AF R RS B i T LA 1 — 24
BFENS (D HTHRHAEDER.

f118-4 FRESXER

if('$args)
{
Write-Host -foregroundcolor green *
'Querying localhost ...'
$args = 'localhost'
b
if($args -eq "?")
{ n
ReportDiskDriveConfiguration.ps1

DESCRIPTION:
This script can take a single argument, computer name.
It will display drive configuration on either a local
or a remote computer. You can supply either a ? or a
name of a local machine.

EXAMPLE:

ReportDiskDriveConfiguration.ps1 remoteComputerName
reports on disk drive configuration on a computer named
remoteComputerName

The script will also display this help file. This is
done via the ? argument as seen here.
ReportDiskDriveConfiguration.ps1 ?

b
Get-WmiObject -Class Win32_DiskDrive *

-computer $args

Forr e S AU B A ()RS A Sargs AL B R AFAE, WERALELE, AT ERIA
B, RIS R AHHENWERE . % T REEEN localhost, %k
SR AR, 18-22 fiR.
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X Adwinistrator: C:\WINDO¥S\system32\Windo

PS C:\PowerShe 11\CHAPTER1S) . \ReportDiskDriveConfiguration.psi
Querying localhost ...

[Partitions = 6
= N\N.NPHYSICALDRIVEA
: ST9168827A%
: 168839272968
= 8T9160827A8

s = 6
2 \N.N\PHYSICALDRIVEA
: 5T9168827A8
: 160039272960
: ST9168827A%

[PS C:“\PowerShel1\CHAPTERIB> _

& 18-22 MHHEER
(2) AbHEEREA X

PC ¥ N —MbEL, Windows O HE SRS 2 DLy X A HER AT, IXFE
BPA R BRAE AR N ERAE R G Hh G oK \U‘%uﬁ?%ﬁ FRLEY RGATTHR
BUkb, FPALE “UHENVER” I “HAE R TRPEES MRS X2
[FK R, W 18-23 fizn.

B e BEQ FEW BEOW® FHo -8

& ]
= EETE Gty & i) RE | wERS | RS B2 ZREE | % | B |
=y RBETA 2 € BESE FE£ WS REEN G 180TGE 250G 13% & 0%
() FHEER =la0 BESE FE AT WERE GRESE) sme 8 NE wmws F oo
ik SFR G BESE FE mre KBRS @ENH o e 0w F 0%
FHA PR D923 () BESE BX Mz KERF 2999 GE WTHE 0% F 0%
'*":Etﬁ&ﬁ DT € BMESE FE FATR Pt b 20.90CE 41868 13% FH 0%
‘%‘E‘lﬁs Dk 0 HESE FE Mz RERE .90k w0w0m z%  F o0
MEWH‘QEEF
Bﬂﬂ&%ﬁl!‘ ﬁkﬁ

@ EE I | R I R

= «:) ®E 0:) Ife () 23 ) #H 6 3L
149.04 GB 18.07 GE NTFS 41.00 GE FAT32 30.01 GB FAT3Z 30.01 GB FAT32 29.95 GE FAT32 EA
Bt BERE B | |[HERE HBRE BERE wSRE M@ ||

B EERESE | PRRESR W PEES

& 18-23 HBMHESTXHXR

B4 N “ReportDiskPartition.psl” FIHIA, HTIRIAR R HAAER > X &N
Hrota iz ESargs FME, PLAIMHAT AR 2 58S R FEZLE,
M2 BHAEISAT AR IS R AR S B A 2 VR At v ST L AR B, BI4%3% localhost
“hargs A HE . WAL 0] 525 A, DUk (o] 24 B AR (35 B ., AR ACRE
I

f118-5 REAZHEFAENSXEM

if('$args)
{
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Write-Host -foregroundcolor green *
'Querying localhost ...'
$args = 'localhost’

5
if($args -eq "?")
i
ReportDiskPartition.ps1
DESCRIPTION:
This script can take a single argument, computer name.
It will display drive configuration on either a local
or a remote computer. You can supply either a ? or a
name of a local machine.
EXAMPLE:
ReportDiskPartition.ps1 remoteComputerName
reports on disk partition information on a computer named
remoteComputerName
The script will also display this help file. This is
done via the ? argument as seen here.
ReportDiskPartition.ps1 ?
¥

Get-WmiObject -Class Win32_DiskPartition *
-computer $args

FHoHfd FH Get-WmiObject cmdlet % -class 1% % Win32_DiskPartition WMI 25,
HARAF AL 43 X O C B A5 B - WiRAE F$args S04 T B & WA H X521
HHEMLA, AT FH-computer 2%/ Get-WmiObject #2 L1+ HHL4, TS5 R &
18-24 Fi7R

& Administrator: C:\WINDOWS\systen:

[PS C:“PowerShel1~CHAPTER18> .“ReportDiskPartition.psl
Querying localhost ...

T 37897272

: 19403403264
: @

@ 274647248

H Fal..e
: B we, HE m
H Falre
: 148619386880
i1

: 16865

: False

+ B we, W w2
: True

: 8225280

: 2

& 18-24 HITHER
(3) VLECHERE A 53 [X
VCEC IR B 28 A 43 X 2 Ja, 30 75 B S ARG R AN 7 X I HIAS,  [RA A B 75 B
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EIREN S X5 B . A4 “ReportSpecificDiskPartition.ps1” F I A 3k 3k B fifi
BFPE X AL EE R

fl18-6 REEEFENXHEERFR

param($computer="localhost",$disk="#i#i #0, 43X #0",$help)
if($computer)

{

Write-Host -foregroundcolor green °

"Querying $computer ..."

b
if($disk)
{
Write-Host -foregroundcolor green °
"Querying $disk for partition information ..."

b
if($help)
i
ReportSpecificDiskPartition.ps1
DESCRIPTION:
This script can take a multiple arguments, computer name,
drive number and help.
It will display partition configuration on either a local
or a remote computer. You can supply either help, drive and
name of a local or remote machine.
EXAMPLE:
ReportSpecificDiskPartition.ps1 -computer remoteComputername
reports on disk partition on drive 0 on a computer named
remoteComputerName
ReportSpecificDiskPartition.ps1 -computer remoteComputername -disk '##: #0, 4
X #0'
reports on disk partition on drive 1 on a computer named
remoteComputerName
ReportSpecificDiskPartition.ps1 -help y
Prints out the help information seen here.
Exit
b

Get-WmiObject -Class Win32_DiskPartition *
-computer $computer | Where-Object { $_.name -match $Disk } |
format-list [a-z]*

XA AR 3 DNSH) & -computer. -disk All-help, H:d1-computer ZRIAN
localhost, BPEEHIANLI 0 X155 -disk & EREE i X5 R, X ERKEINME R
BN “HEE#0, SrIX#07, BDZE 1 HRREHROZE 1 NorIXs -help i BIAS I A AR Hl
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G B SOEES], TG B RS exit 1IBAE A . Z A ATSS
& 18-25 s

: B ne, HE 0o

: 512

BootPartition
aption
onf igManagerErrorCode
onfigManagerllserConfig
reationClassName
Description
DeviceD
DiskIndex
[ErrorCleared
[ErrorDescription
ErrorMethodo logy
iddenSectors

[ 18-25 HITHER
(4) A-FE IR

N TR IRS I RN A SR I B R, %?E%EFH Get—WmiObjeCt
cmdlet. #RJ5 1 H-class Z%(##f] Win32_LogicalDisk WMI 2%, 3 HaJ Dl i e
-computer Z4 B )48 E THEHLIIE B .

FiTE 240 id $args A EALIE B AN, FZL B, WARYEBRE R
51 NMEHEEANE R . 884N “ReportLogicalDiskConfiguration.ps1” [l A 75
W R G AEAE BB .

5 18-7 EWMARGHEERNIZIEME

param($computer="localhost",$disk="C:",$help)
if($computer)
{
Write-Host -foregroundcolor green *
'Querying localhost ...'
¥
if($disk)
{
Write-Host -foregroundcolor green °
'Querying $disk for logical disk info...'
# $args = 'localhost’
¥
if($help)
{ n
ReportLogicalDiskConfiguration.ps1

DESCRIPTION:

This script can take a single argument, computer name.
It will display logical disk configuration on either a local
or a remote computer. You can supply either a ? or a
name of a local machine.
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EXAMPLE:

ReportLogicalDiskConfiguration.ps1l remoteComputerName

reports on logical disk configuration on a computer named
remoteComputerName

The script will also display this help file. This is
done via the ? argument as seen here.
ReportLogicalDiskConfiguration.ps1 ?

b
Get-WmiObject -Class Win32_LogicalDisk °

-computer $computer | Where-Object {$_.devicelD -match $Disk} |
Format-List [a-z]*

PERAIAS ) AT 45 R 0 ] 18-26 Fo .

X Administrator: C:\WIRDOWSisysten: -0 x

[PS C:“PouerShel1\CHAPIER18> . \ReportLogicalDiskConfiguration.psi
Querying localhost ...
Querying $disk for logical disk info...

Status

fuailability

DevicelD

IStatusInfo

flccess

BlockSize

aption = C:

anpressed : False

onf ighanagerErrorCode

onf igManagerUserConf iy

reationClassName B n32_LogicalDisk
Description = A TR
IDriveType
[ErrorCleared
ExrorDescription
Exrorfethodology :
[FileSystem = NTFS
FreeSpace : 2697179136
InstallDate H
ILastErrorCode

18-26 #HhiTLs
(5) HEaritEL
TERFE T, TREMEERRETENL. 01848 “RenameComputer.psl”
AR TRESCGHEN %, N E BB Get-WmiObject cmdlet 7F 5 & 28N
Win32_Computersystem [FJ1& 4L F3RECH Gt J8ILIX AN 1) rename(newname) /772
B ENL.
5 18-8 EXUTEILZ

param(
$computer="localhost",
$newName,
$user = "administrator”,
$password,
$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:

NAME: RenameComputer.psl
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Renames a local or remote machine.
PARAMETERS:
-computer Specifies the name of the computer upon which to run the script
-newname new name of the computer
-user user credentials
-password password of the user
-help prints help file
SYNTAX:
RenameComputer.psl -computer BeijingServer -newname ShanghaiServer
Renames a computer named BeijingServer to ShanghaiServer
RenameComputer.psl -computer BeijingServer -newname ShanghaiServer
-user WebServer\admin -password MyPassword
Renames a computer named BeijingServer to ShanghaiServer. Uses
the credentials of the WebServer admin, with password of MyPassword
RenameComputer.ps1
Generates an error. Must supply new name for computer
RenameComputer.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
5
if($help){ "Obtaining help ..." ; funhelp }
if(1$newname){Write-Host "Need Some Parameters,You can get help by
'RenameComputer.psl -help ?' ";exit}
if($computer -ne "localhost")
{
$0bjWMI = Get-WmiObject -Class Win32_Computersystem °
-computername $computer -credential $user
$0bjWMI.rename($newName)
¥
ELSE
{
$0bjWMI = Get-WmiObject -Class Win32_Computersystem °
-computername $computer
$objWMI.rename($newName)

b

Hodols Bl tH M F BN AP TR, W BIDIRE I SEILR A 5 Bl 7 455 ep B 4
Tk Eh, 7ERREN EREEAH RN . ZA T A2 5 NS 73'J75$computer\
$newName. $user. $password Fi$help, F:rF$computer F$user fIERIA(E 5
localhost 1 administrator. 15 & ERE B FI7E T 4 EARHLHAT AT, ﬁﬁFﬂiﬁéﬁ
FHLA T P44 RIS 3658 ELAS T AR NI ENLA . $password & 7EHE A4 3
BUI 75 E 3RS B 18-27 i N P AEAT 304 B A 2 A4 N AR 424 IR SR B 2

AMER, HR R IBEE DG AR HERS GRS B 4 ACR
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[PS C:“\PowerShe11\CHAPTER18> .“RenameComputer.psi

2
: __PARAMETERS

: __PARAMETERS

[Returnlalue

PS C:\PouerShel1\CHAPTERLE)> .‘\RenameConputer.psl —help ?
Obtaining help ...

[DESCRIPTION:

AME: RenameComputer.psi

Renames a local or remote machine.

B 18-27 B HATENERHLR
(6) JKPEE JH ImFE AL

FEPAT A ENLBOR IR, A TR E AR ERE A ENL. AR E
fii Fil Win32_OperatingSystem WMI 24 (] shutdown() Al reboot() /7¥2:, AT IHERAE i
[l AL B ) S H-a e, (8 s WL N r WIE S . 8 7 IRAIH G LELE 5 B
FHK P b 25U B A5 AH SO AR, #+ EnablePrivileges 1)) 11 15 B A$true.

i R A R AT R LA R R AR B LR AL, IR P CE X
Get-WmiObject, 737y Hi7s FE4R AN 75 248 FH AR SR IO Dl o WSRARAE IO BN LA A
HL, T 75 EAE 4% A4

param(
$computer="localhost",
$user = "administrator",
$password,
$a,
$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: ShutdownRebootComputer.psi
Shutdown or reboot a local or remote machine.
ARAMETERS:
-computer Specifies the name of the computer upon which to run the script
-user user credentials
-password password of the user
-a(ction) action to perform < s(hutdown), r(eboot) >
-help prints help file
SYNTAX:
ShutdownRebootComputer.psl -computer WebServer -a s
Shutdown a remote computer named WebServer
ShutdownRebootComputer.psl -computer WebServer -a r
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-user WebServer\admin -password MyPassword
Reboots a computer named WebServer. Uses the credentials
of the WebServer admin, with password of MyPassword
ShutdownRebootComputer.psi
Displays message pointing to help
ShutdownRebootComputer.psi -help ?
Displays the help topic for the script
"@
$helpText
exit
b
if($help){ "Obtaining help ..." ; funhelp }
switch($a)
{
ngn
if($computer -ne "localhost")
{
$0bjWMI = Get-WmiObject -Class Win32_operatingsystem °
-computername $computer -credential $user
$0bjWMI.psbase.Scope.Options.EnablePrivileges = $true
$objWMI.shutdown()
b
ELSE
{
$0bjWMI = Get-WmiObject -Class Win32_operatingsystem °
-computername $computer
$objWMI.psbase.Scope.Options.EnablePrivileges = $true
$objWMI.shutdown()
b
¥
e g
if($computer -ne "localhost")
{
$0bjWMI = Get-WmiObject -Class Win32_operatingsystem °
-computername $computer -credential $user
$o0bjWMI.psbase.Scope.Options.EnablePrivileges = $true
$o0bjWMI.reboot()
b
ELSE
{
$0bjWMI = Get-WmiObject -Class Win32_operatingsystem °
-computername $computer
$0bjWMI.psbase.Scope.Options.EnablePrivileges = $true
$o0bjWMI.reboot()
b

)
DEFAULT { "You must supply an action. Try this"
"ShutdownRebootComputer.psl -help ?" }

302



£18% EmPC @

PooAT B B A i A dr 4 \ShutdownRebootComputerpsl -a s
F1.\ShutdownRebootComputer.psl —a r, 4 HI%F N 2 [T RS M E S . KHLATE
JEBRAEAE AR M AL B AT DL AT, TE R AL B AR S8, Ho
-computer $5 7€ EAHLH; -user FeEH /s -password f& %€ FH &0 .

N T G RISATIZMAAS R A B S TS, B B A 1 BN R B 74T 85
FFESRM P AE IR -help SETE DL T A REB AT Z A H BIE 2.

18.3.2 S 1EH#E 2R (]

BEE I TRV, ARG AP K R] 28 (o) Ok AR G0 B 08 e BT LA
RIS T i RGeS 6], VUL RG BHEER— BUN A N R S R A I Ol B
#74 “QueryOldFiles.psl” FIBIAES BRSO, FONH A B 30 KRV
L SO AR AR AEFRAF I I SO R DARRSE S PR ts DA 2

5 18-9 IR{FHHAISCHHEMFIFER
function FunWithLine ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline = $funline + "="}
Write-Host -ForegroundColor yellow $strIN
Write-Host -ForegroundColor darkYellow $funline
b
$folder = "c:\Windows"
$date = Get-Date
$limit = 30
Get-ChildItem -Path $folder -force |
foreach-object *
{
$newDate=($_.LastAccessTime).adddays($limit)
$limitDate = New-TimeSpan -start $date -end $newDate
if ($limitDate -le 0)
{
$xfiles += @{ $_.name = $_.lastAccessTime }

b
b

Write-Host "There are $($xfiles.count) files from $folder greater than $limit days old."
FunWithLine("The expired files are listed below:")
$xfiles

Horb %6 LT FunWithLine R EOER154% 346 45 bR B 2 /7 3 G, IR A
Write-Host cmdlet G H #& (4 Won iy FEZL 7455 SR aPIMh 3 NMEmE, Hi
$folder PR A7 B A I B SCAF (SO R 1) 647 $data PRA7 2411 H R datetime CH
NFED A% . 48T H A LT Get-Date cmdlet ZKHL,  $limit 2% &2 FH T 17 014
SCHAFAE I B K T, T DABR e s 2 15 5 BN AR 35 i A ST 1
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R 3 N B2 J5M A Get-Children cmdlet $RFEAE (U512, ¥
$folder 28 & HH A 55 1 2 77 5 $R 45 Get-Children cmdlet fj-path 255 . 48 J5 {4 1] -force
SRR A BRSO, HA A BRI fileinfo X 5% F B i 44 1845 ForEach-Object cmdlet.

1t ForEach-Object A%k 161 T H71 datetime X R 3K H AR /7 7E$newDate 45
A, N T AE SO B U7 eI TE) A SR A 0 R B limit, {EF T addDays()
J7% . datetime X %3 i A ) 1E 24T fileinfo X 41 LastAccessTime J& M3k

{5 New-TimeSpan cmdlet i) & AR ST A RGN TR B, HAiZoar R4
A 1] $date A8 B fft-start 2%, Fi$newDate A8 B4 f4t45-end B8, Fon X )G
5 0] F SR 9 TR ) $limit, 5 2E$Slimitdate 45 & TP AR IR1EH timespan X % .
"1$limitdate fE/N T2 T 0 B, WRKE 4 urxt S 4 $xfiles i, KRGV
i) H A O 28 7 $limit A8 & e e 1 B A] . B 18-28 B B I TE Windows
AR IPATEE R, TSR R AT A 2 K8 Windows ST A3 H SO )it
WIS AN [F) T s A R 4 51, (EHL R — 3

2089-3-26 B:1%:48
2099-3-26 B:42:44
2089-3-26 20:46:33

“PowerShel1\CHAPTER18 >

& 18-28 HITHER

18.3.3 HAFER

ARG EHANEETS 2 —EHA T, BRd P TN s,
7 1 PRSI 15 B AN 5 388 T 9 7 1 FH P BB A o andE R ML B P H %
FIBLPRA 1018, HAR R P aT R o2 B2k B 3¢, 8k i) HoAth FH - i sef, B
Pl BOX ESC A IEE I AN IR A R T AR A P ) 3 H SRR B A
HEH AP AN UL, mfag A NI . & H PRI SC R 2SS AEH
CHIBBRYERI N, Tevkvs At N B S, Al AN TEv5 1) EH 2R S

(1) BlzEAMA P

B gAML P V28 4 B net user A1 ADSI iy 4>, 0 a] DA 40 &l 18-29 Air
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AT S EHE.

ArPEw UserForTest|
2EE):
Jidt @)
EHE
LA )
AP FEERATERTE
kP E=A @
BE®

18-29 “HiAP” IIEIE

7F cmd R AT PAEEEE net user dr & GIEH . 7 PowerShell Hi{# ] ADSI J5
A RO A A P A4, i a] BLE#E A WIinNT ADSI Providernet user it 4. A<
HoOl 3% A K A 2 A @, R A @i FEAR . ] 18-10 W R AN
“CreateLocalUser.ps1” AHIA .

5 18-10 B M

param($computer="localhost", $group, $help)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: CreatelocalGroup.psl
Creates a local group on either a local or remote machine.
PARAMETERS:
-computer Specifies the name of the computer upon which to run the script
-group Name of group to create
-help prints help file
SYNTAX:
CreatelocalGroup.ps1
Generates an error. You must supply a group name
CreatelocalGroup.ps1 -computer WebServer -group MyGroup
Creates a local group called MyGroup on a computer named WebServer
CreatelLocalGroup.ps1 -group Mygroup
Creates a local group called MyGroup on local computer
CreatelocalGroup.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
¥
if($help){ "Obtaining help ..." ; funhelp }
if('$group)

{

$(Throw 'A value for $group is required.

Try this: CreateLocalGroup.psl -help ?')
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b

$0BJou = [ADSI]"WinNT://$computer"
$objUser = $0bjOU.Create("Group", $group)
$objUser.SetInfo()

$objUser.description = "Test Group"
$objUser.SetInfo()

HorbrE S8 param iB4)5E X T 41244, Ril-computer . -user . -password F1-help,
B 5 e LT funhelp BRI IIE B . WK $help B EAAE, WER—%GE BN
IEAE SRR B Sct, SRR funhelp pRIZET. 2 T oRAS AN A A F 1) -user A1
-password ZHUE B HIRE, WREAFLE, WEERHA throw B2 IRE S,
FHAZ IEPAT J5 2240

TEH P AR AAE AT SE T, AU FH[ADSI] 8 B 29 O 4 2 A H T H AL
FI 8 2, HRE T Create() /754 H $user ZF & HR IR AL H P S AIEIK 7 . FEJG
WH SetPasswod() 75 B %MD, HURA Setinfo() ik HENEIE. &5k E
Description J&1t%:, XA Setinfo().

T E SR )2 XA A TR F B Setinfo() 77 124X 4E Windows Vista £1T Windows
2008 LLJFRRAS ) WML B A B, 76 Windows XP K %251 PowerShell HiH AT
RS o A5 IR AN BEIAS B 2 FH P B 7940 R

.\CreatelLocalUser.ps1 —computer localhost -user UserForTest -password PasswOrd#!

B P Ree e S s T RAE R,

(2) B A

N T A R U ) AL BER CAn SRS . AT EINL), AR
Windows Vista 8¢ Windows 2008 4t H il A b FH 7 241 o 3x 26 A i P 26 4 ] 18-30
PR o

E. E5ZEEE [-[00x]
IO HEQ BTEY FHo

P GIE
[% FREEEE onesmams B
25§ %EX# 5 — _— =
® 53 PR £

® & Wik vs B/ BB o
oEE BT R RS BEAE
SRR RSB L.
per . BRBARITIERE

W Windows Server Backup

FLUEIEHRE SR
rs PRREILEIBIRTEDY,
ers  HAAPORABE TR, .
SRR
FhLLA FHTER SRR

& 18-30 ZAMA P4
AU PR R TR W &, SFrakr TR YL S &
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WARME 7 R4 XERE, &l 18-31 .
] HE
HE G- [prentir ougl
it @ |
RRE ()

Fmw... | mEo |

_#mw | _xAw_|
18-31 “HEHNEE” EHaFH “FEE" ¥HEE
T BIEAMT 4, B84 N “ CreateLocalGroup.psl” [IHIAS, HACKG IR .
5 18-11 QAU FLH

param($computer="localhost", $group, $help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: CreatelocalGroup.psl

Creates a local group on either a local or remote machine.
PARAMETERS:

-computer Specifies the name of the computer upon which to run the script
-group Name of group to create

-help prints help file

SYNTAX:

CreatelocalGroup.ps1

Generates an error. You must supply a group name
CreatelocalGroup.ps1 -computer WebServer -group MyGroup

Creates a local group called MyGroup on a computer named WebServer
CreatelocalGroup.ps1 -group Mygroup

Creates a local group called MyGroup on local computer
CreatelocalGroup.psl -help ?

Displays the help topic for the script

Il@
$helpText
exit
b
if($help){ "Obtaining help ..." ; funhelp }
if('$group)
{
$(Throw 'A value for $group is required.
Try this: CreateLocalGroup.psl -help ?')
¥
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$0OBJou = [ADSI]"WinNT://$computer"
$objUser = $objOU.Create("Group", $group)
$objUser.SetInfo()

$objUser.description = "Test Group"
$objUser.SetInfo()

Horp e i Bl param iEA)E LT 3 N340 Rl-computer. -group f-help, 34
-computer S ERINE B E N localhost. #AJ5 52 X funhelp BRI HBIE R, X4
F P it -help 250 B B 35BS 2

FEIBAT A I 75 ZR BB I A PR, I ROR AR M Sgroup A2 &, TR Ridd
throw 5G] EEIRG R . GV AT EIR MR, (A 4
OpIRFR I

.\CreatelLocalGroup.psl -group NewGroups

B B H P AT RN B S & TR A AE B SR, ZBAREATH T
i& AT Windows Vista A1 Windows 2008 UL _E £ 41 Setinfo() /7%

(3) ZEHsUR IR S

A KT BT A A SR IR B A AR 55 K S, R G B A T AR A
B P AR A T SR A U R T P A

%48 “EnableDisableUser.ps1” [#JfEIA 2% BB E FH AR & K P AR
5 18-12 ZFAZ/E A 4FEM P RIHR

param($computer="localhost", $a, $user, $password, $help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: EnableDisableUser.ps1

Enables or Disables a local user on either a local or remote machine.
PARAMETERS:

-computer Specifies the name of the computer upon which to run the script
-a(ction) Action to perform < e(nable) d(isable) >

-user Name of user to modify
-help prints help file
SYNTAX:

EnableDisableUser.ps1

Generates an error. You must supply a user name
EnableDisableUser.ps1 -computer WebServer -user myUser
-password PasswOrd~&! -a e

Enables a local user called myUser on a computer named WebServer
with a password of PasswOrd " &!

EnableDisableUser.ps1 -user myUser -a d

Disables a local user called myUser on the local machine
EnableDisableUser.ps1 -help ?

Displays the help topic for the script

"@

$helpText

exit
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b
$EnableUser = 512 # ADS_USER_FLAG_ENUM enumeration value from SDK

$DisableUser = 2 # ADS_USER_FLAG_ENUM enumeration value from SDK
if($help){ "Obtaining help ..." ; funhelp }
if(!$user)
{
$(Throw 'A value for $user is required.
Try this: EnableDisableUser.ps1 -help ?')
b
$0bjUser = [ADSI]"WinNT://$computer/$user"
switch($a)
{
nen £
if('$password)
{
$(Throw 'a value for $password is required.
Try this: EnableDisableUser.ps1 -help ?')
b
$objUser.setpassword($password)
$objUser.description = "Enabled Account"
$objUser.userflags = $EnableUser
$objUser.setinfo()

3
g £
$objUser.description = "Disabled Account"
$objUser.userflags = $DisableUser
$objUser.setinfo()
b
DEFAULT
{
"You must supply a value for the action.
Try this: EnableDisableUser.ps1 -help ?"
¥
b

i A RT DLJE B AR R e K P, I S Re e IR S (B S . FERIAS R %6
i param iEf)E X T 5 M55, Hrd-compute 18 EHATIZIIA K EHL, BRI AA
Ml localhost; -a 15 EBATIIAIAT HIERAE: -user Hl-password 35 & % 1%; -help i
funhelp PRECE RFEBIRIN 2. 1F funhelp BRELZ G T AL &, HPaHE
ADS_USER_FLAG_ENUM M2, HHFCEARE) A% AT PAZ2% Windows SDK, iX 4k
T LA T8 shalZE P K 5

T EGR I 2 AR ADS_USER_FLAG_ENUM #M#${E7E Windows SDK #1745 3
L, (HZIERAE N EAE PowerShell FiffEi . T 353575 PowerShell
ladsUser FfIELEZSCRE, FrRAZE VBScript 1 H T4 K P (1) AccountDisabled i 7K J&
PELE PowerShell FRJCikgk£lA8 H - XA 2 i T2 K 7 1) VBScript A A BeF5 1E
F| PowerShell #, Tfii EnableDisableUser.ps1 I A< 3/~ &g i1 VBScript 48 1fij 3k .

TE SOX AN J5 7 A help S8 AR E & R E B, XM A
WA NZH-user, BIZEFEUE R 4. RS HONT, RGBS H IR
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A 1 JE LB AT . KB 4405, 8 [ADSIIRBY L) AF & WInNT Active
Directory g 54111 (ADSD) Provider ¥4 3 At i1 BALK SAM K = 245 P I 3R HL
P55
RIS R 2 Ja A8 switch 155)F Wra A8 & IME, 1278 &8 T48 58 B AS 3k
ITHIME A E . R E R IR, A TREZIK - B ES, B SH-a 21t e
(enable, JEH) . *%4-password ZHURFLR I H SN0 H = W e m H A B H R B
5 AR AFAE, WA SetPasswod 5%y FH ' v B %5 . 3% H /7 Description
(iR BB “Enable Account”, 8 UserFlags J& MEAE 2 K 7, 55 18
Setinfo() 77 244 BE A B SAM K i P . JR K P B A i & iOAR RS Nl F

.\EnableDisableUser.ps1 -user UserForTest -password PasswOrd#! -a e

BRI N, NS H-a f£i% d (disable, Z5H) ffi. I UserFlags 24X & &
M, A Setinfo() i HE LR AC 4y SAM K R PR . 7EIX BUN T R SR
EONEAE, 7EIRA Setinfo() /5 v 2 Bt P Description (#iR) J&ECHA disable
Account. ZEFHIK 7 #AF dir & BOPR RS N0 T

.\EnableDisableUser.psl1 -user UserForTest -a d

WRA P ARIGE-2 SECOY e B d, WIARATERVNIRIE, FEAG] S 7
FEER S P BRSO A BRI R 3T 45 R &l 18-32 Flr

& 18-32 #HITER

18.3.4 RESRMHIED

Windows 4t i EET 0 EIE AL B E A ST,  inpE R R AR . S & R IR
WHES. REAIRZ @A gng 5 XU & X eI, (H2R T moAR S Es H
5% (Active Directory) bk 272 FHBRIN I el 0t 5, Dy 7k @it PowerShell
LPLIXLETRE
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(L wERFHRTEF

BLE A HIETIN H 5 ZE R PC R REE | R REF, R RIRT R
Frint @ EZ G R GIVERE . WIFEAR S5 4% EALE R R IR 3D A b thdiie
Feo DUONIXFERERE DR M 55 & (0 B0, SO 2 KRG AR 2R R L 4 )i,
AT LT A ORI RE e 2 TR AR AN SR 55 45 SE BTG L 5 P P 33 S0 8. R R i
FERCBEIRIE, oG IR AL et RIRKE M . WK 52 AN F ™ R
(¥) Web Ak 55 % 50 B BURAN G, B3 - n] DU BE A4 R S R P 5 46 J5 A B
TRAPREFY o T A BB 3 DRI R P AE 38 B R S 18] J5 R 3Ry, I HIZ B SRR
PR R B IR ST 45 -

B4~ “AuditScreenSaver.psl” [ A 245 & vHEHLH ) B R FRT 2
BT YHNE, RN ARR SRR, DLAGR R4, HARRS IR

1 18-13 KERBRIFERF

param($computer="localhost", $help)
function funline ($strIN)

{

$num = $strIN.length

for($i=1 ; $i -le $num ; $i++)

{ $funline +="=" 7}
Write-Host -ForegroundColor yellow " n$strIN
Write-Host -ForegroundColor darkYellow $funline

b
function funHelp()

{

$helpText=@"
DESCRIPTION:
NAME: AuditScreenSaver.psl
Prints screensaver config on a local or remote machine.
PARAMETERS:
-computerName Specifies the name of the computer upon which to run the script
-help prints help file
SYNTAX:
AuditScreenSaver.psl -computer WebServer
Lists screensaver configuration on a computer named WebServer
AuditScreenSaver.psi
Lists screensaver configuration on local computer
AuditScreenSaver.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
b
if($help){funline("Obtaining help ...") ; funhelp }
$username = (get-wmiobject -class win32_computersystem °

-computername $computer).username
$index=$username.indexof("\")
$username=$username.substring($index+1)
$screensaver = Get-WmiObject -Class win32_desktop °
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-computername $computer -filter "name like " "%$($username)’"" |
Select-Object -Property screen*, name
funline("Screen saver configuration for $($screensaver.name)")
if($screensaver.ScreenSaverActive -eq "true")

{

Write-Host "The screensaver is: $($screensaver.screensaverExecutable)"
Write-Host "Secure Screensaver: $($screensaver.ScreenSaverSecure)"
Write-Host "Screensaver timeout: $($screensaver.ScreenSaverTimeout)"

b
ELSE

{ Write-Host "$($screensaver.name) does not have a screen saver"}

ZAE Je A param WER)E LT M MASEL Hd$computer FREIE1T 1%
JA R THEHL, BRIMEN localhost, BIAHL; $help 457 & & Rt BfE 8. AEE
X funline &L, H T LB PR AN T ELZ, AP RAEE R Rt 1%
BRE S FIWAL IS PR KR, BRE T HREMHAZ OANES (=) B8, @
XA T7 AU B 7 H R B AT DS T tH 7 7 e K

FERRE X T — funhelp BREH TEH P RS LS EESIN T Hi2 S
IR P R R AR R ANE R N IEMR I S8 XN AT DL fEis T, (HER
BRBCY RIS F M 7 AR . AT DU A Get-WmiObject cmdlet 3 i@ i
Win32_ComputerSystemWMII 283K HL UserName J@ 4, I Abfd F-computername 2%
Fr4efik$computer 2% & (1)

B J5 1% F Get-WmiObject cmdlet #5if) Win32_Desktop WMI 2%, X i 0] DL
-computername Z:E{{ A DL R vHEAL Y B ARIEAT o Wi i 18-33 s I B 4
TRYFET, T H MR ES R, WIGEEFZE R R T 0B e, By aii
BEMEREREGERGERFASEK.

7

IE | SE | FRESEF (A0 | @8

FRRHRIPIERF ()
EENRR

HEEREEE
%@E%m&%ﬁﬁ&ﬁ#ﬂ?ﬁ.ﬁﬁi“@

18-33 XHRBRIFIEF

R ScreenSaverActive 1 JEE True, T4 H W $AT SO 4%, (EIL AT L
T B2 H G R R U B A S I A o XN TR LLRD 86T, ERIEERIA K 10
R~ A~ 600,
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BRI AT 45 R Kl 18-34 s .

X Administrator: C:\WIRDO¥S\system32\¥Windo

IPS C:“PowerShell~CHAPTER18> _“AuditScreenSaver.psl
Screen saver configuration for FUHJ-NOTEBOOK™Administrator

I \WINDOWS\systen32\bubbles.scr

[PS C:“PouwerShel1~CHAFTER18>

18-34 HITHER
(2) EZZENFHRATIET

R R AR 2 EE, WRAP EVPEERENHS, RS
EHABRNEERAFNEFRPEFRER GRS, UAEERGIRBERE 2
MEEERTES. 0184 “AuditScreenSaverWriteToAccess.psl” JHIZ T $RBUAI
HEENTR AR ERETRRHFRPETFRE, HBERBEANLAH
ConfigurationMaintenance.mdb ] Access ##& % 4. 78— #& screensaver
FFRA7 14005 R, g 18-35 fin.

b

O x#e ®Eo #Bw HAo IAD #OO o o8 x

o-d®m b am [fl# =04 @f
4}‘ TEEH [ _mmgxm | BEE I~
K BEIRS,
| |TineStamp EHA /e8]
| |Systenlane i
| |Executable i
| |Secur. i
[ Jacti i
| [ Timeo BF
u v
TEREE
= &R
Fgrh P
#ilE i)
3l
ol
sl A GLEE)
EaetRid

FERETRICAH 64 1TH @HETE). & @A
EEARFRABAREL.

WitNE.  F8 = TRERE.  Fi = W

18-35 screensaver FEHIZ5#

B —> screensaver %, il 18-36 frin. FLHF1 screensaver & H T A {5
B IR R R RE P e, [EIRS f5 B I B R R R B A
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OxHe GED WEY TAD BA® WH -8 x
W3 Q0| o REISIE: ==L
M
Screensaver
Systeafaxc Secure TincStanp  Exccutable
HT AUTHORTTY\SYSTEM o 2009-6-30 3:25:44
NI AUTHORTTYALOCAL SERVICE o 2008-6-30 3:25:44
NI AUTHORITY\WETAORK SERVICE O 2009-6-30 3:25:d44
FUHT-NOTEBOOK  Admini = tratox o 2008-6-30 3:25:44
DEFAULT ) 2009-6-30 3:25:44
M
m [lER DI B
e

[®] 18-36 screensaver &
5 18-14 gIiE— screensaver &

param($computer="localhost", $help)
function funline ($strIN)
{

$num = $strIN.length

for($i=1 ; $i -le $num ; $i++)

{ $funline +="="}

Write-Host -ForegroundColor yellow " n$strIN
Write-Host -ForegroundColor darkYellow $funline

b
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: AuditScreenSaverWriteToAccess.psl
writes secure screensaver config of a local or remote machine,
to an access database
PARAMETERS:
-computerName Specifies the name of the computer upon which to run the script
-help prints help file
SYNTAX:
AuditScreenSaverWriteToAccess.psl -computer WebServer
Writes secure screensaver configuration of a computer named WebServer
to an access database
AuditScreenSaverWriteToAccess.ps1
Writes secure screensaver configuration of local computer to an
access database
AuditScreenSaverWriteToAccess.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
b
if($help){funline("Obtaining help ...") ; funhelp }
$adOpenStatic = $adLockOptimistic = 3
$strDB = "C:\PowerShel\CHAPTER18\Configurationmaintenancel.mdb"
$strTable = "screensaver"
$objConnection = New-Object -ComObject ADODB.Connection
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$objRecordSet = new-object -ComObject ADODB.Recordset
$objConnection.Open("Provider = Microsoft.Jet.OLEDB.4.0; *
Data Source= $strDB")
$objRecordSet.Open("SELECT * FROM $strTable", *
$objConnection, $adOpenStatic, $adLockOptimistic)
write-host -foreGroundColor yellow "Obtaining screen saver info ..."
$aryscreensaver = Get-WmiObject -Class win32_desktop °
-computername $computer *
-Property name, screensaversecure, screensavertimeout, °
__server, ScreenSaverActive
foreach( $screensaver in $aryScreensaver)
{
$objRecordSet.AddNew()
$objRecordSet.Fields.item("TimeStamp") = Get-Date
$objRecordSet.Fields.item("SystemName") = $($screensaver.name)
$objRecordSet.Fields.item("Executable") = $($screensaver.screensaverExecutable)
$objRecordSet.Fields.item("Secure") = $($screensaver.ScreenSaverSecure)
$objRecordSet.Fields.item("Active") = $($screensaver.ScreenSaverActive)
$objRecordSet.Fields.item("Timeout") = $($screensaver.ScreenSaverTimeout)
$objRecordSet.Update()
write-host -foregroundColor yellow "/\" -noNewLine

b
$objRecordSet.Close()
$objConnection.Close()

HorpE T 8§ 4T JF Access £ i JE iE 4% 77 3\ ) $adOpenStatic £
$adLockOptimistic M2 & IFIMME 3, ZEMRHE Windows SDK JE Y. AJEH
Configurationmaintenance.mdb ¥ /% [ B A2 45 $strDB A8 &,  F#{ I $strTable 25 &
RAFFEGNNEN LA, BZA PR screensaver . Jy 14 A4
Access HH i, WA B A BB O SRR 5 8 8 Connection A1 RecordSet
PR R ORAT IS o dE R E R, & E R4 Provider 1 4 FR, R
Microsoft.Jet. OLEDBA4.0 Provider, %4 J5 fi 1 ADODB.Connection %} %1 Open 777547
FH-$objConnection.Open(Provider = Microsoft.Jet. OLEDB.4.0;Data Source= $strDB").
FIIFEHE PR32 )5 , 48 FH RescordSet X % ) Open 77 54T FFid sk £, 3748 A Write-Host
cmdlet i 15 B3 H P IEEWEE RS R R P 1E B

N T WML RIS B R fE P 15 S, A Get-WmiObject cmdlet Jf: &
¥ Win32_Desktop WMI 5 . i i -computer 24t i $computer 22 & 124 H AR 1HE AL
(4R, JFlid-property SEUREEFT T @M. SRIGHEFT foreach )i fy b il id
WMI SR BR3P FE 7, f# ] RecordSet NREAMC RIS I— 208, JFHE
e AT BRI 2, B i RecordSet X % () Update() /7 7% 58T BT 7 BL I A
o ARG 2R IC KRR PR Gt “N” #55 BoxBEEE, foreach fi¥h il
PGSR G 75 Z A0 8 FH & H I Close() 777258 L PE I s 5 RecordSet X 4
A4 Connection Xf % .

PAT A 2 J5 T 8dE % ConfigurationMaintenance.mdb SC#F, 7T LA 2 4 &
18-36 PnHIN % -
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(3) BB B A

R HEH SR AMBEZE R W, HHE R RBMERE &)
P . Windows A 2 A28 5 B )R 8 21 1 IC & SRS AH S, 7 Windows Server 2008 11
FHLYR TR I 0 B SR T W B 18-37 R

E’;Cf [ - EwER - BN - @z 2]

MO REQ ETEQ IAO HHW )
REHEEES — ®
AR o PR R e s e P R R
R AR

]
 BFE
ERGHIRE
C e
EGHIRE
o=
ERGHIRE

& BRRIAR TSR
8 ERtENAEIRIE

At
S

At

Bt
Dt o
FE

wEH
34
PSR

18-37 Windows Server 2008 PRI IEERIGE R

B 4N “ReportPowerConfig.psl” FIIA, #R¥EH 4L~ S H et Ad
IV N T WER S

a: AT ENLFIESA) IR E .

I: AN AT IR E

Q: HHTENLF A RIS .

w: T ENL B R A

d: HHTENLFRIPA B

dv: ZETENLF AT s RS S .

dwa: TN CACE H Ay el 257 AL .

> dwp: HTENLFFTATECE DY AT MR e o L

1 18-15 RHEBIFRERER

param($a="a", $help)
function funline ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline +="="}
Write-Host -ForegroundColor yellow " n$strIN
Write-Host -ForegroundColor darkYellow $funline

VV YV VY VYV

b
function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: ReportPowerConfig.psi
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Prints power config on a local machine.
PARAMETERS:
-a(ction) action to perform <a(ctive scheme), I(ist),
g(uery), d(evice), dv(evice verbose),
dwa(evice wake armed), dwp(evice wake programable)>
-help prints help file
SYNTAX:
ReportPowerConfig.ps1
Lists power configuration on local computer
ReportPowerConfig.psl -a a
Lists active power configuration on local computer
ReportPowerConfig.psl -a |
Lists all power configuration on local computer
ReportPowerConfig.psl -a q
Lists all available sleep states on local computer
ReportPowerConfig.psl -a w
Lists last wake event on local computer
ReportPowerConfig.psl -a d
Lists all devices on local computer
ReportPowerConfig.psl -a dv
Lists all devices on local computer - verbose
ReportPowerConfig.ps1 -a dwa
Lists devices configured to wake the local computer
ReportPowerConfig.psl -a dwp
Lists devices that are user confiurable to wake the
computer from sleep on local computer
ReportPowerConfig.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
b
if($help){funline("Obtaining help ...") ; funhelp }
$computer = (New-Object -ComObject WScript.Network).computername
funline("Power configuration on: $($computer)")
switch($a)
{
"a" { POWERCFG -GETACTIVESCHEME ; """}
"I { powercfg -LIST }
"q" { powercfg -AVAILABLESLEEPSTATES }
"w"  { powercfg -lastwake }
"d" { powercfg -devicequery all_devices }
"dv" { powercfg -devicequery all_devices_verbose }
"dwa" { powercfg -devicequery wake_armed }
"dwp" { powercfg -devicequery wake_programmable }

b

FERIAS 8 S A8 param 4] 5E L T A 247 2 4-a Fl-help, -a fi & 1A
ITHERAE, BRIME R a; -help 82 BoRTENE R, AR, SR BRG] . 2
S PR A2 IR A BEIAR TV AE ST AT

SRELH AL BRI AT LA A WScript.Network COM %%, Ff#i ] New-Object
cmdlet 672 1ZA %, SAJaHHt-comobject 4. i%$% ComputerName /&1L, THEML
% BN RAFEScomputer AL &b, AZ A H R R (12 AR HIAE switch 145
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B, IR LSRR IE I AW A AT I $a AR ELE AN L. WA a, MIEA
Powercfg T H RIS FT IRV . $AT 45 R il 18-38 FiIE] 18-39 filan, W LLE |
MRETFEAL AT DL R I AR e i . 75 2R I K2 B T Windows XP 1 Windows Server
2008 1] powercfg T E ) TAEMREEAFE, Frblli-a 800 a 5L q £ TAL 165 25 AR Ak
SihE “SEIER BNPEEIEY” FRRE R

X Adwinistrator: C:\WIKDO¥S\system32\¥ind
11\CHAPTER18> .“ReportPowerConfig.psl -a 1

conf iguration on: FUHJ-NOTEBOOK

11\CHAFTER18>

18-38 I HAT RS Al AR IRITXI
C:\FINDO¥S\systen32\¥ind
TER18> . \ReportPowerConfig.psl —a dup
n on: FUHJ-NOTEBOOK
$121AR8113/AR8114 PCI-E Ethernet Controller

erShe 11NCHAPTERI8> _

[ 18-39  SREXA] MREAR shIEE T AR &
(4) Bt

Windows Vista A1 Windows Server 2008 ] T RIA K= SaH, A7 LR H
FEL I B I L A FE B DLl I B o AN SRS AT L IEE AT i, TR SR 1)
RN T B PNE, ERSEN T, FEN R A S E . fla, Wi
HL IS AE L e 2 JE A, TUIAS DA SR K He A FH i [ 77 R PR BB o AN [ (1) FRL R
THRIN B7Rds . WA & CPU B HL J1iHFEtANE], 7E Windows Server 2008 %4t H 1]
DLAYEE H e SR HIETE R, W& 18-40 Fios.
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2 RHRRE =] E3
G- [ - Rbimt - aF - WHRE - &[e= (2]

THE WEE TEW IEO EHWO

ERHRIMRE: KREEXHE 1
EERSHENEANMREENETRE

2 XARTE: 20 3% |
8 EHENRGERIAS: AT ~

el BUH

& 18-40 BB EXHHEIREITXI
15 18-16 )& 449 “SetPowerConfig.psl” A FH T B HLE %1

f5 18-16 R EHIFRITXI

param($c, $t, $q, $help)
function funline ($strIN)

{

$num = $strIN.length

for($i=1 ; $i -le $num ; $i++)

{ $funline +="="}
Write-Host -ForegroundColor yellow " n$strIN
Write-Host -ForegroundColor darkYellow $funline

¥
function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: SetPowerConfig.psi

Sets power config on a local machine.

PARAMETERS:

-c(hange) <mp,mb,dp,db,sp,sb,hp,hb>

-q(uery) detailed query of current power plan

-t(ime out) time out value for change. Required when using -c to change a value
-help prints help file

SYNTAX:

SetPowerConfig.ps1

Displays error message. Must supply a parameter
SetPowerConfig.ps1 -c mp -t 10

Sets time out value of monitor when on power to10 minutes
SetPowerConfig.psl -c mb -t 5

Sets time out value of monitor when on battery to 5 minutes
SetPowerConfig.psl -c dp -t 15

Sets time out value of disk when on power to 15 minutes
SetPowerConfig.psl -c db -t 7

Sets time out value of disk when on battery to 7 minutes
SetPowerConfig.psl -c sp -t 30

Sets time out value of standby when on power to 30 minutes
SetPowerConfig.psl -c sb -t 10
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Sets time out value of standby when on battery to 10 minutes
SetPowerConfig.psl -c hp -t 45
Sets time out value of hibernate when on power to 45 minutes
SetPowerConfig.psl -c hb -t 15
Sets time out value of hibernate when on battery to 15 minutes
SetPowerConfig.ps1 -q c
Lists detailed configuration settings of the current power scheme
SetPowerConfig.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
3
if($help){funline("Obtaining help ...") ; funhelp }
$computer = (New-Object -ComObject WScript.Network).computername
if($q)
{
funline("Power configuration on: $($computer)")
powercfg -query
exit
b
if($c -and !'$t)
{
$(Throw 'A value for $t is required.
Try this: SetPowerConfig.psl -help ?')
b
switch($c)
{
mp" { powercfg -CHANGE -monitor-timeout-ac $t }
mb" { powercfg -CHANGE -monitor-timeout-dc $t }
"dp" { powercfg -CHANGE -disk-timeout-ac $t}
"db" { powercfg -CHANGE -disk-timeout-dc $t }
"sp" { powercfg -CHANGE -standby-timeout-ac $t }
"sb" { powercfg -CHANGE -standby-timeout-dc $t }
"hp" { powercfg -CHANGE -hibernate-timeout-ac $t }
"hb" { powercfg -CHANGE -hibernate-timeout-dc $t }
DEFAULT {
"$c is not allowed. Try the following:
SetPowerConfig.psl -help ?"
b
b

ZAE S AEH param iG] E X T 4 MSH, Bl-c. -t. -q F-help. Hrb-q 45
SER, -help FaE i F B, - At MATEI AR, BRA-t E R e B o BRI
SHGEIE, WA, BAPATIE R XA A WScript.Network X 5

PRAFANLIITHE LA, R AT LU A New-Object cmdlet Fit A--comobject 24k, it
/J\Tﬁ?4ﬂL%W’ﬁTﬁf‘LT’Ej§*AXﬂL%’&, i [} ComputerName J& P 3K 45 BARAEAE
$computer AF &,

WRAEASATIN $2 L 7 2H8-q, A Hi$q A& . XFEA{EH funline Bi%L
B EN A s, JEE ] Powercfy T B LS H-query, M3 AN 24
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HI RV PP TR

WARREE T S H-c, WSS H-t X2 K Dy$t A8 & b a4 I 2 I ()45 8
T 2N-c ZHh R E ARAESR A BRI N 18], X FEA AN TR SR . AR
A S$e AR, WA throw 1AM HH AL ERIEHRE S, JHF IERARIT .

PN RIAAMRYE-¢ ZHUEILEC switch IH A3, WRMEDY mp, UEAH R
FEESt AL B EAFE VAU LG O T B s A R I I a] (1 -8 s i RMEDy mb, IR R
THEEHUE AT b A, U2 i P St A% B B0 B oS AR OB IR TR 40 2RAE Y db,
YU B 4 A PR R AR AR B St A B RE I B BUR R P KBl a8 Qi ARE D sp, UIHE
5 FH S L R I D0 24 25 PR et $t A2 e 1 0 Bh BUR THEEA LR S E AR LR
A WERTTZIHEAUANR, WIEA hp, FHESH TR~ RRR A R ME s G
RAEH hb, Ty AR AR AE .

B RHIAAE Windows Server 2008 A1 Windows XP i@ it -q S8 2 i) L 7 R 45
AP 18-41 A 18-42 FioR,

o Administrator: EMR: $S18RH - povershell
PS C:'\PowerShell\Charpteri8> .\SetPowerConfig.psl —q ©

Power nnnflgulatlnn on: WIN-SJU3NRS5BHE

D: 381h4222-£694-11£B-9685-FFShh260df2e CFT{ED
1D: fea3d13e-7eB5-4911-9a71-700331F1c294 B T AT
1D:_Be796bdh-100d- 47d6—a2d5—f7d2daa51f51 &
&a:

AxABEBARA1
0x00000001

GUID: BBiZecd?-9B41-4hSd-Fh77-535fha8h1442 (FFED
GUID: 6738e2cd-eBa5-4a42-hiba—eB4Be?69756e (TLIA1A S FHEE>

1 BxFFFFEFEF
: BxBRBRBAA1

BxARAEREARE
BxARAREEAA

ADAFTIVE
ADAPTIVE

5] 18-42 7 WindowsXP F3R FREIHIERITXIAIES
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diss HEirRLE

18.4.1 FEHAMBIRE

Windows Vista 46 7E M4 ThRE T A T AR KNGS , A58 155 k5% IR %5 & IPv6
PR BG 5 S 4545 . [E]IF A Windows Vista 145 WMI 3840 718 22 FH T E R K ik
FIPV6 FEBFRF AN TH S, v LU R AE A IPV6 Hidik .

(1) BEEM%IEE

Windows Vista F1 Windows Server 2008 FHflfEam kI N & ThRE, 0 LA
B AEFE T AERE 2%, (28 PN 48 5 T L SR R R BRI, 659 T R PO 4% T
%, K 18-43 R

T Administrator: S : @SR - povershell
e11%Charpteri8> ipconfig sall

= WIN-SJW3NRS5BHE

: Intel<R> PRO-168@ MT Metwork Connection
: B8-BC-29-91-83-7E

: 192.168.40.128¢ 5>
: 255.255.255.8

1 192.168.48.1

: 192.168.48.1

18-43 FHEEEBAKEMKEE R

NTBHRE BN 5%, 9] 18-17 B 4 N “GetNetAdapterStatus.ps1” (1]l
A FH e 1 263 O A% TRIRES
5 18-17  #&MIMLEIEEC R AVIRAS

param($computer="localhost",$help)
function funStatus($status)
{
switch($status)
{
0 { " Disconnected" }
1 { " Connecting" }
2 { " Connected" }
3 { " Disconnecting" }
4 { " Hardware not present" }
5 { " Hardware disabled" }
6 { " Hardware malfunction" }
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7 { " Media disconnected" }
8 { " Authenticating" }
9 { " Authentication succeeded" }
10 { " Authentication failed" }
)
b
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: GetNetAdapterStatus.psl
Produces a listing of network adapters and status on a local or remote machine.
PARAMETERS:
-computerName Specifies the name of the computer upon which to run the script
-help prints help file
SYNTAX:
GetNetAdapterStatus.ps1 -computer WebServer
Lists all the network adapters and status on a computer named WebServer
GetNetAdapterStatus.ps1
Lists all the network adapters and status on local computer
GetNetAdapterStatus.ps1 -help ?
Displays the help topic for the script
"@
$helpText
exit
b
function funline ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline = $funline + "="}
Write-Host -ForegroundColor yellow $strIN
Write-Host -ForegroundColor darkYellow $funline
b
if($help) { "Printing help now..." ; funHelp }
$0bjWMI=Get-WmiObject -Class win32_networkadapter -computer $computer
funline("Network adapters and status on $computer")
foreach($net in $objWMI)
{
Write-Host "$($net.name)"
funstatus($net.netconnectionstatus)

b

N T IR IE LA RAS %A 8 A Win32_NetWorkAdapter WMI &
REPRSAND . FAIE T — N4 9 “funStatus” IRREL, 83T switch 1A AL AGH
f45 Win32_NetWorkAdapterWMI 2 EXE‘JFE%EI BRI . IRASACRS e A
X AE Windows BT &AL (SDK) FEVEAIN4E, BT,

> 0: Disconnected (I§iFF).
> 1: Connecting GEHEH1).
> 2. Connected (C.i%E#2).
> 3: Disconnecting C(IKiFF).
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>

FEZJAS il funStatus bR ECREIRSE e oM T BEAR IO A 2%, HAAT

Windows PowerShell 2.0 N FRRIEER{ESCE

Hardware not present ({4 ATELE) .
Hardware disabled (fifif}CL25F1).
Hardware malfunction CH{4: & ).
Media disconnected (ZEAHTTF) .
Authenticating (FUBRIAEH).

. Authentication succeeded (FBRIIERIN).
10: Authentication failed (AR IANIEZRIBD

@m\lm‘.ﬂh

18-44 FlT 7R o

[Ev]Administrator: EG: LR - powershell
PS C:\PowerShell\Charpteri8> .\GetNetAdapterStatus.psi
Network adapters and status on localhest

< 2
Intel<R> PRO/1000 HT Network Connection
Connected

5C21A5-88A2-42B4-A872-A2DB292699D1>
[<Ip>
neling Pseudo-Interface

e

18-44 HITER

(2) AbFRIEPC A5 BC &

FER BT A& AR RS S
UL R IR | PG RIFEEE A | “ TR I,
B Mo AR BOR BN IEAC 8 1 PEAR{E BT MO R, nl&] 18-45 k.

» - bR - PR Tniernet - R - -G lﬁi
THE REED ZEW TA0 SR EHo '
iﬁﬂ] - W‘E - 0
= |- [-l9Es || et |-| e || i
FiEE (1)
U EhEs Fi 2 Intel(R) PROVI000 M... iRl Inte.. AR 5
il J i

B 18-45 7 “MLKZEE" BOFEESMERFHIFEARR

g5k

S L7 4 U4 B S AN B . T
STIF “ s

B # 4 N “GetNetAdapterConfig.psl” B I A< it S 45 5 WX 4% 3 e 28 1 Tl
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RITEARME 2, I HIE R E R OOR [0 R A E R S R ERCEE B, HAD
s 18-18 Ffiw .

1 18-18 WEHFEMMEE 2T HI A THEEMIEMER

param($computer="localhost",$query,$help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: GetNetAdapterConfig.psl

Produces a listing of network adapter configuration information

on a local or remote machine.

PARAMETERS:

-computer Specifies the hame of the computer to run the script
-help prints help file

-query the type of query < ip, dns, dhcp, all >

SYNTAX:

GetNetAdapterConfig.psl -computerName WebServer

Lists default network adapter configuration on a

computer named WebServer

GetNetAdapterConfig.psl -computerName WebServer -query IP
Lists IPaddress, IPsubnet, DefaultIPgateway, MACAddress

on a computer named WebServer

GetNetAdapterConfig.ps1l -computerName WebServer -query DNS
Lists DNSDomain, DNSDomainSuffixSearchOrder, DNSServerSearchOrder,
DomainDNSRegistrationEnabled on a computer named WebServer

GetNetAdapterConfig.psl -computerName WebServer -query DHCP
Lists Index,DHCPEnabled, DHCPLeaseExpires, DHCPLeaseObtained,
DHCPServer on a computer named WebServer

GetNetAdapterConfig.ps1l -computerName WebServer -query ALL
Lists all network adapter configuration information on a computer
named WebServer

GetNetAdapterConfig.psl -help ?

Prints the help topic for the script

"@

$helpText

exit

b

if($help) { "Printing help now..." ; funHelp }
$class="win32_networkadapterconfiguration"
$IPproperty="IPaddress, IPsubnet, DefaultIPgateway, MACAddress"
$dnsProperty="DNSDomain, DNSDomainSuffixSearchOrder, *
DNSServerSearchOrder, DomainDNSRegistrationEnabled"
$dhcpProperty="Index,DHCPEnabled, DHCPLeaseExpires, °
DHCPLeaseObtained, DHCPServer"

if($query)

{
switch($query)

"ip" { $query="Select $IPproperty from $class" }
"dns" { $query="Select $dnsProperty from $class" }
"dhcp" { $query="Select $dhcpProperty from $class" }
lla”II {
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$query = "Select * from $class" ; °
Get-WmiObject -Query $query | format-list * ;
exit

¥
DEFAULT {
$query = "Select * from $class" ; °
Get-WmiObject -Query $query ; exit
b
b

by
ELSE

{

$query = "Select * from $class" ; °
Get-WmiObject -Query $query ; exit

¥
Get-WmiObject -query $query | format-table [a-z]* -AutoSize

2 AAS FH param 156)5E X T 34058, Bi-computer. -query fz-help. FLrRi%
& -computer [FJERIME N localhost. WIER A P ARFG € THENL, WIER IR [ A TR L
1) DX 285 i

FERRERX T BIE BAVER funhelp BREH THHHBMEE, MHPRRIAS
e N RR S HT, A RZ RS R R S RN . A A if
BRIk shelp LERTAAE, BN HRAHPERMBARTEE T -help 245, %%
A S, MEVIGHT WMI AR, XS ERFESN T ETER
TR0 A AT R RS RS TR . £ NS E0h e G -query 4, AR
2R switch 154 A Wrsquery LR . FFHATHBIAERAE, Hit ip. dns. dhcp F1
Frf 2 HIME .. 7ESquery B R TEH A B BL N E4Rs AEH ELSE &A1 WMI X}
S A B K% Get-WmiObject cmdlet Ay, ZEFHI 4 M 45T i+ HL )
Fi s Mg RS B . TSI 5K Get-WmiObject cmdlet 75 i) (1) 45 538 i & iE
f&id%5 Format-Table cmdlet #% =X\ {bHH, 7EffH Format-Tables B 752248 €&
Get-WmiObject cmdlet it ACASH NS 2. ZAR M IATSE R A 18-46 FE]
18-47 7

Administrator: C:\WINDO¥5\system32\¥i

[DHCPEnabled DHGP! ires DHCPLeaseObta

0898705130157 . 00BA00+488 20090705100157 . 080000 +480 211.68.71.4

18-46 ZEiHHEIEHL DHCP 2
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/% Administrator: C:\¥IRDO¥S\system32\¥ind -0 x

[PS G:“\PowerShe l11NCHAPTER18> _“GetHetAdapterConfig.psl -

[DHCPEnabled

IPAddress B

DefaultIPGateway :

IDNSDomain =

[ServiceName : MdisIP

Description : Microsoft TU-Uideo Connection
=1

: False

: AsyncMac
= Ras [FIEACES
zz

: False

18-47 KRIBERZETEVASMLFAENMEERSREER
(3D fide il IR A 11 Jeg 12k
TE H TH A 4 H rpoe] DL TR R B E A R AR R A, M 18-48 AR
Windows & EEMIEIMIRAE (3817 WBEMTest.exe) H i UIFERIR L BMEXAHE. H
FE N 7 & FIE T ) Win32_NetworkAdapterConfiguration %} 5 2 i 2% 75 B 42 FT -l
Wz EEWN G L Z I E roo\CIMV2 , 7 3T JF 2 3 F & A
Win32_NetworkAdapterConfiguration B A] 4T

FRSERF FHE©
drmamic CTi_BOOLEAN . TRUE. T _
Locale CIN SINT32 1033 {40 BEHSR E)
provider CIN_STRING  CIMMini2 =
o oo R T 85 nor

FIRRET RFRE R HIEHRRE R A

JE1E fem R iR EHL =
_CLASS CIN_STRING  Win32_NetworkAdapterCia
T DERTVATION CIWSTRING | CIM_FLAG_ARRAY "CIN_Set B
__DYRASTY CIN_STRING  CIM Setting

GERUS CIN_SIFT32 1 (1)

" HAMESFACE CIM_STRIHG REIEIT}(EIMVZ URRHE
__PATH CIMSTEING  \\FUHT-NDTEBODKNRDOTA
< > R

FEE R Wz R Aplk2
2 R

Hik e
Disablelf5ec A | D=
EnableDHCP
EnableIHS oF =3
EnableIPFilterS
EnsblelFSec v g
< > e

O B s

& 18-48 j&@id Windows BEIEMEN X FHMNREERTERNENEERE

N T A RIS R B A (S 2, B 18-19 G744y “NetworkAdapterConfig
Filtered.ps1” FIfHIA T 58T F J@ 1

5 18-19 FEFLAEM
function funline ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline = $funline + "="}
Write-Host -ForegroundColor yellow "n$strIN
Write-Host -ForegroundColor darkYellow $funline
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Get-WmiObject win32_networkadapterconfiguration |
foreach-object *

{
funLine("Querying: $($_.caption)")
$_.psobject.properties |
foreach-object *

{
If($_.value)

{
if ($_.name -match "__"){}
ELSE

{
Write-Host "$($_.name) "t't $($_.value)"

¥
b
3
¥
Z I AE T Get-WmiObject cmdlet 3£ HX win32_networkadapterconfiguration WMI
SR, BEJG 3 B 45 5 Management X} % & %45 ForEach-Object cmdlet. iX
FERD AT [ A R JE 1, BERAE B — AN ZERC %% . 7 ForEach-Object cmdlet
RADHF TFE WMI 5 B BRE, XRS5 T X0 T EAL A AN ] X 25 TS BT 2%
TEAZJEA HdE s A W Value J& YRR AR E & S X E k. 8 TR 5k,
AT B SRR LK 2 AT A N ZE, AT 45 SR 1A 18-49 Fios .

Administrator: C:\FINDO¥S\system32\¥i: -0 x
IPS C:\PowerShell\CHAPTER18> .“NetworkAdapterConfigFiltered.psl -

Querying: [BAAABOAL 1 Microsoft TUUVideo Connection

[BBBEBOAL]1 Hicrosoft TUideo Connection
Microsoft TU/Uideo Connection
True
1
NdisIP
{BEBB2F44-C341-489F-9D2B-39D48FB44AB3>
Systen.Managenent .ManagenentScope
\\FUHJ-NOTEBOOK \root \c inu2:Win32_NetuorkAdapterConf iguration.In

System.Managenent .OhjectGetOptions
N\FUHJ-NOTEBOOKNroot e inu2 :Hin32_NetworkAdapterConf igur|
Systen.Management . PropertyData Systen.Management .Proper|

yData System.Management .PropertyData Systen.Management.PropertyData System.Manal
lyement . PropertyData System_Management .PropertyData Systen.Management .PropertyDat]
System.Management .PropertyData Systen.Management.PropertyData System.Managemen|
.PropertyData System.Management.PropertyData Systen.Management.PropertyData Sys]
en.Managenent . PropertyData System.Management.PropertyData System.Management.Prol
pertyData Systen.Managenent.PropertyData Systen.Management.PropertyData System.H
nagement .PropertyData System.Management.PropertyData System.Management.Property
Data Systen.Managenent .PropertyData Susten.Managenent . PropertyData Systen.Hanaged

18-49 #ITLE

18.4.2 REMEEAES

WMETENHH ZANMEERA, 76 Windows FA 1) cmd AL E & PEIR
M, 2B PR IC B I 1 PR O T A B AR A AN I AR A o Y R 4 e
& o AT AL AL TR 22 AN I 25 S TIC 2% 0 AT A H 30 AR i it B A ke T v

(1) Kl 24> P2 E B gt
XtF Windows 48R Ui, 11 RS0 2R L 4 UE BT AT I EE B I e e
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R AT o IR A AT R AR TR, — BE B o M 4w mT DL E 3)
HERRTCRM L, (BRETA . (EAR X T 4% 8 B O3 R X MR T R 25 R RR
W, ELARAR A, W ZE RSN B TGRS TR R A 2R 257 1] Internet.
Windows Vista i 7 2= i WUR B R4 4G L as ok B, T an ST N T IZAN 218, I
BRI Z M 2%, ] 18-50 fFiw, THEMLA] REAALEIR KK 224 i o

& © EBE Terner

RmpER?

P2 A0)
) Ermsmemenmms.

BT (PPPoE) (R)
2P EE*EEFSiﬂT‘EE’J ISL SEBHEo

I SR ERER SR Rn)
R

18-50 EZEI T REHME

a8 “GetNetID.psl” E‘Jﬂfﬂzlif'z?i_i%iﬂzliﬂﬂﬁ%mE@Wé@iﬁ@i%ﬁ%
PRy ARSI T . ERAHE B AN FEN, R RS a5 R AR A
o ZBIARAES IR

Get-WmiObject -Class win32_networkadapter |
format-table -Property name, interfacelndex, °
adapterType, macAddress —autosize

A PR E I ] Get-WmiObject cmdlet 452 Win32_NetWorkAdapter WMI
F(5 5, BE R 01E Bl TE AL 45 Format-Table cmdlet #% 2040 4 Hi 7 4 2%,
A PR &2 % Name. Interfacelndex. AdapterType M MacAddress J&14: . -autosize =
KT LARC & Format-Table 81, DAE— DR B H N AR R R T, PUTSH
K 18-51 FiuR .

s\Systen32'\WindorsPowerShelllvl Dipowershell. exe

Network (WAND>
ea Network CWAND>

?le Area Network C(WAND

owerShe l1\Charpteri8> _

18-51 HUTHR
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(2) B M2 &R 2815 55 N\ Excel 314

MR G 2N W 4538 O A% o T8 T s ) 65 7 7 0K e ) 4% T G 2R 1S B2 BARE
BERK, TS EF AR, X FHZRE RS NS Excel K. i 18-20
B E 44 “WriteNetworkAdapterinfoToExcel.ps1” (I A 5545 22 38 7 A i+ B2 HL_E
B M ZE LA M BCEAS 2., 5 AR Excel SCHHE T 5 BI04, HARRG A0 -

f118-20 FRENMEBERRAIECERES

$strPath="C:\PowerShel\CHAPTER18\netAdapter.xIs"
$objExcel=New-Object -ComObject Excel.Application
$objExcel.Visible=-1
$WorkBook=$0objExcel.Workbooks.Add()
$sheet=$workbook.worksheets.item(1)
$x=2
$Computer = $env:computerName
$objWMIService = Get-WmiObject -class win32_NetworkAdapter °
-computer $Computer
for($b=1 ; $b -le 10 ; $b++)
{$sheet.Cells.item(1,$b).font.bold=$true}
$sheet.Cells.item(1,1)=("Name of Adapter")
$sheet.Cells.item(1,2)=("Interface Index")
$sheet.Cells.item(1,3)=("Index")
$sheet.Cells.item(1,4)=("DevicelD")
$sheet.Cells.item(1,5)=("AdapterType")
$sheet.Cells.item(1,6)=("MacAddress")
$sheet.Cells.item(1,7)=("netconnectionid")
$sheet.Cells.item(1,8)=("NetConnectionStatus")
$sheet.Cells.item(1,9)=("NetworkAddresses")
$sheet.Cells.item(1,10)=("PermanentAddress")
ForEach ($objNet in $objWMIService)
{
$sheet.Cells.item($x, 1)=($objNet.Name)
$sheet.Cells.item($x, 2)=($objNet.InterfaceIndex)
$sheet.Cells.item($x, 3)=($objNet.index)
$sheet.Cells.item($x, 4)=($objNet.DevicelD)
$sheet.Cells.item($x, 5)=($objNet.adapterType)
$sheet.Cells.item($x, 6)=($objNet.MacAddress)
$sheet.Cells.item($x,7)=($objNet.netconnectionid)
$sheet.Cells.item($x,8)=($objNet.NetConnectionStatus)
$sheet.Cells.item($x,9)=($objNet.NetworkAddresses)
$sheet.Cells.item($x,10)=($objNet.PermanentAddress)
If($objNet.AdapterType -notMatch 'ethernet')
{
$sheet.Cells.item($x,5).font.colorIndex=3 # 32 is blue 16 silver/gray 8 is Aqua, 4 is
green, 3 is red
$sheet.Cells.item($x,5).font.bold=$true
b
$x++
b
$range = $sheet.usedRange
$range.EntireColumn.AutoFit()
IF(Test-Path $strPath)
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{

Remove-Item $strPath
$objExcel.ActiveWorkbook.SaveAs($strPath)

b
ELSE

{
$objExcel.ActiveWorkbook.SaveAs($strPath)

b

RERE & B LR JEA H P 28 & o 285 B RS RAR D, K2 HRE E 2R G TXT
Excel SCHEfI3AF J7i% . 7R85 PowerShell #:4F Excel 2 1 75245 € Excel X4 HI7F
T4, TEZIA Ao Hoil /e $strPath A8 &+ o B Ji5 6 i — > Excel Application COM
XTSI O AIERAE Excel £i&. JERME Excel Bidk, I4{R1E1ESobjExcel
A5 &1 1) Excel. Application % % ] Visible J& M 15 & -1, 78 & H AT W, . 2R J5 7£ Excel
N IN—/ T AR, FTHP5 1 A TAER K 5 S BIR(F/ESsheet R H . K
I 75 5| F B 1) PR A7 7E Sworkbook 48 & H 18T TAEFEXT %, SRS item 572
RES 1A TAER.

T RAYIARESX, JFE Y 2, FRENE 2 7)1H6S . BN 71 WMI &)
BB T AL, 3B env\ix AN PS (18R Bh#% o 3-8 H TR TH R AL A 1R
BiAr f computerName (1)1 {# 17 7£ $Computer & . H 5 ] Get-WmiObject
cmdlet 25 1f) Win32_NetworkAdapter WMI 35, #if)752]f) Management X} % (&7 1E
$objwmiService &=,

BRI NN WML A 3R (BN 8 P SR AR A AT, 3X BLASFH for fEHAHE 2 7
BERHAA SR AT N T HZAT AR 8RS AR, ¥ 1) Bold J& 11 B h True.
VB bRl 518 F Foreach 1575 WMI X G2 [a]3 [y, LAER H B 5 B RE E £ 2R 3L
FANFBHRNRF . X BATH item 735k 5] FIAE LR A I0Hs, 7 BNz 07 A A
AN B ALRRE R, DMECARTE T e AL A T iR R R T SR, X
FAF A S IREREE S ANIIAT . W SCR AR SR, R IR TE € TRAFRF
TE BT 51 o A DX 6% 33 T 2 D DA K ) 3 P 2 B At A Y R oA T R VR A Y
Win32_NetworkAdapter WMI 25 i) AdapterType J& 7, ZHIAK H B2 FRicAE LR
W& AL 2%, AT LA A -notmatch i /E A7 LLRGE R 25 88 . W G e 25 R AUA 2

“ethernet” (LK), T ob A8~k BB 9 AR SR . AP — 2% M 45 IE L A
S JE 8 I Y I8 AT+ + i Sx AR BB, IXFERH 5 1) — KE FL 3RS B A T B AR
1~ —A4T

G H BN RG, B RELESCEY T LR R TERENEE . AR
AT AutoFit() 7572 FH T30 P e Y L B F0 B, e UYL 7 B v 2 A
F TAER ST R 1) UseRange J& 14

MR N B RZ S5, 5ROk . IR AR O i, K3
MIBR, SRJEH TAERMRAAER LAEME T, S0 EEE TR TIEE. %
JEIAAT J5 1) TAE a1 18-52 Fir o
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i Lo e
T MY 820 EEY EAQ €20 IAD SEQ EOD WO - _Ex
0 A‘JjA%gaqﬁa)‘ gz-HilEmgwer -@f

Do » WA EE

1]
]
]
<

E-O-A-E

= @l =
te

Al - A& MName of Adap

& B c D E in
1 [Name of Adapter lInterface Index Index DevicelD AdapterType NacAdd
2 Wicrosoft T¥/Video Comnection 1 1

3 RAS [FFEELE

4 maN BIELHO (LITP) 3 3

5 WAN HELRO (PPIP) 4 417F (RAN)  50:50:F
6 |WaN FELKO (PPROE) 5 51 R (RAN)  33:50:€
T EEART 5

8 WaN HERED

] m%um%:ﬁ{if“u

10 802, 11n Wireless LAN Card

1 m%um%:ﬁ{if“u

12 |Atheros ARELZ/ARS11S mtgl 4 PCIE Bthernet Controller

T
8 Ethernet 202.3 0C:58:2
9

10
11 Ethernet 802.3 00:23:%

3 HEEE RS 12 1 Ethernet 802.3  00:23:5
-1 ETREMEA ﬂFq%%![ﬂlrzﬁ 13
15 FRHihl

14
15 15Fthernet 802.3 00:50:5
1 16 Ethernet 202.3  00:50:8
er — 0SB 17 17
i} 18
19 19 Fthernet 802.3 02:00:E
0 0 o

0
I Al

18-52 MIARBITHREHITIEE
(3) R E I Y 25 TE T 2%

% ISR TR R R, W45 TH L i KA R g . THEEHL
RGEHZ AWML — B, R AR L A 2 e pgs, WESE M w
LIE I X X AR ek 22 4 R 45

XTI T AL, 2 SIS R R, g o
VIR PN ﬁﬁﬂ%éﬁ#%"l‘]%#ﬂ%ﬁzﬁf%ﬁ_%, 11 W4 2 vh SAFAE %
BN LKL, B AT DB X WX 22 4 I BEAT il . Rl 2 %
4 P 438 AR KR B o

N T B R T A AR S BT ] B ER ) 4 T O AR AT R R e A A, Al 4
;. “FindConfigurationOfConnectedAdapters.ps1” [ IHIA R 518 22 S SEHLI 9 2%
ERCAR . ZHASOR 8] O3 1) W45 & B A s, iR A s ahEs:, A2
IR ETATEE o iZHAS ARG R

$computer="Ilocalhost"

$connected=2

Get-WmiObject -Class win32_networkadapter -computername $computer *
-filter "netconnectionstatus = $connected" |

foreach-object *

{
Get-WmiObject -Class win32_networkadapterconfiguration
-computername $computer -filter "Index = $($_.deviceID)"

b

A TP WML 25, Hdr Win32_NetworkAdapter WMI 28 B 44
“Connected” )@, T Win32_NetworkAdapterConfiguration WMI 250U J¢

AT S e XA E$compute H T 4T WMI £ f), $connected H T &R
NetConnectionStatus JE@ MEf X m it B Al 2 R C & EH . B E & )
Win32_NetworkAdapter &, X Al 345 — AN ] DL SR W 2% 5 i 45 72 73 2 2 1)
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Management R HEA ?ﬁé OV NS BLs 15 2, AT DU filter
., XU s B4 iE il IE a4 K I% 3 Foreach-Object cmdlet, 7& L+ 5 1)
Win32_NetworkAdapterConfiguration 2. Ff-fff F i &% 25 1y b SCH ik fa 1 9 26 &
Boas, IEACHS v] DU Y Fir e B X 5L DevicelD R 5.

(4) W EFS IP ikt

IR WG, P2 T BN M %48 5SS 1P, DMER RO e BLAR 55 45
EAE N 18-53 Fras i “Internet B (TCP/IP) JE 1" SHGHERIEZS 5 ik B 5 S
|Pﬂtﬁt (EF AN o I | RS I

| sREE

ORFIEE TR ThEE , FUTU.ﬁHEE:b!“iFkEﬂ IF &ﬁ T,
ERE R e R SRS 1T SR

© R, )
OERTEN IF Bk @

© BEEHS IS IRSEMIE @)
OERATEN D85 RSB ©):

& 18-53  “Internet #MY (TCP/IP) BiE” *iEHE

PowerShell A] LLf# F Win32_NetworkAdapterConfiguration WMI 25135 14
ATk, B4 N “SetStaticlP.psl” [BEIAS FsE R H A ) 3 N5k

param($computer="localhost",$q,$ip,$sm,$dg,$dns,$help)
function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: SetStaticIP.ps1

Sets a static IP address on a local or remote machine.

PARAMETERS:

-computerName Specifies the name of the computer upon which to run the script
-q Queries all IP bound network adapters

-ip IP address to use

-sm Subnet mask to use

-dg Default gateway to use

-dns Dns server to use

-help prints help file

SYNTAX:

SetStaticIP.psl -q "yes" -computer WebServer

Lists all the network adapters bound to IP on a computer named WebServer
SetStaticIP.ps1

Lists all the network adapters bound to IP on local computer

SetStaticIP.ps1 -ip "10.0.0.1" -sm "255.0.0.0" -dg "10.0.0.5" -dns "10.0.0.2"
Sets the Ip address to 10.0.0.1 and the subnet mask to 255.0.0.0 and the default
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Gateway to 10.0.0.5 with a dns server of 10.0.0.2 on the local machine
SetStaticIP.ps1 -help ?
Displays the help topic for the script
"@
$helpText
exit
b
function FunEvalRTN($rtn)
{
Switch ($rtn.returnvalue)
{
0 { Write-Host -foregroundcolor green "No errors for $strCall" }
66 { Write-Host -foregroundcolor red "$strCall reports" *
" invalid subnetMask" }
70 { Write-Host -ForegroundColor red "$strCall reports" *
"invalid IP" }
71 { Write-Host -ForegroundColor red "$strCall reports" *
" invalid gateway" }
91 { Write-Host -ForegroundColor red "$strCall reports" °
" access denied"}
96 { Write-Host -ForegroundColor red "$strCall reports" °
" unable to contact dns server"}
DEFAULT { Write-Host -ForegroundColor red "$strCall service reports" *
" ERROR $($rtn.returnValue)" }

¥
$rtn=$strCall=$null
b
if($help) { funhelp }
if($9)
{

Get-WmiObject -Class win32_networkadapterconfiguration
-computer $computer -filter "ipenabled = 'true""
exit
b
if('$ip) { funhelp }
if('1$sm) { funhelp }
if('$dg) { funhelp }
if('$dns) { funhelp }
$global:RTN = $null
$metric = [int32[]]1
$0bjWMI = Get-WmiObject -Class win32_networkadapterconfiguration *
-computer $computer -filter "ipenabled = 'true""
$RTN=$objwmi.EnableStatic($ip, $sm)
$strCall="enable static IP and subnet mask"
FunEvalRTN($rtn)
$RTN=$objwmi.SetGateways($dg, $metric)
$strCall="enable set default gateway and metric"
FunEvalRTN($rtn)
$RTN=$0objwmi.SetDNSServerSearchOrder($dns)
$strCall="Set the dns server search order"
FunEvalRTN($rtn)

TEMIAH E T FunEvalRTN p&%L, FH TR AR K WML 5 CABCE. IP
Hodik J5 3R B AR . 7E 1% RN BB 48 switch 156 H KR (M1 4CAS Y ReturnValue J&
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£, Wi ReturnValue FIMESE 0, FRR&A 4 1 HABE IR R A 28 H B 56 .
> 0: WHHNR, IEETEERE.

66: iR I .

70: JE¥ 1P,

71: BRI G,

91: VjlnlpkiE4.

96: AHEIEFEE] DNS %545 -

> default FKoRHIUENR, HEHRAE LIATEDN .

IR BRI A )RR AR E ZE R, AT LLERE— N2 EsstrCall, Hrfy
FE4E A ReturnValue 8 (77 75 4 FK

ZMA I E-q 28, WRFAEZSEHER T 2 FESq L&, HAZT WMl
W R ITA B 1P bk (P 2E BE 2505 12 o 7E BB A SR M 48 S 30 ZRAH K 2
AR T BNRTIERE IPEE, JFMA funhelp BEERTGHE IIE B

bt )5 i F $global dric ks AR, JHEHAAREOyERTER. 4T BE4E
SUPRAFATLE (19 W9 S i, 76 A Hh A FH [int32] 28 B 29 SRAF , DAORAIER N 1250 7 2 int32
HHERA . IR ARSI L AT WA N — X T 46 Shm AR A, 81
SRR B Fi 5 45 77 05U FE AR 0738 B Smetric . BBIAUA I PAT 45 S U 8] 18-54 B .

2 Adn: r: Tindows PowerShell ¥2 (CTP3)

VV V V VY

se
2.168.47.128, feB8@::4573:6fec:8656:179h>
2.168.47.1>

> .\SetStaticIP.psl —ip “192.168.47.128" -sm "255.255.255.0" °
v192.168.47.1"

[PS C:\PowerShell\Charpteri8> _

[&] 18-54 H1TZ:

i1 Windows Vista Al Windows Server2008 5 Windows XP 2 [&] ) k¥ 2% WM #5
HOAFERKPIXA, H HZ A EH 1) EnableStatic(). SetGateways()
SetDNSServerSearchOrder()45 512142 Vista PG #4F R Ge b i 53, prblix
FIAAGE T Vista LL_ERCAS ) Windows #:1F £ 4t () PowerShell.

(5) JAH DHCP

B T AT DAG M4 EEL a8 482 IP 4b, W LLfEH DHCP (Dynamic Host
Configuration Protocol) AR45%83%HL IP ik, J5 F DHCP () H fst &~ T By kT
i AS MR 20 e T 3 Aot IR 28 bk R K& B . DHCP 1 AR R EE— /e 4 25, R
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% P £ $% DHCP Server. Server $4t 1P FiL A kit | 2% P i 3252 1P L AIFH 298
AR5 28 2 R ITTHHL T B g e 1P Hhbks U — F 1P Hhhb g s ¥, POk oy
FIMRSG2% . CUAUF ISR IS i IR 45 25 TR — e A5 bk B, SAARSS #8840 5¢ 1P Hhdik,
ifi PC JUIW] LA ] DHCP 3RH 1P Mtk

1 18-21 GJE4 A “WorkWithDHCP.ps1” FIIASH 4R 45 DHCP JRZ&. a3 H
DHCP. %8t DHCP 3o i) 1P Hodil, 3536 DHCP 43 EC i IP bk,

fj) 18-21  #=%l DHCP

param($computer="localhost",$action,$help)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: WorkWithDHCP.ps1
Works with DHCP settings on a local or remote machine.
PARAMETERS:
-computerName Specifies the name of the computer upon which to run the script
-action <qg(uery) e(nable) r(elease) rr(release/renew) action to perform
-help  prints help file
SYNTAX:
WorkWithDHCP.ps1 -q "yes" -computer WebServer
Queries DHCP settings on a computer named WebServer
WorkWithDHCP.ps1 -action e
enables DHCP on local computer
WorkWithDHCP.ps1 -action r
Releases the DHCP address on the local machine
WorkWithDHCP.ps1 -action rr
Releases and then renews the DHCP address on the local machine
WorkWithDHCP.ps1 -help ?
Displays the help topic for the script
"@
$helpText
exit
b
function FunEvalRTN($rtn)
{
Switch ($rtn.returnvalue)

{

0 { Write-Host -foregroundcolor green "No errors for $strCall" }

82 { Write-Host -foregroundcolor red "$strCall reports" *

" Unable to renew DHCP lease" }
83 { Write-Host -ForegroundColor red "$strCall reports" °
" Unable to release DHCP lease" }
91 { Write-Host -ForegroundColor red "$strCall reports" *
" access denied"}
DEFAULT { Write-Host -ForegroundColor red "$strCall service reports" *
" ERROR $($rtn.returnValue)" }

¥

$rtn=$strCall=$null
b
if($help) { funhelp }
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$global:RTN = $null
if('$action) { $action="q" }
$0bjWMI = Get-WmiObject -Class win32_networkadapterconfiguration *
-computer $computer -filter "ipenabled = 'true"
Switch($action)
{
nen £
$rtn = $objWMI.EnableDHCP() ;
$strCall = "Enable DHCP" ;
FunEvalRTN($rtn)
)
e g
$rtn = $objWMI.ReleaseDHCPLease() ;
$strCall = "Release DHCP address" ;
FunEvalRTN($rtn)

b
"rr" {
$rtn = $objWMI.RenewDHCPLease() ;
$strCall = "Release and Renew DHCP address" ;
FunEvalRTN($rtn)
b
"q" {

"DHCP Server: $($objWMI.dhcpserver)"
"Lease obtained: " + [Management.ManagementDatetimeConverter]::"
todatetime($objWMI.DHCPleaseObtained)
"Lease expires: " + [Management.ManagementDatetimeConverter]::"
todatetime($objWMI.DHCPleaseExpires)

b
b

A E A param iER)E X 3 M2, H-computer ZEIBIME N
localhost. A5 A B4R & RTN, ¥ E A$null, A B AL E 2
o WIRKAERMETSE, SR 2SET DHCP MR BA5 8. ¥ Saction AL E A
ZH, WEINA q 28, HTRZIA DHCP 5 5.

T RAEFH switch iBA)%F Wraction B RAE, WK e, WTEHRTHHEM G
F DHCP. ixHifH enableDHCP() /5% $strCall AZ g5 & —NF4F e, FRk At
4 FunEValRTN BRECHINT enableDHCP() /752 5 AT Wk v, A H
releaseDHCP() /7L FEJi DHCP #idik, Jfik [FI{E $strCall 1%i645 FunEvalRTN BR0H|
WA TS AT R s WA rr, U EE B DHCP Huhik ly$strCall A& 18 2 745 5, AR5 3
b7 3% [ 4

7E switch &) ()i )5 75 Z R R P26 2470 IP Hutkf¥) DHCP AR45#sfihhl, JF#
THFRAGALL) B B AN IR B] o 75 0K UTC R R A3 N 28 7 i BT i 160 1E 5 st
[f], AEATLLE A Manangement.ManangementDate TimeConverter X/ .NET HEZZ[(]
K, A A toDateTime B8 77 244 UTC A% Ui H A R0 AL 1645 1% 0712
IZIAS B PAT 25 R ] 18-55 fios .
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Al Wo: hDHCP . p:
Works with DHCP settings on a local or remote machine.

[PARAMETERS =

-computerNane Specifies the name of the computer upon which to run the script
-action <q{uery> e<nable> release> rrirelease/renewd action to perfor:
—help prints help file

SYNTAR =
\orki/ithDHCP.ps1 —g “yes" —computer MunichServer
Queries DHCP settings on a computer named MunichServer

WorkWithDHCP.ps1 —action e

lenables DHCP on local computer

18-55 #EifjFIEH DHCP 52

T A AS 45 FH ) EnableDHCP(). ReleaseDHCPLease()#! RenewDHCPLease()
L5712 Vista LS EE RGHTIE I 7%, ZHAE T Windows Vista & H
DA AR

18.4.3 HLE Windows Bh N 35

Windows Vista F1 Windows Server 2008 7E 2245 T B e R EGHERE R 1 48
Windows [ kI R4t . 4l 18-56 Fros .

HT¥indovrs PHXIESE
=0 BB |Em |

WM; ﬂ%@égﬁﬁlgﬁ%LrﬁﬁAim)&anmﬁi R R

meﬁ\}? = BRAIES RIS SR PIEURETRE - SEEHITE EATH
EBRAAL EEHELEAE 0

| 12 amE -
CIRITS RisEiErs

Olcom+ RE&iRIE

[JisCST BRS

[¥etlogon AR

CISMF Trap

[%indows Management Instrumentation (HHI) e
[¥indors §$§Eﬁﬂﬁ

Ctindors TR

[¥indows mkg i

OEsESFRShL

O RS F 1R o1

B - |
SRR ) i 0 Ei@ i )

I~ Windows BRI {EEE |EF71E FRRSAANE (B)
i )
[ 18-56 Windows Vista 1 Windows Server 2008 HYI&5ERH A 35 R %

A LLiE I netsh iy 28 LT k43,
(1) BEED KR E

XTI 22 AR, VB IERLERR 7 ) AN S R R EE RS B, WA IEH

(IHC B BT K B0t T P 2 B8 IRZ ARSI B ER RS, AR

RIS LERT KB EFT AN . 5] 18-22 il 448 “ParseFWConfig.psl” Ji
AT LIRS 1)1 L vy 11
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5] 18-22 &M O

$fwCfg = netsh firewall show config

$enable=$disable=$null
switch -regex ($fwCfg)

{
"JEF" A AL A A SARYERAE R SUE A FTIAR, 3 Win”/E ", % enable”
{
$enable+=$switch.current+"" n"
b
A" # AR A SRR E R GE FHORTAR, 3 Win48H”, 33" disable”
{
$disable+=$switch.current+""n"
b
b

Write-Host -ForegroundColor cyan °

"Firewall configuration on $env:computername"
Write-Host -ForegroundColor green °

"The following are enabled" n"

$enable
Write-Host -ForegroundColor red *

"The following are disabled" n"

$disable

BEIEAAE Bl netsh T 7% Windows Bl KBS IR B (S B, FK 45 RS B IRTEAE
$fwCfg AL & . ¥lih1k$enable Fi$disable 22w A$null, X518 H switch iE A3 AT IE
|2 ik AR U ARATAESTWCTy AR P I 5. #RIG L “Ja AR <t iim
RN ULHC 25 SR 4 T 4745 I Ei$enable/$disable 28 & rp, I HLAEAT RIS INFATHF
AR enviixAS ps KSR HITEEANLG, AR IRE BRI H, PUTER
& 18-57 fior .

2 Administrator: C:\Findows\System32\FindowsPowerShelllvl.O\powershell. exe

PS C:\PowerShell\Charpteri8> .\ParseFUWConfig.psl
Firewall configuration on WIN-SJU3NRSS5BHE
The following are enabled

18-57 HITHR
(2) WE P KEGE I
Windows Vista 1 Windows Server 2008 245, — 75224 B B7 k8 frim Fe i 1
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AN A SRR T
15 18-23 )& 44y “EnableRemoteAdmin.psl” A FH T 5 R im AR 7
il 18-23 BRAZEER

$errRTN=netsh firewall set service remoteAdmin enable

if($errRTN -match "#izE")  #UARIEREMEFIE, 32 win #R iz, 32 win #2%'ok’
{ Write-Host -ForegroundColor green "Remote admin enabled" }
ELSEIF($errRTN -match 'requires elevation')
{ Write-Host -ForegroundColor red "Remote admin not enabled" *

"The operation requries admin rights"}
ELSE
{ Write-Host -ForegroundColor red "Remote admin not enabled" °

"The error reported was $errRTN" }

Horp g netsh TH & set service 4 8 FLE PR E HLIR ST, HH¥ 45 R B84
i, BIEMNEERER “He” ERSRERGTHEZER “ok”) FHFHKfE 2
A s IR B BT Windows 85 K 3 7o V1 B2 1) o 1 2002 AT 80 B OB RR 5 75 U
TEfTH WA A “requires elevation” F4F 8, FEIER A P 7 EHEAHBUR R HAT
e BT EERPIF AT REMECLAN, A EE R IR R R AE(ESerrRTN B & i Hi

RIS IR SAE R netsh J3 A fileAndPrint IR%s, 25Kl iR(E BAEMAE
$errRTN & héir . 1 18-24 G 44~ “EnableShareFolders.ps1” i il A s 1%
hfe.

i 18-24 HiHEEIRIRER

$errRTN=netsh firewall set service fileAndPrint enable

if($errRTN -match "ffiE") # AR Y IR [ A, H win'ffiE', 93 win'ok!
{ Write-Host -ForegroundColor green "Shared folders enabled" }
ELSEIF($errRTN -match 'requires elevation')
{ Write-Host -ForegroundColor red "Shared folders not enabled" *

"The operation requries admin rights"}
ELSE
{ Write-Host -ForegroundColor red "Shared folders not enabled" *

"The error reported was $errRTN" }

418.5 Windows HF$E

18.5.1 BaItfEHEE

715 Windows Vista #1 Windows Server 2008 JCiE1EH B 5h, AT LAKG 2 5] S id
B RS RIS R ST DR B E Bk SS S HARAE % . Windows Hr ) — 2L /IR 55
WO T HAR S . RGBSR P AL a7 . Wk RS A 1 s AT A
B, MRS T e ik 55 2= 52 2520
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(L) fs| FRCEF

K 25347 Windows Vista Al Windows Server 2008 it 05| St B S
AU P RS S8 R I, RERZEMERNEE. UL 3o X, 51 %H
3, VA& Windows HS&E BRI HERR R IRA H, K245 Faid vBS
JEIAS TR R L5 8 77 ZEAE AR 22 I 1)

1 18-25 ZENS|SECE

param($computer="localhost", [switch]$help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: DisplayBootConfig.psi

Displays a boot up configuration of a Windows system

PARAMETERS:

-computer The name of the computer

-help prints help file

SYNTAX:

DisplayBootConfig.psl -computer WebServer

Displays boot up configuration of a computer named WebServer

DisplayBootConfig.ps1

Displays boot up configuration on local computer

DisplayBootConfig.ps1 -help

Displays the help topic for the script

"@

$helpText

exit

b

if($help){ "Obtaining help ..." ; funhelp }

$wmi = Get-WmiObject -Class win32_BootConfiguration *
-computername $computer

format-list -InputObject $wmi [a-z]*

Z A A ] param 1B A) E X7 $computer Fl$help ZE &, A HE KIERIAME N
localhost. ¥ E-help %04 switch, BI7EfH A ZS I AT ESREDIME B, JHH
il Get-WmiObject cmdlet A Win32_BootConfiguration WMI 28/ 3RE(E S . i
FEL, AT LUK $computer A% 5 A E £ 45 -computername 2%k, IXFF A] LLd it
Get-WmiObject cmdlet ZERE R AR AL, HZAKFIR A1) management Xf AL 45
Format-List cmdlet. 1 F 75 iz B 45 (range operator) [a-z]*i& #7427 k1@ i,
PLS RS RIATE 2GRN (FARSGE MY LR m k).

A AT 45 R anEl 18-58 Frs .
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Conf igurationPath :

BootDirectory
Caption
Description
LastDrive
ScratchDirectory
TempDirectory

Windows PowerShell 2.0 i F4RiE e {EsCi

: BootConfiguration

“Windows
“Windows
2 \Device“Harddisk@“Partitionl
: “Device“Harddisk@“\Partitioni

ystemd2 config systemprof ile™ApplatasLocalsTemp
ystem32~confighsystemprof ileAppDataLocalsTemp

stem.Management .ManagementScope
HIN-SJW3NRSSBHE\root e inv2:Win32_BootConf iguration.Name="
BootConf iguration'
: System.Management .0ObjectGetOptions
= SWIN-SJU3NRSSBHENroot \cinv2:Win32_BootConf iguration
: {BootDirectory, Caption. ConfigurationPath, Description...2}
: {_GENUS, _ CLASS,. _ SUPERCLASS. _ DYNASTY...>
: {dynamic, Locale, provider, UUID}

ClassPath
Properties
SystemProperties
Qualifiers

Site

Container

PS C:PowerShellCharpteril>

18-58 3REX Windows 3| SEEEE
(2) Fitr e shidefe
7F Windows Vista #1 Windows Server 2008 & %t A 3B 0 F2 - HEE R 4

MUKEFw@%Wﬁ@FOﬁ%@ AR B L AR S B,
) H I I R R A A X A B4

B84~ “DetectStartupPrograms.ps1” %Hiﬂﬁﬂ%jﬁiﬁ%i@ﬁ#%ﬂﬁ@ H iz
ITREFFIPIRES, HEERASEENEFEE, HAMWT:

param($computer="localhost", [switch]$full, [switch]$help)
function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: DetectStartUpPrograms.ps1

Displays a listing of programs that automatically start
PARAMETERS:

-computer
-full

-help
SYNTAX:
DetectStartUpPrograms.ps1 -computer WebServer -full

Displays name, command, location, and user information

about programs that automatically start on a computer named WebServer
DetectStartUpPrograms.ps1 -full

Displays name, command, location, and user information

about programs that automatically start on the local computer
DetectStartUpPrograms.ps1 -computer WebServer

Displays a listing of programs that automatically start on a computer named WebServer
DetectStartUpPrograms.ps1 -help ?

Displays the help topic for the script

"@

$helpText

exit

b

R, B
M RS

the name of the computer
prints detailed information
prints help file
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if($help){ "Obtaining help ..." ; funhelp }
if($full)
{ $property = "name", "command", "location", "user" }
else
{ $property = "name" }
Get-WmiObject -Class win32_startupcommand -computername $computer |
Sort-Object -property name |
format-list -property $property

Z A d B param 156 5E X T $computer. $full Aishelp 285, 435I T185E
FEIAAE F IO AL R S BE B . BJE & SCT A switch 4L, Horb-full AT 52
BB ER: -help A FHiH s .

WNRAE A AT SR T -full 280 W R I AFR . AT 3T SO B8R
MR AEEE: SRR, AT i Get-WmiObject cmdlet 315 T A
W E ZhSATRE R, H45 B0 R I K i%4: Sort-Object cmdlet, [ 2@ 42 K.
% 518 F Format-List cmdlet 1% % H1$property 28 &8 5 () J@ M4, 1Z A AT 45
Fanp 18-59 iR

nane : Wordpad

PS C:\PowerShell\Charpteri8> .\DetectStartUpPrograns.psi —Full

ternet Explorer
ternet Explorer.lnk

[RS5BHEMAdministrator

ols
n Files“UHware WHMuare Tools“WHMuareTray.exe
on : HKLMNSOFTUYARENMicrosof t \Windows “CurrentUersion \Run
: Public

18-59 HITHER

1852 EERFZKEM

Windows ) R GRS BA KA, WER— MRS ARIAE), AIae SECE 2408
T BRI E) . LL Base Filtering Engine R4 A5, HEAR %5 % (BFE)
Je— P BB KRR Internet BREE4 (I1Psec) SR K St FH P AR =0 (1) e 45
{5 1L BAE R BFE IRSSIG KRR RGN 224z, IRk IPsec & BN K8 N H AR
FEAEANA] T RIAT A - 7E Windows Server 2008 H1, 1X /™l 45 ##5 T- Remote Procedure
Call(RPCOJI%5, 11 IKE and AuthlIP IPsec Keying Modules. Internet Connection Sharing
(ICS). IPsec Policy Agent. Routing and Remote Access £ Windows Firewall ixX 5 /4
HRSSARARTE o A IR SSARAENEA R T I RN 0 B R G AR ZhRE,  FRA
TERTARE . 5[] I i oA A i AR M S Wy — B85 ALLIS A AR AR AR L A SRR A
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SRR AR, FERE A m T r] LUEE AR 551201 & 1 X e B . b R
RPHI— MRS, RIETTIT “RAERR” WIR, Q& 18-60 Fios.

Base Filtering Engine [JE¥ (WIN-SJ¥3HRSSBHE)

B B2 |RE  REEE |

ERERIUIENED, R RS

Base Filtering Engine
AR LN T RGER M @
B Eenote Procedure Call (RPC)

VT RSB HRILARS ()

[#-%% TKE and AuthIP IPsec Keying Modules
[#-%% Internet Connection Sharing (ICS)
#1484 TPsec Policy Agent

(-4 Routing and Remote Access

#4684 Windows Firewall

HE A | mEw |
18-60 “{REXRR” EIF

JAE AR S, i R B Windows Server 2008 Server Core 255 IR 45 HIMK
FRER, ETI—DERMERREE %, 1 18-26 €& 44 A “ServiceDependencies.ps1”
(IR o

5 18-26 EERSZHIKREXR

$erroractionpreference = "SilentlyContinue" # hides any cryptic error messages due to
security
Param($computer = "localhost", [switch]$help)
function funline ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline = $funline + "="}
Write-Host -ForegroundColor yellow $strIN
Write-Host -ForegroundColor darkYellow $funline

b

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: ServiceDependencies.ps1

Displays a listing of services and their dependencies

PARAMETERS:

-computer The name of the computer
-help prints help file

YNTAX:

ServiceDependencies.psl -computer WebServer

Displays a listing of services and their dependencies on a computer named WebServer
ServiceDependencies.psl

Displays a listing of services and their dependencies on the local machine
ServiceDependencies.psl -help ?

Displays the help topic for the script
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Il@

$helpText

exit

5

if($help){ "Obtaining help ..." ; funhelp }

$dependentProperty = "name", "displayname", "pathname",

"state", "startmode", "processID"
$antecedentProperty = "name", "displayname",

"state", "processID"
if($computer = "localhost") { $computer = $env:computername }
funline("Service Dependencies on $($computer)")
New-Variable -Name c_padline -value 14 -option constant # allows for length of

displayname
Get-WmiObject -Class Win32_DependentService -computername $computer |
Foreach-object *

{
"="* ((([wmi]$_.dependent).pathname).length + $c_padline)
Write-Host -ForegroundColor blue "This service:"
[wmi]$_.Dependent |
format-list -Property $dependentProperty
Write-Host -ForegroundColor cyan "Depends on this service:"
[wmi]$_.Antecedent |
format-list -Property $antecedentProperty
"="* ((([wmi]$_.dependent).pathname).length + $c_padline) + ""n"
b

AT Ay 16 il 55 DA A ) 4 b A B 5% 2 i P 3 SRt VR T ), T AR RSS2 &
Gt | S Is TS, ARVER T ERIE, BTRUN T BT AR IS H B R
Z A S ks Serroractionpreference H )48 &R AE A SilentlyContinue .

FE RALH param i) € A 44T -computer Z 45 i 187X AN A 1) FHLFNTE
i BT IE B-help 80, FHER 7 AT EIAS € SGE funline 5830 Hi AR
W5 E . 1E)5 T E X T $dependentProperty Fl$antecedentProperty 2% & 43 il AR A7 & 14
FF, FEPAT WMI A AT DR 2] 51X AL X R @M. 7E param 15 5]
fF i $computer 45 & {H /& localhost, BRINFE A ASHL . G0 FAE 8 FH G B AS i A 3 17
-computer Z#0, WERIAEFHZZH. R P scA 1R IS4, 75 224 localhost
B NANLE N4, AL AT LUE 25 PS BXEh % fSeny AR R3REL . [ 5 1
New-Variable cmdlet f]% c_padline 7 &, J{{i/H-option Z%k, New-Variable cmdlet
ff-name ZHAFELEL UL ($ Hk.

i J5 f# ] Get-WmiObject cmdlet Z51f) WMI 2§ Win32_DependentService, X4
WMI K2 ANREK, 5 R4 A WML 3, B Win32_BaseService #l
Win32_BaseService % (GEREXA IR, XANKTLKEH S, @idix s =inT
PLARIE AR 5% 2 B AR AE IR R D« 1] LU# ] Get-WmiObject cmdlet [¥)-computername 2
A B A AR BORTE WML 88 T), @445 R A0 S E X GO b 315 1R 45
Xt Gtk 345 ForEach-Object cmdlet. [ /= 14 F [WMI]management % 53R 154 Al
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SARAFMERIME B, K45 management X % 45 18 & 1%45 Format-List cmdlet % H
{#1E1E$dependentProperty 25 & 1 [ T A 45 5 .

A AT 5 R A0 18-61 B o

: €sC
: Offline Files Driver

: G:Windous\systen?2 drivershesc.
: Stopped

: Disabled

Depends on this service:

nane : vdbss
displayname : Redirected Buffering Sub Sysytem
state : Running

& 18-61 HITHER
(1) KAL)
WA FIRSS Dhee2el, nlCLE NS T IRt — e hae. W2 & Ksh %
IETHRIRE, AR IR ) RIARE A o 12 IR a8 — B LA, 4R
BRI ThREI R R, AN T RS AR T XSSt R EE,

5] 18-27 HEFFEHLIRTN

param($computer="localhost", $a="h", [switch]$help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: CheckDeviceDrivers.psl

Displays a listing of system drivers that are set to

automatic, manual, boot, system or all drivers

PARAMETERS:

-computer The name of the computer

-a(ction) < a(ll), r(unning), s(topped), b(oot),m(anual), au(to), sy(stem), h(elp) >

-help prints help file

SYNTAX:

CheckDeviceDrivers.psl -computer WebServer -a b

Displays a listing of all device drivers that are set to start on boot on a computer named
WebServer

CheckDeviceDrivers.psl -a auto

Displays a listing of all device drivers on local computer set to start up automatically

CheckDeviceDrivers.psl -computer WebServer -a m

Displays a listing of all device drivers

that are set to start manually on a computer named WebServer

CheckDeviceDrivers.psl -help ?

Displays the help topic for the script

"@

$helpText
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exit
b
if($help){ "Obtaining help ..." ; funhelp }
switch($a)
{
"t {
"Retrieving all device drivers"
$filter = "started = 'true' or started = 'false""
5
npn g
"Retrieving all running device drivers"
$filter = "started = 'true"
5
ngn
"Retrieving all stopped device drivers"
$filter = "started = 'false"
5
"h {
"Retrieving boot device drivers"
$filter = "startmode = 'boot™
5
"t g
"Retrieving manual device drivers"
$filter = "startmode = 'manual™

"au" {
"Retrieving auto device drivers"
$filter = "startmode = 'auto
b
"sy" {
"Retrieving system device drivers"
$filter = "startmode = 'system'
b
e {
"You need to specify an action. The -a parameter is required"
"Try this: " + $MyInvocation.MyCommand.Definition + " -h"
exit
b
DEFAULT
{
"You need to specify an action. The -a parameter is required"
"Try this: " + $MylInvocation.MyCommand.Definition + " -h"
exit
b
b
$wmi = Get-WmiObject -Class win32_systemdriver °
-computername $computer -filter $filter
format-table -InputObject $wmi -property *
displayname, pathname, name -autosize

ZHAE T param 1EA) € X T -computer, -a fl-help 4. HA-a 18 & BEHATH
BE, BN h, BRI RIS .

ZMIASETE switch iH A€ LT EERAEHDNL 528, RV HRE — RIIAFE
HARRK B UEN . switch 1A RR— 2 ST HRIPIRESE R, MR8 e $filter
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A EAE, N Get-WmiObject cmdlet 12 filter (F#iik) %,

AR TR LAMEZAS switch 1#A)H{EH¥I$Mylnvocation.MyCommand.Definition
w4, ARG S o HIEEBT KA. HAZ0ThReiEid Get-WmiObject
cmdlet ] Win32_SystemDriver WMI 2§, 8 i $5 & $computer 2% & A1) 45 & I 1HH
Bl, SR )5 T DME A IE T switch 18 A) 1 2 1) 7 e #4844 B 25 SR AR AESwmi B &,
N T ER R Rz &, @FﬁT?ﬁ-lnputObJect ZH1) Format-Table cmdlet. [
R SwWmi 28 B ) management X5, BT RE 18-62 .

. &SERT

- powershell

PS C:\PowerShell\Charpteri8> .\CheckDeviceDrivers.psl —a sy
Retrieving system device drivers

WARNING: column “nanme" does not fit into the display and was removed.

ry Function Deiver for Winsock H ystem32drivershaf ...
Beep N ! tem32\drivers\Be...
(CD-ROM Driver tem32\DRIVERS \cd. . .
ce Client tem32\Drivers df ...
tem32\DRIVERS\i8...
ten32 “\DRIVERS \k|
ten32 “\DRIVERS \m
ten3d2drivers \M;
ten32\DRIVERS \ne. ..
tend2\DRIVERS \ne. ..

HetBIOS Interface
INETBT

NS1 proxy service

= ten3d2 \DRIVERS \p:
Auto Connection Driver ten32 \DRIVERS \»
Redirected Buffering Sub Sysytem

RDECDD

RDP Encoder Mirror Driver

& 18-62 HITHER
(2) & RS

EWindows AT SRS RE R SR B, AR A SN RS TevR R 3, AT fE
BAG AT E BHEAA TR R . WSS R, B ERERS. KH T“
ECYSEIES iﬂﬂkﬁﬂo NE B AEIEA ST RS, W 18-63 .

EYE [_[O[x]
THE BEW TEW RO
e |mEo= HE »m 0 n
-
Base Filtering Engine B | iR [ k% e S
g HREREEN . 2ED B
ELLIES EREEEIBR. Fif
SENE H Tnternet i&HE Fif
ABIHEEREE Fif =
ﬁmuﬂw&;ﬁ
gmma@zmmrwg&mtm R e B BT
CNG m Z} 1A
g‘“ B ﬁﬁﬁﬁ*/‘\ﬁgf&%”mi SREGEHRN.. 28 G RS
S0 TR TP EEATIAIBR = S 2
[ Ly 1 EEETAIS Fif FHES
G Conputer Browser  SHPRHE EHHEAL =] R
Cilrptograshic . RMMNEIES . DEH B FEARS
LDCOM Server Pr. b ocom FREIRE. B2Bih 8ih FRGE
BUSEEORE . 2Eh B HHFG
LDHCP Client SO EAERH 28 8 FHARS
Cilisgnostic Pl DHEBIRSER. . DB G RS
S Diaguostic Ser... BHIMRHENMES. .. Fif HHS
Ciliaguostic Sys.. DURRENES. . CEH Fi FHFG
g GPEARENR. . DB B FHFG
DEESNEE . DS BNGE . REBE
S B (n.. 2SS FHARRS
I REVSHARIE Fif RS
ChFunction Disco... MAEEIHSHIZE Fif RS
Ch Funetion Nican R EA L R Serh Azh AHhERE _I
I ATE

5 18-63 HEREEIH

N T AETAERIA T EW ARG S8 H3his 47

BEIE{TIRSZHEENEA LR
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NotRunning.ps1” A .
fj 18-28 EifIRBENHIBENEITARS

param($computer="localhost", [switch]$help)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: AutoServicesNotRunning.ps1
Displays a listing of services that are set to automatic, but are not presently running
PARAMETERS:
-computer The name of the computer
-help prints help file
SYNTAX:
AutoServicesNotRunning.psl -computer WebServer
Displays a listing of all non running servicesthat are set to automatically start on a
computer named WebServermunich
AutoServicesNotRunning.ps1
Displays a listing of all services that are set to automatic, but are not presently running on
the local machine

AutoServicesNotRunning.ps1 -help ?
Displays the help topic for the script
"@
$helpText
exit
b
if($help){ "Obtaining help ..." ; funhelp }
$wmi = Get-WmiObject -Class win32_service -computername $computer

-filter "state <> 'running' and startmode = 'auto"
if($wmi -eq $null)

{ "No automatic services are stopped" }
Else

{

"There are $($wmi.count) automatic services stopped.
The list follows ... "
foreach($service in $wmi) { $service.name }

b

Z A ] Get-WmiObject cmdlet 75 if) Win32_Service WMI 2%, it H & XA
R BN H B Ia AT RS A 1 SRS, ilE R E%ﬁzﬁ%‘?E o e
-computername 2 ${ 1%k £ A b B AR R BEHL,  AE A filter 2 F > ik [\
Win32_Service 2RI SL S . Ry R A8 JA 2R B E OV E 3, EARIBITIR
%o T ELAIKIET I WMI 551, a0 Fswmi BB N2, MoK H s AT R SS 1B
WRARIZBITEZNRSIIRS, W I E, A5 foreach 1A% H L4 K.
B EIA AT 25 SR an 5] 18-64 ﬁﬁ%o
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[ ]Administrator: BMHG: §SIETRH - povershell
PS C:“PowerShell\Charp utoServicesMotRunning.psi
There are 3 automatic services stopped.

The list follows ...

TBS

L32Time

wuausery

P8 C:\PowerShell\Charpteri8> _

18-64 PITHR

18.5.3 EFFEH R

TR i AR — 2 R 0%, N TAEAATE BT VE BN, KT
WA H1S AT LA R AR 24K 0 — BUIHIE) o A 7R IE W AR, i B A B R SRR T
WEPET 2 R IR AR PN INEL 72844, ININE 725 4 IR sh # ) R 200 Kl
GBI, &SRS HERIIKE); REZ A NIRRT n] R T S04 7] &
(1) 3 E A

N TR AR SEAT) TAEREIRETES, BIEE44 0 “CheckSignedDeviceDrivers.psl”
HIRIAS, ARG

param(
$computer="localhost",
[switch]$unsigned,
[switch]$full,
[switch]$help
)
function funline ($strIN)
{
$num = $strIN.length
for($i=1 ; $i -le $num ; $i++)
{ $funline +="=" 7}
Write-Host -ForegroundColor green $strIN
Write-Host -ForegroundColor darkgreen $funline
b
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: CheckSignedDeviceDrivers.psi1
Displays a listing of device drivers that are
and whether they are signed or not
PARAMETERS:
-computer the name of the computer
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-unsigned lists unsigned drivers

-full lists Description, driverProviderName,
Driverversion,DriverDate, and infName

-help prints help file

SYNTAX:

CheckSignedDeviceDrivers.psl -computer munich -unsigned
Displays a listing of all unsigned drivers
on a computer named munich
CheckSignedDeviceDrivers.psl -unsigned -full
Displays a listing of all unsigned drivers on local
computer. Lists Description, driverProviderName,
Driverversion,DriverDate, and infName of the driver
CheckSignedDeviceDrivers.psl -computer munich -full
Displays a listing of all signed drivers
a computer named munich. Lists Description, driverProviderName,
Driverversion,DriverDate, and infName of the driver
CheckSignedDeviceDrivers.psl -help ?
Displays the help topic for the script
"@
$helpText
exit
5
if($help){ "Obtaining help ..." ; funhelp }
if($unsigned)

{ $filter = "isSigned = 'false'"" ; $mode = "unsigned" }
ELSE

{ $filter = "isSigned = 'true'"" ; $mode = "signed" }
$property = "Description", "driverProviderName", °

"Driverversion","DriverDate","infName"
$wmi = Get-WmiObject -Class Win32_PnPSignedDriver *
-computername $computer -property $property -filter $filter

funline("There are $($wmi.count) $mode drivers isted below:")
if($full)

{

format-list -InputObject $wmi -property *

$property

b
ELSE

{

format-table -inputobject $wmi -Property description

b

Horpi@ it param A FEIH T 4 NS5, -computer T3 E AR 00 H AR
-unsigned /21 switch 24§, F Tk [al R G W IR KBS R -full 285 HA
I R SRR P VRS R -help S8 T BoR B0 A7 #E$unsigned 22
i, NP7 a8 “isSigned="false'” fi & £ $filter &, % EH T v Get-WmiObject
cmdlet $&fit-filter 2%, B /5 7E$mode B R HFRIAFRESEE, HFHEE WMI &Eifj 1)
FAL WA TEAESUnsigned B, RS 257 25 44 I IR B FE 7 o

T AR e AN JE 4, A $property AL 4h Get-WmiObject
cmdlet 2 Win32_PnPSignedDriver WMI 2&; 7 4M&f#H Count J& St it17F & 24
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IXSIRE P EUE . R BAZ LR, W4 2 A THEEs o s, A2
0. ZIAPIPATE %%ﬂu@ 18-65 ﬁﬁm

dDeviceDrivers.psl —unsigned

DriverDate
infName

Description

: 6.0, SBBi 18000
1 20060621 000000 . *xxxx+ %%
: volume.inf

: Uolume Manager
: Microsoft
: 6.0.6001.18000

1 20060621 000000 . *xxxx+ %%
: machine.inf

18-65 HITHER

SR )2 BT Windows Vista A1 Windows Server 2008 5 Windows XP fifif4:
KB WML EBERAAAEZ R, FrDOZ A SR 7E Windows Vista AT Windows
Server 2008 £%4:.

18.5.4 1 & M LEIHE

WA 28 e oxt - P R UG AR BRI IR AL, RO e AT RS AR 2 5 I &R, A
B oy B Do

R 4 i, 5 18-29 Bl 44N “ GetActiveNicAndConfig.psl” A .
5] 18-29 #10EMLEEFE

param($computer = $env:computername, [switch]$full, [switch]$help)
function funline ($strIN)
{
$strLine= "=" * $strin.length
Write-Host -ForegroundColor yellow $strIN
Write-Host -ForegroundColor darkYellow $strLine
b
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: GetActiveNicAndConfig.ps1
Displays
PARAMETERS:
-computer the name of the computer
-full prints complete information
-help prints help file
SYNTAX:
GetActiveNicAndConfig.psl -computer WebServer
Displays network adapter info and network adapter configuration info on a computer
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named WebServer

GetActiveNicAndConfig.ps1

Displays network adapter info and network adapter configuration info on the local machine

GetActiveNicAndConfig.psl -computer WebServer -full

Displays full network adapter info and full network adapter configuration info on a

computer named WebServer

GetActiveNicAndConfig.ps1 -help ?

Displays the help topic for the script

"@

$helpText

exit

3

if($help){ "Obtaining help ..." ; funhelp }

New-Variable -Name c_netConnected -value 2 -option constant

$nic = Get-WmiObject -Class win32_networkadapter -computername $computer *

-filter "NetConnectionStatus = $c_netConnected"
$nicConfig = Get-WmiObject -Class win32_networkadapterconfiguration *
-filter "interfaceindex = $($nic.interfaceindex)"

if($full)
{
funline("Full Network adapter information for $($computer)")
format-list -InputObject $nic -property [a-z]*
funline("Full Network adapter configuration for $($computer)")
format-list -InputObject $nicConfig -property [a-z]*
¥

ELSE

{
funline("Basic Network adapter information for $($computer)")
format-list -InputObject $nic
funline("Basic Network adapter configuration for $($computer)")
format-list -InputObject $nicConfig
¥

AR param iR L T 3 M4, Rl-computer. -full #-help, A1
-computer ZE W E N RAN L ETIITFENLL K.

funline BRI EGRIFM AN TFFER B, FEHRNMKEERE B BRLk. 45 RIREAE
$strLine AL &1, AR JEH AT N EIZ ) FRF

B 5 B94%HS “New-Variable —~Name ¢_netConnected —value 2 —option constant” £
BT O EEM NN IERL A 2 A& ¢_netConnected, H A EUERH
Windows # f JF % 1 ( SDK ) . fff /i Get-WmiObject cmdlet Jf it #¥
Win32_NetworkAdapter WMI Z53E £ 2l $computer 48 &4 2 AL, AR5 A3k 2407
CL 2 ERE I N 2838 I 28 31K 45 B Management % SR ESnic A&, A LU %
X RAEFA R BFIMNEIE R AR B &, X B8 FH$nic.Interfacelndex JE1E. P AZ)E
-t 7] BAA T Win32_NetworkAdapterConfiguration WMI 2§, #5455 Management %
FARTFELESNnicConfig AR H; HHMETE EE R BHE B ENZSE, EIHHZEA
WAL 7 -full ZHERAS BB MG RL A LB EE S R EE -full 248, WY
gy AR WML ZREBRINE - 1X I AT LAf# A Format-List cmdlet F1-InputObject 2%
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HAEE . AR PAT AR UK 18-66 T .

onfig.psi

: 1900000000

ic Network adapter col n for WIN-SJUINRSSBHE

: False
1 192.168.47.128, fe80::4573:6fec:8656:179b)
5k 168.47.1>

: E1G60
: IntelCR> PRO/1888 MT Network Connec: tion
: 6

18-66 TR

EEORI 2 T B G L 1 WML B HR R ER, FreliZiAiy
1& AT Windows Vista #1 Windows Server 2008 %%t .

dise FHEE

18.6.1 EZIEH

fE1217 Windows Vista F1 Windows Server 2008 2R 4t 11 5N+ & - A7 K& HIIE
H, —HZEER, BSEBURRIVEM ARG 2. B “IFR” | “ia17” &5,
FITF “i2477 SPUEHE. N\ “certmgr.msc” 4% [l 252 RI O 5 3 R UE FE T A,
& 18-67 Fion .

= certner -~ GEB - HEAA]
|ste #BEe TEQ O
lesmlc=HE
Bl o - SEiEe | BiRTEiEE
@ A +
SEERERRENG | ERERERREN
@ O fiafE i
) REERE R
2 Active Directory FAFRIS Active Directory FFRIS
B HIRITE SR E
TS el
TEHMED TIEEIES
o | B AREAENA s
5 ] BRIEA S
o RS HEER
® Wi EREER ik
- BiERRER
< i =
|

18-67 EHEETH

EIEPEE T EP T LIERIEE H 3, FAREEE B B R P A AAIE
KA, PowerShell #2447 1iF F5 1% Provider, 7] DL Get-Childitem cmdlet 43k
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A RAEBAAE AL E ARG S, W&l 18-68 .

F: RO - povershell
»18> Get-Childltem cert:\

UserDS, AuthRoot, CA...3>

AuthRoot, CA, Trust...)

owerShe 11\Charpteri8> _

[ 18-68 AXIEPEMEIHEXER
%A A AL R 27T P PREBAAAEALE, AT LRGBS FRETS, 4k 18-69 Frw.

¢ TrustedPeople
: TrustedPublisher

e : REQUEST

& 18-69 ELLE AR~ EENARIES

AW REE T RIS, ATRMER] My UE-PAFf#, XFEtRE iRt A4
NIEFRAHSC HR N, W 18-70 .

B certog - [ER - SRRPAEANES]

[tk AL
“indons PoverShell Certifica... Z040/1/1

Wb - SERE
B AA

]
EHEERURIE TR
bl
REFE AT
¥ AFRIS

Active Director:

EEAAIRITE
THEHRIES
BFARERIREANY
BRHEA
R
BRFEE R

L I -
A BHER TR [ .

18-70 PMANIEBBEFR
B AT P AT E N NEBAIER, EAH B 18-71 Frasidr 2 & il
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n cert:Currentliser-My

Directory: Microsoft_PowerShell.Security’\Certificate::CurrentlUser\My

Thunbprint Subject

917AB5EABAZC2APABCESS BBEADFEA3BDBCI7869E  CN=Windous PowerShell Script Publi...

PS C:\PowerShell\Charpter18> _

18-71 HEHAFPARENANIERIIRNGS

MUE Bk P G, @ TCELE CurrentUser\My 11E%4’¥ﬁ% Hgr. o) 8iE T
i 1 PowerShell €7 iEFI, RIxEE 25 B R SOFEiEL ﬁﬁ%{m B, X
WEREHFARUHMNENFEHBRIES. ATXHH®E, SI&4A
“FindCertificates.ps1” fiI4<, HA1{# A EnhancedKeyUses ] FriendlyName J& 4, iX
@Mk E Sytem.Security. Cryptography. X509ExtensionCollection [¥).NET HEZEZE, i%
BEAS AR G 7

param($use, [switch]$help)

function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: FindCertificates.ps1

Finds certificates of a particular use on the local machine

PARAMETERS:

-use the purpose for the certificate ex: code signing,
client authentication, smart card logon etc.

-help prints help file

SYNTAX:

FindCertificates.ps1
Gets a listing of all certificates in the my store FindCertificates.psl -use "digital signature"
Gets a listing of certificates in my store that provide a digital signature on local computer
FindCertificates.ps1 -use "code signing"
Gets a listing of certificates in my store that provide code signing support
FindCertificates.ps1 -help

Prints the help topic for the script

"@

$helpText

exit
b
if($help) { "Printing help now..." ; funHelp }
if('$use) { "A use is required..." ; funHelp }
$myCert = Get-ChildItem cert:\CurrentUser\My
ForEach( $cert in $myCert)

{

$certExt = $cert.get_extensions()
Foreach( $ext in $certExt )
{

foreach( $name in $ext.enhancedKeyUsages )
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{

if($name.friendlyname -match $use)

{

"Certificates that match $use"
"$($name.friendlyname) certificate: °
“n$($cert.thumbprint) *n$($cert.subject)  n"
}
5
5
¥

I HIAFF U b i param 15 5) i 24T AR o7 DA I A Th I 240, HE X
T-use 24, A TWERESENREIEDWHRE R BORTERAE, #E
PHETTREATE, WfRIDZE4 . BRERIIESE T4 % . HT 3T 1IE W3R E CULAL,
FiIT CAAS 75 BN 58 2 I AU 44 %

AR P N S At Suse B, WRAGAE, RRTEMSIT NEA
AR S, S RS (S B3R funhelp BRI FEIIE B 42 TR
My iE 12 H SR WA IE B RIES, FHRIEESmycert 2 & . Ayt n] DU A
Get-Childltem 5 H % E|4 N “cert\” 11 PS Ikzh#s, SAJ57E CurrentUser\My ilE 13
A4 H A . BT AE IR FFoRAIE F A7 g H 3P I SR A7 B $mycert A7
B, TR R ANMES . BES A ForEach RIS R T, 43l Bl
SEFEFR S R get-extensions() 512 . XAER LR Bl — KA BN R, FHEHAR
TEfEScertext W . RJFH T AT R, Ka$ext B EAF NN R . HAY R
RPN B LA, (B Z A R A K FriendlyName J& 1. At il i $name 2%
B A S, WERR S R A7 (E$use 48 & 7 5 VTR A IE Rk =K, T
i —ANEFEE L R

(D FIHIESS

B EUE A B s e, Al A “ListCertificates.psl” A . &
Hrfd 47T System.Security.Cryptography.X509Certificates.psl iy 4 % 8] H [ . NET
Framework [1] X509Store 2, fiff Bix A2 AT DL i {5 A New-Object cmdlet @& H 5451 .

f5 18-30 FIHIEH

param($store="my", [switch]$listStores, [switch]$help)
function funHelp()

{

$helpText=@"

DESCRIPTION:

NAME: ListCertificates.ps1

Lists certificates on the current machine
PARAMETERS:

-store the certificate store to search

-help prints help file

SYNTAX:

ListCertificates.ps1

Gets a listing of all certificates in the my store
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ListCertificates.ps1 -store "authroot"
Gets a listing of certificates in authroot store on local computer
ListCertificates.ps1 -store "my"
Gets a listing of certificates in my store on local computer
ListCertificates.ps1 -help
Prints the help topic for the script
"@
$helpText
exit
5
Function funstore()
{
write-host -foregroundcolor green "Listing currentuser stores:"
Get-ChildItem cert:\CurrentUser
write-host -foregroundcolor green "Listing localmachine stores: ' n
Get-ChildItem cert:\LocalMachine
exit
b
if($help) { "Printing help now..." ; funHelp }
if($liststores) { funstore }
new-variable -name userStore -value "currentUser" -option readonly
$crypto = "System.Security.Cryptography.X509Certificates.X509Store"
$objStore = new-object $crypto $store
$objstore.Open("Readonly")
$colcerts = $objstore.Certificates
Write-Host -ForegroundColor blue
" There are $($colcerts.count) certificates in the $store store.
They are listed below:

foreach($cert in $colCerts)

{
"FriendlyName: $($cert.FriendlyName)"

"Serialnumber: $($cert.SerialNumber)"
"Thumbprint: $($cert.thumbprint)"
"Subject: $($cert.subject) n"

b
$objstore.Close()

AT param iBA)E LT 3 NS5, Hrh-store 2 HRALIE 51K
WEPAEME H s, BRMMEN My IEF £, -liststore Dy switch 287, 5 E $R LA H it
NPT IE B B AR5, -help 4 switch 2871, AT SR H B S B

B J5 G — funstore()IBR %L, T H 7 4\ -ListStores 25t F2 AL A Hh 1155
L A IE B AR R 512 . 14 2618 H Wrrite-Host cmdlet FH ¢ (o e 24 1 P A4 A
BHRIELIE R, SR 514 Get-Childitem cmdlet 31455 cert:\ix > PSDrive #7124
W IAEAE AL B, RN A3 LocalMachine WE 7 B AT FIRE BIHEAE .

AR T e R A A7 EShelp A5 &, W RAZAE, WA funhelp() e %5 i 7~ 55 Bl
G MG R I AF/ESListStores AT &, W RAFAE, W FH AT T 2 ST funstore()
PRS0 7N ASATL AR A o R P A7 E 3%
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ZMAE T New-Variable cmdlet 7587 7 —/M 44 4 “userstore” H 38 & FF % =
B>} CurrentUser, 4R 51 Fl-option ZH LAH IR 1ZZ 8N Rik. BIE#E% N “Serypto”
Az &, o HA B B AR X509Store (I.NET SRR B o XAEREFE I Al
Baf, FONRAHAG 4 S B ARRNAA TR R, FE A1 —1 X509Store 2
[sfsl, K EEAE K $store AL ARG BAE IR %, HOKR B SRR
f#1E$objstore A% . i #F1] readonly St )75 2 DL BAR AT TFIE T A# 0,
FH AR LS Open()7i%. N T GIEIEH 766 H TR IE RS, wTbidd
Certificates J& 4 H-Ks H 25 S ARA77E$colcers AF &1

N T BNEUE B AR AR, % AE A Write-Host emdlet, ¥4 7T 5t 4
-foreground ZE X E NI, BERE —%ELE, HHFRIEARGESTIEBT
g . NILIERIA i TEScolcerts. countZHJﬁbD—/\%fDﬁ‘ (%), HHFESBEHRERT
TELSFE LIS A N2, $($colcerts.count). SXAEED A K IE 5 8, AN 6 IE
TR R AR

RARBEBRERES, ArLLnaiE A foreach 15 A) 8 F$cert 45 &E:1F Nk aé
W% STEE T ﬁ%, NFEEEANENEEEH FRER, B EEE
KPHETAE . ZA AT 45 R an ] 18-72 A 18-73 Fiw.

e11\vl. O\poxershe:

FC9BF?40n06A7BA4DBC8 7009 CESCFC4
RGSEﬂ8R3CZﬂ7ﬂBCESSESENDFER3BDBC?7EG9E
rShell Script Publishe

owerShell\Charpteri8> .\ListCertificates.psl —store “authroot"

e: GIE CyberTrust Global Root

r: B1AS

97817950D81C9670CC34D8AICF?794431367EF474

=GTE CyberTrust Global Root, OU="GIE CyberTrust Solutions, Inc
ion, C=US

: UeriSign Class 3 Public Primary CA
2 7BHﬂE41l)lﬂD92934Ef7380ﬂ’)BI3CCBﬁBF

=8

JFC?BF? 49006 A 7BB4DBCE 700 CESCFC4
A5 EABA3C2AYNACERSBBEADFEASBDBCY 786 9E
dows PowerShell Script Publishe:

1Charpteri8> .“\ListCertificates.psl -liststores
ores:

& 18-73 RERHEITA AEFEEREVIEB/MANFBIEEFEBR
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(2) AL BARIUE TS
B A TR AE kR, N ek AR I AL, 1R 2 A P RS
BT AEERE RN AT AELR ST 2R, 0 SRS HE 12 Wk B fek R A 5 L 4,
R EYREENT, AL RIN YRR, P AT e /R 2 pstE A 2t
WIHER. N4 N “FindExpiredCertificates.psl” A<, 4nfs| 18-31 .

51 18-31 ENLTEARYIER

param(
$store,
[switch]$listcu,
[switch]$listim,
[switch]$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: FindExpiredCertificates.ps1
Finds expired certificates on the local machine

PARAMETERS:

-store the certificate store on the computer
-help prints help file

SYNTAX:

FindExpiredCertificates.ps1

Gets a listing of expired certificates in the my store of the currentuser
FindExpiredCertificates.psl -store "currentuser\my"

Gets a listing of expired certificates in the my store of the currentuser
FindExpiredCertificates.psl -store "currentuser\smartcardroot"

Gets a listing of expired certificates in the smartcardtoot store of the currentuser
FindExpiredCertificates.psl -listcu

Gets a listing of certificate stores for the currentuser
FindExpiredCertificates.ps1 -listim

Gets a listing of certificate stores for the localmachine
FindExpiredCertificates.psl -help

Prints the help topic for the script

"@

$helpText

exit

b

if($help) { "Printing help now..." ; funHelp }

if($listcu) {
"Certificate stores in currentuser"
get-childitem cert:\currentuser ; exit
b

if($listim) {

"Certificate stores in localmachine"
get-childitem cert:\localmachine ; exit
b

if(!$store) {
$store = "currentuser\my"
"Using default store: $store"
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"See $($myinvocation.mycommand) -help" °
+ " for additional examples"

b
$currentDate = Get-Date
$colcert = Get-ChildItem cert:\$store
Write-host -foregroundcolor cyan "Expired Certificates in $store"
foreach($cert in $colcert)

{

if($cert.notafter -It $currentDate)

{
Write-host *

$($cert.thumbprint) "t $($cert.Notafter)

b
b

ZHAAEF param EA)E LT 4 M ATSE, Hr-store FT 45w B 1)
WEPBAAEEH S, X2 MRARSE; -listcu Fl-listim 4 switch 2581, 4R35 5E 51
WY R AL B A A H T E AL AR AR B AERE H 3% -help 48 € B FEIE B

WIERAFESlisteu B f, FIARIEBAT AR T -listeu S48, W% — % ik
FPIRASE B . SRJE 181 Get-Childltem cmdlet 24 241 F 2 A7 B (IE BAEES) &%
SR WIRAFTESlistim S48, RORTEGATIAEHE A T -listim 24, W —4%
&G EHEH Get-Childltem cmdlet F=AEARNLH BT AIE 176 H %1513 . -store
ZH B TP T R MIE AR H S Ef i BE, REAEZS5, B4
JHIAR 2= BRANEE W S /T P 0 My IE B4 H 3. BRI EESRA 7, mErw
BT HBAIMET O T % . S8 )54 FH $myinvocation.mycommand iy 44 tH 1
TEISAT A ZFR,  FE U F -help 3R BCE FE4IIME 2 .

$ R kA% ] Get-Date cmdlet 3% i) datetime XF %, SR 5B HARAF-7E Scurrentdate 28
B, JHEH Get-Childitem cmdlet 3k 5 t$store 28 & E 5 w2 FIIE BAZ % F TG IE 1
A, 1 $colcert & FH T IRAFIE B II4E A - A58 FH Write-Host cmdlet 5 5& Rif
s th-foreground Z 4 T (LS 2., M8 foreach 1B )i i EAMIE B4R S, DA
$cert W EAF WM R — BAE
$cert AFEHIRAF | B FIE
TG EENER, EHFESE
NotAfter F M LAk H AR 2 75
/N FARAEE Scurrentdata A & R
RSN =T (1 7 S0 N P [ g
ZAE P P SOR I HART (8], 120
AHPAT AR K 18-74 PR,
RESE B AT E LA T
FIAIES

18-74 HATHR
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(3) PIEIRE S IIES

P AR FRE T A ZORR — RO 1~2 4, A LB AL ATk AiE 15 it
WA, AEUEPB R AT N . NIk 44 4 “FindCertificatesAboutToExpire.ps1”
RIA, AR A 18-32 B

1 18-32 R5I BN HARYIER

param(
$store,
$days=30,
[switch]$listcu,
[switch]$listim,
[switch]$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: FindCertificatesAboutToExpire.ps1
Finds certificates about to expire with in a certain
number of days on the local machine

PARAMETERS:

-store the certificate store on the computer

-days number of days in the future to evaluate for
certificate expiration

-help prints help file

SYNTAX:

FindCertificatesAboutToExpire.ps1
Gets a listing of certificates about to expire within 30 days
in the my store of the currentuser
FindCertificatesAboutToExpire.ps1 -days 45
Gets a listing of certificates about to expire within 45 days
in the my store of the currentuser
FindCertificatesAboutToExpire.psl -store "currentuser\my" -days 60
Gets a listing of certificates about to expire within 60 days
in the my store of the currentuser
FindCertificatesAboutToExpire.ps1 -store "currentuser\smartcardroot"
Gets a listing of certificates about to expire within 30 days
in the smartcardroot store of the currentuser
FindCertificatesAboutToExpire.ps1 -listcu
Gets a listing of certificate stores for the
currentuser
FindCertificatesAboutToExpire.ps1 -listim
Gets a listing of certificate stores for the
localmachine
FindCertificatesAboutToExpire.ps1 -help
Prints the help topic for the script
"@

$helpText

exit
b
if($help) { "Printing help now..." ; funHelp }
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if($listcu) {
"Certificate stores in currentuser"
get-childitem cert:\currentuser ; exit

b

if($listim) ¢
"Certificate stores in localmachine"
get-childitem cert:\localmachine ; exit

b
if(!$store) {
$store = "currentuser\my"
"Using default store: $store"
"See $($myinvocation.mycommand) -help" *
+ " for additional examples"
b
$currentDate = (Get-Date).adddays($days)
$colcert = Get-ChildItem cert:\$store
Write-host -foregroundcolor cyan "Certificates in $store that" *
"expire in $days days"
foreach($cert in $colcert)

{

if($cert.notafter -It $currentDate)

{
Write-host *

$($cert.thumbprint) "t $($cert.Notafter)

b
b

A E e fi ] param WA E LT 5 ANS%k, H-store &5 Z11; -day FER
WME A 30 K -listeu FH-F5IH 2457 P AL E T I FTA o UE A& X3 -listlm 7]
CLAAHIALE N H A v B AR X8 -help 7T BASR 35 BOME B .

WHRH P AR L T S H-store, W ALF{ESstore B, ZHASERINEH
My IE P A7 H S 37~ P oAt v 3% 350 . A $Smyinvocation.mycommand i 44
AR AFR, SREUEA LT 7 —A> 7R & $($myinvocation.mycommand) .

o 25 2 UG T AR A BRI AN @ AR 3R 4>, B %608 System.DateTime HJ.NET
Framework % 6@ 525, SR 518 adddays() /7 V26 KB 2 24 51 H it . #E
B HIHIRAEfE$Scurrentdate (A2 &, JEIEIL AT H Get-Children cmdlet $i4511E 51
Bt o B RN TAE TR 4 H A S AN R AR A, {3 foreach 18 A [ iE Ti4E
Ay A Scert AR TR A B ORIV EE X 2 BT e R AL B . RER SR
E 15 1) NotAfter J& ¥ , A R T e Hoad #9581 an S0k H B3/ F{R- A7 7E$currentdata
AR H A, U A UE T R SR T H B 2B AT 45 SR an i 18-75 At
N BEE T B ERINAT 30 KA Z ARE 1. 9 T BB R 2] — /Mg ZLd A RE 1S,
X L R B 3 60000 K, 182 E|—ANKEAE 2040 R HIFE
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Using default store: currentusersmy

See FindCertificatesAboutToExpire.psi —help for additional exanmples

Certificates in currentusernmy that expire in 30 days

PS C:“\PowerShell“Charpteri8> .“FindCertificatesAboutToExpire.psl —store “'current|

usermy” —days 68868
Certificates in currentusermy that expire in 68888 days

F17nB5EABN3C2ZAINBCEEBBREADFEA3ADECI7E69E @1/61,2048 @7:59:59

PS C:“PowerShell“Charpteri8> _

Windows PowerShell 2.0 i F4RiE e {EsCi

18-75 PITHR

18.6.2 EIBILH

IEPEHAFEES. SALMERIES.
(L BFHIEP

BEIEPA LA AIER2FER, mHRESZ. Slal@E4LN
“InspectCertificate.ps1” [FJHIA, 7EH - {#FHA7 T Security.Cryptography.X509Certificates
)i 4425 18] 7R 7).NET Framework ) X509Certificate 25, Z#&FE ())& 15 & 18-76 it

AN FUE T B T E A B AR R
E=3
B PEES ||
gre [wE 0 =]

[ 1K
(BN 20401 A1 7:59:59

A ESA (1024 Bits)

SRR R HPEE 1.3.6.1.557.3.3)
5 AR EHTIONT  ReyT0=23 db £4 o5 91 6d 81 6
|3EaEE shal

|- |ems ¥indows FowerShell Certifica..

2 ab ee 5T ef 19 1T fe afi 04 45 T2 b7 bf o7 31 fe 00 28 cof

| Szt ©

THRIEEEREBMESRE

B

& 18-76 EREETEFAEREMS

param($cert, [switch]$help)
function funHelp()

{

$helpText=@"
DESCRIPTION:

NAME: InspectCertificate.ps1
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Finds certificates of a particular use on the local machine
PARAMETERS:
-cert the full path to the certificate to inspect
-help prints help file
SYNTAX:
InspectCertificate.ps1

Generates an error that a certificate is required
InspectCertificate.ps1 -cert "c:\fso\filerecovery.cer"
Inspects a certificate called filerecovery in the c:\fso
directory. This certificate could be DER encoded or base -64
encoded .cer file.

InspectCertificate.psl -help

Prints the help topic for the script

"@

$helpText

exit

b

if($help) { "Printing help now..." ; funHelp }

if('$cert) { "A certificate is required..." ; funHelp }
$objCert=[security.cryptography.x509certificates.x509certificate]"$cert"
"HashString: $($objCert.GetCertHashString())"
"EffectiveDate: $($objCert.GetEffectiveDateString())"
"ExpirationDate: $($objCert.GetExpirationDateString())"
"HashCode: $($objCert.GetHashCode())"
"KeyAlgorithm: $($objCert.GetKeyAlgorithm())"
"KeyAlgorithmParameters: $($objCert.GetKeyAlgorithmParametersString())"
"Name: $($objCert.GetName())"

"SerialNumber: $($objCert.GetSerialNumberString())"
"Cert: $($objCert.ToString())"

"Issuer: $($objCert.Issuer)"

"Subject: $($objCert.Subject) n"

"PublicKey: $($objCert.GetPublicKeyString()) n"
"RawCertData: $($objCert.GetRawCertDataString())" n"

BIATT 448 ) param 56 E LT A LEISEL Hb-cert 15 @ BEAEIED
(56 BEBRATFNAAHR: -help WIFTHTIR . 5 T RAGH if 1A EFH & 517 EShelp &,
WERAFEAE, MR E X funhelp( i3, 7EREIA R 1 ARS B Rl Szt AN 7 )
o3 T I A R — AT . B S (EHAERRAE (1) K2 A7 7EScert i, WIRAIFIE,
T3 funhelp () ek #3581

O SIiEFERE, R X509Certificate iX>.NET Framework 2%. 7E.NET
Framework H12y 1 {8 T-GIEESRAI L], AT LM 528 AU AR R 1) 77 R QI S i
Bil. Bitn, iR EE TR, AT LU H T iEE Ay System. String 287

[string]"This is a string"

R A B A1) 73—~ X509Certiricate (9S4, AT LA A 2RALL AV -

$objCert = [Security.Cryptography.X509Certificates.X509Certificate] "$cert"

2 B E A5 W] DA $eert AR & AL HE B UE X AT KA, JER IR NET
Framework [ X509Certificate 2, #XJ5 K # % G ORf7{E$objCert AR EH . XA
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PS C:\PouerShell\Charpteri8> .\InspectCertificate.psi -cert “C:‘PouerShell“Charpl|
teri8\PouerShell.cer"

KeyAlgorithm: 1.2.848.113549.1.1.1
KeyhlgorithnParancters: B508
ST PowerShell Certification Authority
14BACF?D323AD38C4BF6 DAPPB4573A7E

dows PowerShell Certification Authority
Windows PouwerShell Certification Authority

[PublicKey: 308189028181APD4CB54133179B59F9FAD?EBA131865525A27EF43789338E434CACF
371 E5C51FBF8 76 3D5AESACAAED35329984882F220F61 B8 ESEE4E74DD5 3E1 F13752 CD?5CF24DEF 49
H 84AD86B31 96 EE?9CAF1 2E3B7A8FFB? 7BCB88B6 75 F9F25D2BR3ACA129CD78FPA4822FF52FA4EES?
7CAF?5 CYEAE3AERD?76 B65B1 F2F4BEA3BS BEF1 71 CC4AFA2 G301 ABA1

[RauCertData: 30820266308201D3nAA3G2A1H2621A14BACF?DI23ADIBCABF6DA?7B4573n7B36A9
06452 BAEA3A21 DASHA3A3531333A31 860355040831 32A5 7696 E646 F2773285A6F7765 725368656 C6
IC28436572746966696361 74696 F6E2A41 7574686 F726 97479331 F120D3A393@3333313133383735
365A170D3339313233313233353935395A3A3531333A31 A6 A3550403132A5 7696 E646F777320506 A4

18-77 WITHER

(2) FANIET

SPEFBNE A XA LT IR an &l 18-78 Fras “UEF5 AR XS HHE
F SR BAE
WEBSABS

WERTEE
R RAEBRRARE

Windows FIL\BERPHREPTEM, HEBAILUNERIEE— B
CARREFAE, BNABEREE O

[tA S ®).

TRIERTEEEZEE

<tso[F—f®>]  mE |
18-78 “IERFAET” IfIEIE

JuAdFH Windows PowerShell fiiA S NAE1S, @144 4 “ImportCertificate.ps1”
PIAS,  HARRE R

param(
$cert,
$store = "my",
[switch]$liststores,
[switch]$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: ImportCertificate.ps1
Imports a certificate into a certificate store
PARAMETERS:
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-cert path of certificate to import

-store the certificate store on the computer
-liststores lists certificate stores on local machine
-help prints help file

SYNTAX:

ImportCertificate.ps1
Prints error message a certificate is required, and displays help
ImportCertificate.ps1 -cert "c:\fso\mycert.pfx"
Imports a certificate stored in the c:\fso folder named
mycert.pfx into the my store of the currentuser
ImportCertificate.ps1 -store "my" -cert "c:\fso\mycert.pfx"
Imports a certificate stored in the c:\fso folder named mycert.pfx into the my store of the
currentuser

ImportCertificate.psl -store "smartcardroot"
-cert "c:\fso\mycert.pfx"
Imports a certificate stored in the c:\fso folder named
mycert.pfx into the smartcardroot store of the currentuser
ImportCertificate.ps1 -liststores
Gets a listing of certificate stores for the currentuser
ImportCertificate.ps1 -help
Prints the help topic for the script
"@

$helpText

exit
b
Function funstore()
{

write-host -foregroundcolor green "Listing currentuser stores:"

Get-ChildItem cert:\CurrentUser

write-host -foregroundcolor green "Listing localmachine stores: " n

Get-ChildItem cert:\LocalMachine

exit
b
if($help) { "Printing help now..." ; funHelp }
if($liststores) { funStore }
if(!$cert) {

"A certificate path is required..." ;
funhelp
)

new-variable -name userStore -value "currentUser" -option readonly
$crypto = "System.Security.Cryptography.X509Certificates.X509Store"
$objStore = new-object $crypto $store, $userStore
$objstore.Open("ReadWrite")
$objstore.Add($cert)
$objstore.Close()

FEZIA TR MG param iE4)5E LT 4 M8, Hh-cert $RE RIFE A
IEFSHIBRAE; -store 48 E T ANIET I H AR FBOE A7 H 3%, BUMEDY My 1E-FA7 i
Hato X TIEHE B R, ZBOMEARAD NIEF76#; -liststores 1 € 51|t 2411
F P a4 23 8] R AT FIEFAE6E H 3% -help R HEBIE R . BEJE € X funstore pRI%L
FHF 4tk i P e A H SOMAHLE A7 H 5%
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W f-help 4, HIWiE SAA{EShelp R, WIRAFAE, W H $&oR(E B[R
Y H funhelp(eRi %y i 2E-liststores 24k, R A7 1ESliststores 28 &, NI H funstore()
PR R A fEScert AR5, WIS ARAE H-cert 24 H R4 % -help Bl-liststores
28, Wit — 4R E B4 H P R 248 €l 15, BES1HA funhelp() i %L,

PRI AN R, —ESuserstore i, MGHAHLE N CurrentUser, )5
WERNAB; Z2&Scrypto, WA E A N IHEAM A K X509Store JE 1) 58 % iy 44 7
)45 5 o [ J5 48 F New-Object cmdlet 1) X509Store 152451, 1434 fR 4771 $cypto
BRI AT $store R H PHEFAEEN E, DL AHETESuserstore A8 & rh
HIAE B A% H 3%, SRJE 4 X509Store %if % {7-171E$objstore A5 &,

FEQIZE X509Store X% )5, {#H Open() kit i 5. WA Add() /7
WAL IS G $cert A5, HAPEFEIEBXN R E588555 LA Close JikX

e : SmartCardRoot
e : UserDs

e : AuthRoot

e : CA

e : Trust

E 18-79 HEBSANBIZHFIAAIERFMHEXE
(3) MIERIES

A DA AR A B T BB B B A B AR AU A T B R = e 13,
BIEE 4N “DeleteCertificate.ps1” HIIA, HACHS ) 18-33 s .

5 18-33 MlpEKEIEP

param(
$cert,
$store = "my",
[switch]$listcerts,
[switch]$help
)
function funHelp()
{
$helpText=@"
DESCRIPTION:
NAME: DeleteCertificate.ps1
Removes a certificate from a certificate store
PARAMETERS:
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-store the certificate store on the computer
-cert certificate to delete

-listcerts lists certificates in specified store
-help prints help file

SYNTAX:

DeleteCertificate.ps1
Prints error message a certificate is required, and displays help
DeleteCertificate.ps1 -cert "B67BAFECA1E77B8F3AEABS8EB9054D5D31C3C0A03"
Removes a certificate with thumbprint of
B67BAFECA1E77B8F3AEABS8EB9054D5D31C3C0A03 from the my store of the currentuser
DeleteCertificate.ps1 -store "my" -cert "OU=EFS File Encryption Certificate"
Removes a certificate with subject of OU=EFS File Encryption Certificate from the my store
of the currentuser
DeleteCertificate.ps1 -store "smartcardroot" -cert
"E47F375796238DB54CB70DA7A5E88F79"
Removes a certificate with the serial number of
E47F375796238DB54CB70DA7A5E88F79 from the smartcardroot store of the currentuser
DeleteCertificate.ps1 -listcerts
Gets a listing of certificates for the my store of the currentuser
DeleteCertificate.ps1 -help
Prints the help topic for the script
"@
$helpText
exit
b
Function funcert()
{
$crypto = "System.Security.Cryptography.X509Certificates.X509Store"
$objStore = new-object $crypto $store, $userStore
$objstore.Open("ReadWrite")
$colcerts = $objstore.Certificates
Write-Host -ForegroundColor blue
There are $($colcerts.count) certificates in the $store store.
They are listed below:
foreach($cert in $colCerts)
{
"FriendlyName: $($cert.FriendlyName)"
"Serialnumber: $($cert.SerialNumber)"
"Thumbprint: $($cert.thumbprint)"
"Subject: $($cert.subject) n"
¥
$objstore.Close()
exit
b
Function findcert($key)
{
$crypto = "System.Security.Cryptography.X509Certificates.X509Store"
$objStore = new-object $crypto $store, $userStore
$objstore.Open("ReadWrite")
$colcerts = $objstore.Certificates

foreach($cert in $colCerts)
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{
if($cert.thumbprint -match $key) <{ $global:mycert = $cert }

if($cert.serialnumber -match $key) { $global:mycert = $cert }
if($cert.friendlyname -match $key) { $global:mycert = $cert }
if($cert.subject -match $key) { $global:mycert = $cert }
}
b

new-variable -name userStore -value "currentUser" -option readonly
$global:mycert = $null
if($help) { "Printing help now..." ; funHelp }
if($listcerts) { "Listing certificates in $store" ; funcert }
if(1$cert) {
"A certificate is required..." ;
funhelp

¥
Findcert($cert)
$crypto = "System.Security.Cryptography.X509Certificates.X509Store"
$objStore = new-object $crypto $store, $userStore
$objstore.Open("ReadWrite")
$objstore.remove($mycert)
$objstore.Close()

TEMATFLEAEFH param 1HA)E X T 4 NS48, Hrb-cert 2411, HTHaE T
SN EZMBRIUEFS; -store FIERIME A My, T4 & M BR F0E 1 T 78 FOE 15 47 i
H3%; -listcerts nf LA EBIA S W B iE A7 0 X 380b PG UE 15 -help T2~ 5
(RN EPRE I EN W

ZIARIEE T funcert() R 2N B e ST H T ERAZRFE X509Store )iy 44 =5 ]
FRLAFRZFBEMZ N “Scrypto” I E . Bl /514 H New-Object cmdlet 61
X509Store FEIFIHT LB, IR NI R oA B TR TS TR A7 A B T IR AT
it B4 FR. BRI AT LA #E$store Mi$userstore AR R, SR JEH4iR A1) X509Store
K RARAEALESobjstore AF B, EEH ] Open() 7 =T HHEBAEME, FFUAEE BT
FEAZAE A7t B Al AT LLys Al . 25 Certificates J& 14 -1 F 25 i) 19 45 B 6 & HiE
T, RIE R EScolcerts A, 7E R0 J5 i Write-Host cmdlet % HiiE 15
BIFRMIFR . 3 7 EL G 7EScolcerts A8 HH (145 & 8 FH $cert R AE AN, DA
Ab R FH P A B B RO IR S o BT RIE B ORAFAE$cert AR B, HEHHIX
YEBM AL AR AT f88l, AR E ARR. AEEREAES 5 A6 H
TR, IR REL.

findcert() bR FH TH R R UE T, WRIRE], R B BIEF X RARATE B AR
4 JR A E$mycert Y, 1% R BN T T funcert() B %5 61 2 X509Store S5 i) J5 32 AH A .
findcert()f funcert()e& 2 7E X $colcerts A8 & H (0 K5 LA A ZS IR b A BT 2 51, Wi
AT LAVCRCScert 7 & A FEFE B RIe S A0S KIFRR Kk 15 B E N,
M findcert() B8 H % % 1) Skey A% £ 4 Scert 28 & m (% AE 0 RARAEAE 4 R AL B
$mycert H,

B A B E R E, A New-Variable cmdlet 1] & 44 4
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“Suserstore” 1 R A&, FENHIRE N CurrentUser. 2R 5 Ki$mycert 28 & 9] 461k
HNAEJRARE, FHIRAE $null,

PR B AT NS E, Bk -help 4. WIRAFEShelp L5, N
i — 23N E S, A funhelp( e % an A7 ESlistcerts 45 &, U A funcert()
BRI, IR A EScert B, WRAFLE, Wi — &R E SR
funhelp() A %4

TERE T A i AT 280 2 ZoR 5 R findcert() R, FB ARAF(EScert AZ & Hp
(P 4 FRAG s I ok o ESRAFUE 0T R IF4G HARAEESmycert & & f5 018 — 4
X509Store ZR 1A, FTIFUEF5A/74i H 3% 4 PRAFTESmycert 28 & FHIE X S4% 34
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FCIBF?40n06A7BA4DBCE 7807 CESCFC4
F170nB5EABA3CZATABCESSBBEADFEA3BDECI7E6TE
=Windows PowerShell Script Publisher

She 11\Charpter1B> .\DeleteCertificate.psl —store "my" —cert "CH=Windo
11 Script Publisher'
She 11\CharpteriB> _

& 18-80 HITHER
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(1) Windows Vista £ Windows Server 2008 [ =51} H & .55 # ] Get-EventLog
cmdlet A= Bl ] FH 4 H &G T E—A emdlet SERUCA R FHAEH & R F
FHE. BEESANFMHHE, UUAAIEEE CHFHE.

(2) E ANV IAF P S T TSR REEE AN SO, 5 A A A R T
BEE B WM ERETHEE SR R S AT IRE

(3) /] PowerShell H#AF 1 MA, WETHFEHURME . AR RIPEFIF
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(4) EHMZL, WAEBEM TCP/IP HEMA R ML, 8 IEA R RIA S R 4%
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