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#3%www.163.com DNS &R

WRBEFICR, EREE | mivepawww.163.com DNS
| iE%, BEZIIRONSE S
TEFERE, BAEXMIATLO
‘guﬁzm. RILTLOEY b
R

Authoritative DNS server

BEERXTHRATLO

THER, RUBAER, (ERwww.163.com 8
DNSE] I EIIR, RILEHIBUER

ZREERIXONSTHR

AFUB www.163.com BILZERT .

ZFONSER

EAFEEEHK www.163.com B9 Web Server #9 IP #iHIFE,

BT, AR BRSBHRIERZE IP it , (IREXIERT | AiRERSHFRAIR
R IRSS B AIE—TMEK,

SRR B IR SZ S EAFEZEEN , AHHESR com TRFIHRIRSSER ( TLD ) AE—NMEXK
HRSHET .

BRREAEERS2E53 google B9 IP BIHFHHE CEFRIAN , (ATFRERFER.

AILASETIE https://www.verisign.com/en_US/website-presence/online/how-dns-
works/index.xhtml , iZTUEI£FE 7 DNS FITFE,

FERBAAY2Z Root DNS Server —5E 13 4, BEEM= (.) |, 3T,
a.root-servers.net.
c.root-servers.net.
J.root-servers.net.
b.root-servers.net.
L.root-servers.net.
d.root-servers.net.
k.root-servers.net
froot-servers.net.
l.root-servers.net.
h.root-servers.net.
m.root-servers.net.
g.root-servers.net.

e.root-servers.net.
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DNS BIHLAL
BAILIM , —1° DNS ERERAEFNERA FEE 6 &£ | XBE— 1 ETRIITE | 215 DNS Hif
RHEEK . EESRWEIRFRL,

AN ERZ EANMAIE ? £77. DNS BEEEESRET  NBEXIERaEEHIFRE , BLUT
JURR: SISSERET | RRER | IBHSER | IPS IRSHRET  REZRSHET  MPHBRSH
&Ri7  TEEBRSHEST.

AL Chrome FJ951F , BN\ chrome://net-internals/#dns , (12 EZWN TRE :

&« C @& Chrome | chrome://net-internals/#dns
capturing events (268532)
Capture
Import « View pending lookups
Proxy Async DNS Configuration
Events
. . + Internal DNS client enabled: true
Timeline
DNS nameservers 192.168.1.1:53
Sockets append_to_multi_label_name | true
T attempts 2
Alt-Svc doh_servers
HTTP/2 ndots 1
Quic num_hosts 3
Reporting rotate false
Cache search
- ) timeout 1
Modules _options false
Domain Security Policy use_local_ipvé false
Bandwidth
Host resolver cache Clear host cache
Prerender

« Capacity: 1000
Current State
+ Active entries: 2

« Expired entries: 593
* Network changes: 48

‘ Hostname | Family Addresses TTL Expires Network changes
0.client-channel.google.com 1PV4 108.177.125.189 | 300000 |2018-11-29 11:34:33.793 [Expired] |12 [Expired]

| clients4.google.com |IPV4  |172.217.31.238 | 300000 | 2018-11-29 13:24:25.112 [Expired] |48
mtalk.google.com 1PV4 64.233.187.188 300000 | 2018-11-29 13:24:25.111 [Expired] |48

203.208.39.216
203.208.39.223
203.208.39.216
ssl.gstatic.com 1pvg | 20320839210 1300000 | 2018-11-29 11:32:33.794 (Expired] |12 [Expired]
203.208.39.215
203.208.39.207
203.208.39.207

www.google.com IPva 69.171.230.18 300000 |2018-11-29 13:24:25.111 [Expired] |48
0.gravatar.com IPV4 192.0.73.2 300000 |2018-11-29 12:42:12.936 [Expired] | 40 [Expired]
‘1.grava(ar.l:nm [1Pva 192.0.73.2 300000 | 2018-11-29 12:44:29.604 [Expired] | 40 [Expired]
1www.s81c.com IPv4 221.230.145.189 | 300000 | 2018-11-29 10:36:22.584 [Expired] |0 [Expired]
f2eZv.fwmrm.net 1PV4 75.98.70.37 300000 |2018-11-29 13:44:19.489 [Expired] | 48

[ 2.gravatar.com 'IP\M 192.0.73.2 300000 |2018-11-29 12:39:13.775 [Expirad] |40 [Expired]

34.232175.224

B Capacity: 1000, REIET 1K & , BABKICREGEAR ? 85

timeout | 1

XA 1R 1 2.
MRBRGFESF , —RD 2 HiER

Linux IEXEHR
WTE , —#gfE/etc/hosts T,
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192:~ terryzhang$ more /etc/hosts

##

# Host Database

#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##

127.0.0.1 localhost

255.255.255.255 broadcasthost

il localhost

Windows I#ERS
—p&7E C:\Windows\System32\Drivers\etc\hosts,

REIXE , BREEARDZE— MBS,

BAEMFFLRFOURE , 25—MER , fEESFZBEEA (W ) URL, Fi0
http://192.168.1.8:8080/admin/login, dNRXEANE , HAMRBIEEE—NTE , WETRX
BN ip BRI, EARRR ? BBARKNTRTLAX A , A DNS BRI | EEMB hostname

( abc-test ) IIAZ hosts BB , REINMA—RIER :

192168.1.8. abc-test

XEERREILAR http.//abc-test:8080/admin/login EiEE1T , GBS H , XIE,

DNS 133

TIMEARELRETEFEE T — NI , Google ELIKEPERSZE | FRANERT XiFS
Google , EREHMRIR , XFiR Google GSLB FI/EF. BRERARBAIXIFGE Google IR[EIH
IP EFX—HH1 , EEER—MIAENE Google , IRE|EISH] IP thARTEEEARA—RERY,

AR ? XEBRAKHE DNS f#i9% , 79X Google BEAXZIFLIK/ L HZEFRIEKRE, B2,
DNS £IRIEIRAVI B [P IREI—NEI1ER IP 81RF. BRT Google , —& CDN A9 SP 540 Akamai,
AWS, Azure, MIEZ=EEHRLIAIIRS.

DNS Record (123%)
DNS iERE— M EEEIFAIS. DNS ICREBINTER,

1e5RRE BXEN
A (Address) IEEIH B XIMAY IPv4 HEiE
AAAA 1EEEAXINAY IPV6 1Bk
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NS ( Name Server ) 8B 1Z1T 2 W DNS RSS2t TiENT

MX ( Mail Exchanger ) | HM4SZHRICR , FBFEFHMERFRHBAHEARIEIIS AR SRR EN

HRAIRSS 28

CNAME FRIER , ZNHBMFRIE—STTEN ( A0E—FAUREE mail 1 www
RS )

TXT FH IR ZH0RE

TTL ( Time-To-Live ) DNS 5525~ RTFHIRTIE]

PTR B—EA U BRES RIS N A1

HINFO dBARRETENFE DNS FAERY CPU KEFHRER R LE

EXERINEBERR A Record, CNAME , MX , NS,

AicH

A ICRERNSRSH—MEE,

A (Address) iBRERFRIEEFNE (FlF5 ) XIRAY IP #IHER., BPALUSZIEE TaIRuSAR
FEHEMZEIECHY Web Server £,

BB LUREZE B FRE. BAKR A IERMERSES80 P HE48E A IERHMESUF DNS,
BRI B BRHRLE(RE | SR EE DNS BY A iR AYARSS =5,

EEIUMESITEX A SR ToM , ILEEEWIAR.

CNAME i3
CNAME iCRER—FARtLRZRNCR | AL — MR EE FERERBIM—TENE,

RERERBRIMHTAE 71218 | CON SBXFoIN. F#40MIF , fIIIAE A BB CRIE R

£ Akamai fJ CDN L , A 897182 img.abc.com, [ Akamai A CDN fRSZ1%2 2
img.akaimacdn.com. (B2 A AEHEHEBECHEREE , A Akamai B9iE#&. A TTIXNE
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&, B4 ? 2/, 8 CNAME , REEE A4 img.abc.com #8AZ] img.akaimacdn.com,
[EENKT , ARRIREN ? SEZMEAT A IXUAY DNS server £, iAZE Akamai FFiZ,
EEAMESHTEX MXBToH | ILEEEWIAR,

MX ic®

MX ( Mail Exchanger ) ic® , FEREREW , XNETARMEMEEEE , BFPaT LSS THIMHE
4RSS EEMEIH CEMAIRS R £ AT LB CIREEMERE. FIUUREELIESIRS
BSRY IP bt , BNATLUKEE FRIMMAG 25452 E SR EE M ARS8 k.

NSicH
NS ICRARFNTIRSS/CR | RIPRPEIRSZIXNZEER I TANT , XEAY NS BRRFHEE
e

BIENAAF#EEH 12.34.56.78 XSRS 21T subl.mydomain.com , NIFERE
subl.mydomain.com 9 NS 12&,

XEFRE—NMIE , BORFIIERI A CREEIZWEE | XEFERIMCTRAETRT. NS
IBRMAT AR, WMR—DEVUBULERTFE NS ISR AiER , W A iBRAERL.

DNS % A <A LR
RNAE 2 NMERRIE<S dig 0 nslookup,

dig
dig 2—1" DNS&HigIT H.

[warren]$ dig

; <<>> DiG 9.9.5-3ubuntu0.16-Ubuntu <<>>

;» global options: +cmd

;; Got answer:

., ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 57775

;» flags: gr rd ra ad; QUERY: 1, ANSWER: 13, AUTHORITY: 0, ADDITIONAL: 1

;» OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
;7 QUESTION SECTION:

IN NS

- ANSWER SECTION:
16265 IN NS a.root-servers.net.
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16265 IN NS  croot-servers.net.
16265 IN NS jroot-servers.net.
16265 IN NS  b.root-servers.net.
16265 IN NS iroot-servers.net.
16265 IN NS  d.root-servers.net.
16265 IN NS  k.root-servers.net.
16265 IN NS froot-servers.net.
16265 IN NS lroot-servers.net.
16265 IN NS  h.root-servers.net.
16265 IN NS m.root-servers.net.
16265 IN NS  g.root-servers.net.
16265 IN NS e.root-servers.net.

7 Query time: 0 msec

;; SERVER: 208.113.157.202#53(208.113.157.202)
;i WHEN: Thu Nov 29 18:04:06 PST 2018

;» MSG SIZE rcvd: 239

BEE dig BRRIEE www.jd.com SBHARER.

dig www.jd.com

; <<>> DiG 9.10.6 <<>> www.jd.com

;» global options: +cmd

;» Got answer:

5 ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 2675

;» flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 0

;» QUESTION SECTION:

;www.jd.com. IN A
;; ANSWER SECTION:
www.jd.com. 300 IN CNAME  www.,jd.com.gslb.gianxun.com.

www.jd.com.gslb.gianxun.com. 300 IN  CNAME  www.jdcdn.com.
www.jdcdn.com. 300 IN A 61.174.55.1

;» Query time: 3 msec
;7 SERVER: 192.168.1.1#53(192.168.1.1)
;i WHEN: Fri Nov 30 10:07:37 CST 2018
;; MSG SIZE rcvd: 106

{16595 98 CNAME iERH0 A iB%.

nslookup
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nslookup IEAF Windows , Linux , macOS FHR{ER A,
nslookup www.jd.com
Server: 192.168.1.1
Address:  192.168.1.1#53

Non-authoritative answer:

www.jd.com canonical name = www.jd.com.gslb.gianxun.com.
www.jd.com.gslb.gianxun.com canonical name = www.jdcdn.com.
Name: www.jdcdn.com

Address: 61.174.55.1

DNS B 4T

RTIXAZ , BYRFARERTEBREMS | I95<2E®R. L, ?MI]J_zE;E,m;HE*ZE?SéT
bR, XEEHKEH—L 7H DNS NITIEAR | BEAERERETHRES  SE3RISEEME , A
ERNER DNS By packet,

AKX E(ER Wireshark , tEEARERIDXNTERE, WERAE , sJLATEH — , N 1REE
19, BELC,

AicH
TEHEIMEE , LEEEE dns , B protocoljjdns

an ® RE Q &= 8 A= Q| Q Q &
| |dns = *| Expression.. +
o. Time Source Destination Protocol  Length Info

ED) 15 750346 192 168 1 1 192 168.1 2 DNS 86 Standard query response @xbb38 A www.jd.com A 61.174.55.1

93 16.010915 192.168.1.1 192.168.1.2 DNS 146 Standard query response @x5048 No such name PTR 243.53.151.211.in-addr.arpa SOA a.in-addr.cn

94 16.012086 192,168.1.2 192.168.1.1 DNS 86 Standard query @xe743 PTR 19.136.140.51.in-addr.arpa

97 17.016446 192.168.1.2 192.168.1.1 DNS 86 Standard query @xe743 PTR 19.136.140.51.in-addr.arpa

98 17.246890 192.168.1.1 192.168.1.2 DNS 165 Standard query response @xe743 No such name PTR 19.136.140.51.in-addr.arpa SOA prdl.azuredns-cloud.net

99 17.248251 192.168.1.2 192.168.1.1 DNS 85 Standard query @xc953 PTR 254.6.107.13.in-addr.arpa

100 18.010324 192.168.1.1 192.168.1.2 DNS 164 Standard query response @xc953 No such name PTR 254.6.107.13.in-addr.arpa SOA nsl.msft.net OPT

220 18.680684 192.168.1.2 192.168.1.1 DNS 70 Standard query @x117c A www.jd.com

221 18.682335 192.168.1.1 192.168.1.2 DNS 86 Standard query response 0x117c A www.jd.com A 61.174.55.1

242 22.601573 192.168.1.2 192.168.1.1 DNS 81 Standard query @x5d2e A p54-caldav.icloud.com

243 22.603475 192.168.1.1 192,168.1.2 DNS 209 Standard query response @x5d2e A p54-caldav.icloud.com A 17.248.160.15 A 17.248,158.146 A 17.248.159.84 A 17.250.120.46 A 17.25..

271 23.575682 192.168.1.2 192.168.1.1 DNS 84 Standard query @x6a6d PTR 2.1.168.192.in-addr.arpa

272 23.578121 192.168.1.1 192,168.1.2 DNS 108 Standard query response @x6a6d PTR 2.1.168.192.in-addr.arpa PTR terrydembp

273 23.662806 192.168.1.2 192.168.1.1 DNS 83 Standard query @x94e7 A bjgasavpn.syniverse.com

274 23.664434 192.168.1.1 192.168.1.2 DNS 99 Standard query response @x94e7 A bjgasavpn.syniverse.com A 111.200.32.254

352 35.914093 192.168.1.2 192.168.1.1 DNS 74 Standard query @x8e52 A www.google.com

353 35.929024 192.168.1.1 192.168.1.2 DNS 90 Standard query response @x8e52 A www.google.com A 31.13.86.16

369 42.596348 192.168.1.2 192.168.1.1 DNS 75 Standard query 0x2388 A note.youdao.com

370 42.598084 192.168.1.1 192.168.1.2 DNS 171 Standard query response 0x2388 A note.youdao.com A 123.58,182.251 A 123.58.182.252 A 59.111.179.135 A 59.111.179.136 A 59.111.1.

392 44.557237 192.168.1.2 192.168.1.1 DNS 72 Standard query @xelcl A www.12377.cn

393 44.561181 192.168.1.1 192.168.1.2 DNS 228 Standard query response @xelcl A www.12377.cn CNAME www.12377.chinacache.net (NAME net.china.com.cn.telssr.chinacache.net CNAME..

407 50.087069 192.168.1.2 192.168.1.1 DNS 74 Standard query @x2add A www.taobao.com

408 50.094090 192.168.1.1 192.168.1.2 DNS 183 Standard query response @x2add A www.taobao.com CNAME www.taobao.com.danuoyi.tbcache.com A 114.80.184,125 A 101.227.209.253 A 1.

+ Frame 89: 70 bytes on wire (560 bits), 7@ bytes captured (568 bits) on interface @

+ Ethernet II, Src: Apple_ba:17:3e (8c:85:90:ba:17:3e), Dst: Zte_bb:fb:d6 (ed:bd:4b:bb:fb:d6)
+ Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1

+ User Datagram Protocol, Src Port: 52165, Dst Port: 53

+ Domain Name System (query)

BSES 89F190 8 , XZE&IA www.jd.com B request 1 response,
% 89 BHTHEWT
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» Frame 89: 70 bytes on wire (560 bits), 7@ bytes captured (560 bits) on interface @
2 A7 :85:90:ba:17: : :fb:d6 (e4:bd:4b:bb:fb:d6)

» Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1
» User Datagram Protocol, Src Port: 52165, Dst Port: 53

Transaction ID: @xbb38
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @

—QW
v Queries

v www.jd.com: type A, class IN
Name: www.jd.com
[Name Length: 10]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)

R n In:

0000 e4 bd 4b bb fb d6 8c 85 90 ba 17 3e 08 00 45 00 K- - - - - E
9910 00 38 0e b1 00 00 40 11 B b0 cO 2B 0102 O A8 B

HAITLABER L& , Name 2 www.jd.com, Type @ AiER.

26, BT LAEZIEMSE , DNS 2@ UDP 15i%, HL , ARHEtBEEIT TCP &%, Bt
LBHEA TCP , H+4/H&F UDP ? Rf&& , &4 response GKE AT 512 =0T, HiA TCP , &
Z WA UDP, BELBEESIE , KEHN 70, FTLAF UDP T, BBEZME—NERR , HABR T
DNS &8 512 ? CNAME AR e, FJLSETEA CNAME ME.

DNS FRIROEZ /R ? 53 , 2/, DNS BRIE 53 i1 , IEEEE , —RIHXEETHF , &N
DNS AT , BEMRELZAIEEZ) website,

BRAIREANR ? 55 90 8.
BATLLESR www.jd.com B DNS AEs , IP itiiHR 61.174.55.1,

» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @

v Answers

v www.jd.com: type A, class IN, addr 61.174.55.1
Name: www.jd.com
Type: A (Host Address) (1)
Class: IN (0x0001)
Time to live: 121
Data length: 4
Address: 61.174.55.1

Request In: 89

[Time: ©.001516000 seconds]

E:
0010 00 48 68 7f 40 00 40 11 4e d2 c0 a8 01 @1 c0@ a8 Hh-@ @ N---- -
0020 01 02 @0 35 cb ¢5 00 34 8c 73 bb 38 81 80 00 01 weihaieic s gaBaiens
0030 00 01 00 00 00 Q0 03 77 77 77 02 6a 64 03 63 6f - w ww-jd-co
0040 6d 00 00 01 00 01 cO Oc 00 01 00 01 00 @0 00 79 m .- ooy

0050 00 04 3d ae 37 01 viEege
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CNAME

TEE®EA www.taobao.com BN,
FA1EZ www.taobao.com ¥#ZE|T www.taobao.com.danuoyi.tbcache.com,

BRI TtEETLAB R www.taobao.com.danuoyi.tbcache.com %% AiER , XEHMEEIRN
DNS fazit5,

» Frame 408: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) on interface @
» Ethernet II, Src: Zte_bb:fb:d6 (ed:bd:4b:bb:fb:d6), Dst: Apple_ba:17:3e (8c:85:90:ba:17:3e)
» Internet Protocol Version 4, Src: 192,168.1.1, Dst: 192.168.1.2
» User Datagram Protocol, Src Port: 53, Dst Port: 57852
v Domain Name System (response)

Transaction ID: 8x2add

» Flags: 0x8180 Standard query response, No error

Questions: 1

Answer RRs: 5

Authority RRs: @

v Queries
» www.taobao.com: type A, class IN
v Answers
» www,taobao.com: type (NAME, class IN, cname www.taobao.com.danuoyi.tbcache.com
» www, taobao.com.danuoyi.tbcache,com: type A, class IN, addr 114,80,184.125
» www. taobao.com.danuoyi.tbcache,com: type A, class IN, addr 101,227.209.253
» www. taobao.com.danuoyi.tbcache,com: type A, class IN, addr 114.80.174.47
> www. taobao.com.danuoyi.tbcache.com: type A, class IN, addr 114.80.184.124
IRequest In: 407]
[Time: ©.007021000 seconds]

200 8¢ 85 90 ba 17 3e e4 bd 4b bb fb db6 08 00 45 00 e K £
9010 00 a9 6b cc 40 00 40 11 4b 24 c0@ aB 01 01 c@® a8 k@@ Ks

0020 01 02 00 35 el fc 8@ 95 46 93 2a dd 81 806 08 01 5 F - SEEEEE
0030 @0 05 00 00 00 00 03 77 77 77 06 74 61 6f 62 61 ... W ww:taoba
0040 6f 03 63 6f 6d 00 00 01 00 01 cO Oc @0 05 00 @1 o-com«:: ++erevve
0050 80 00 02 56 00 21 03 77 77 77 06 74 61 6f 62 61 ---V-!-w ww-taoba
2060 6f 83 63 6f 6d @7 64 61 6e 75 6f 79 69 @7 74 62 o-com-da nuoyi-tb
0070 63 61 63 68 65 c0 17 c@ 2c 00 01 00 @1 60 00 01
0080 2c 00 @4 72 50 bB 7d c@ 2c 90 01 00 01 80 00 01
0090 2c 00 94 65 e3 d1 fd c@ 2c 00 01 00 @1 60 00 01
0020 2c 00 04 72 50 ae 2f c@ 2c 00 01 00 01 60 00 01

00b0 2c 00 94 72 50 b8 7c

DNS FRAEFIFIN

DNS 2BtnEFIYAY , iR HTTP 220187, DNS fRERMYIE IETF BB, ARALISE
https://en.wikipedia.org/wiki/Domain_Name_System BY RFC documents &35
BWIAAFEIMMN , 1R, 33K , RIENGENZEFEES R, flg0 , XB53S) DNS AJLIE#EE
RFC 324 , 3] Angular , AJLABIAIEER

DNS 10 |g]
WRmEE , TH 10 AERTLUBSEE Y  BRE LEEERE
1. At4AERES ?
2. DNS fEHTRIERRIE ?
3. DNS HIRIEZEMt4 , BJLA Server ? TLD DNS 4
4. DNS BYHAHREE R A ? R NIRTIEAMAY ? Chrome FIZMEMERREAMAT ?
5. DNS fsa#39@_HA  AH4AER?
6. DNS HUIBREEIEMLE ? CNAME —fiRFEEMLIZ S ? 241 FiHE—T.
7. DNS HUERITEMGSEHRLE ?
8. DNS &2/ TCP X2 UDP ? —fg BB NSO
9. DNS#MEHUINS ? Wireshark BFEIEIS ?
10. iHEBE—T www.google.com F1 google.com FIX 3!, HMTREBEAIAY DNS ?
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TCP &

DNS SHTEEIEH IP 2 /5 , B FRRENSEEANK 1P FSL TCP EET, JHAR TCP iR
£ UDP ? BBREN HTTP 25TF TCP L, XESRBISBH— NI : TCP/IP 88, XNERE
REHGEA LT | BIIBEI—TF,

TCP/IP 27!
TCP/IP RE—fgn 8 4 IR . NEZHHA PPT B,

NARE
Application Layer

K210

Transportation Layer

1=

Internet Layer

PR
Link Layer

EXEAREARGR OSI CESERE , M TCP/IP AKX BIFIERR W TE
OSIB A=A TCP/IPHL SR A

REfERg , OSIRY 7/6/5 EF1 TCP/TP BN RERIAL , 2/1 EFEREN N, AEFRAINAS , £
BRE TCP/IP SRR | [FERIREEEHE.
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XEERAFRRA LN , ST (BERARKKAZEIXEN ) |, IRXR , BAAKEBSI
kiR, ATETERSENSXIER  ZEBEANEMN , EERIRBEECHTMN. B
BRI |, FES—T.

TCP/IP 93 f= BEXNEAE BN

NEE BGP DHCP DNS FTP HTTP HTTPS IMAP LDAP MGCP MQTT NNTP
NTP POP ONC/RPC RTP RTSP RIP SIP SMTP SNMP SSH Telnet

Application Layer TLS/SSL2

21

. TCP QUIC UDP DCCP SCTP
Transportation Layer CRQUICLDEIRCCH SCTR S Vh e

IPE

IP IPv4 IPv6 ICMP ICMPv6 ECN IGMP Ipsec
Internet Layer #

IR
Link Layer

ARP NDP OSPF Tunnels L2TP PPP MAC Ethernet DSL ISDN FDDI%F

RZF
BNTLER , A HTTP/HTTPS/IMAP/SSH/Telnet EEMEMRE L ( E/MNE | IX—E(RA
RO EZ | RBAIRRIREFTE ) . HBIEE N AEBFIE HTTP/HTTPS | FRLAFK LR HTTP/HTTP
BEF TCP k4.

Wikipedia XA

The application layer is the scope within which applications create user data and communicate this
data to other applications on another or the same host. The applications, or processes, make use of
the services provided by the underlying, lower layers, especially the Transport Layer which provides
reliable or unreliable pipesto other processes. The communications partners are characterized by
the application architecture, such as the client-server model and peer-to-peer networking. This is

the layer in which all higher level protocols, such as SMTP, FTP, SSH, HTTP, operate. Processes are
addressed via ports which essentially represent services.

EHE
25, BEA TCP #1 UDP HIEXE , TCP = XIEFHAXE,
Wikipedia XA

The transport layer performs host-to-host communications on either the same or different hosts
and on either the local network or remote networks separated by routers.[22] It provides a channel
for the communication needs of applications. UDP is the basic transport layer protocol, providing an
unreliable datagram service. The Transmission Control Protocol provides flow-control, connection
establishment, and reliable transmission of data.

P2
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IP EIFEEE | AJRIXARKEAKNE , EEHMMN. A& ICMP 13 ? {HiHRZ ARRiRAL
¥k ICMP 2HARAE. AREEAT ping ip<IE , EREMRY ICMP, REIXE , fOZBREATA
HTIE,

Wikipedia iX A%

The internet layer exchanges datagrams across network boundaries. It provides a uniform
networking interface that hides the actual topology (layout) of the underlying network connections.
It is therefore also referred to as the layer that establishes internetworking. Indeed, it defines and
establishes the Internet. This layer defines the addressing and routing structures used for the
TCP/IP protocol suite. The primary protocol in this scope is the Internet Protocol, which defines IP

addresses. Its function in routing is to transport datagrams to the next IP router that has the
connectivity to a network closer to the final data destination.

HEERE
XNMNEEEET , ARP, NDP , Ethernet #MEEN , AIRIAEEBIY HTTP IIE , & LVS , Ngnix

SHRAAIMEIYE , ROZXT ARP a4 , 29 ARP FskREHIRERI MAC HBLE , 7 LVS #itaEiis
EBRISEEl , E#EKA stream 968 MAC HBUFEFIH AR Stream B9 MAC HBlHRSF—3 . &
HMEISE |, BRI , WEIRRXNEE , WAERXHIICTEER , iEXBaILISE
LVS RY3ZAS,

Wikipedia iIXAfER:

The link layer defines the networking methods within the scope of the local network link on which

hosts communicate without intervening routers. This layer includes the protocols used to describe

the local network topology and the interfaces needed to effect transmission of Internet layer
datagrams to next-neighbor hosts.

TCP/IP HLE7 \’fﬁ
ETHENAS  RRTEMSKIS ? NRE , A2 | EFEIA. iLFMANE  S1mAR—
IT)[’IEE**

SEiAE www.gg.com XANER |, MERYEWT :
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Wireshark - Packet 210 - Wi-Fi: en0 /// Ethernetﬁ&ﬁ%ﬁg

» Frame 210: 713 bytes on wire (5704 bits), 713 bytes captured (5704 bits) on interface @
» Ethernet II, Src: Apple_ba:17:3e ( ™N M memm ‘® W) pst: Zte_bb:fb:d6 (e4:bd:4b:bb:fb:d P
» Internet Protocol Version 4, Src: 192.768.1.2, Bst: 180.153.105.248 4—-——"""—61— )
» Transmission Control Protocol, Src Port: 62957, Dst Port: 80, Seq: 1, Ack: 1, Len: 647 ~— 1’(:F)
v ' FTATR
Host: js.aq.qq.com\r\n
Connection: keep-alive\r\n
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.¢
Accept: */*\r\n
Referer: http://news.qq.com/\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=0.9,zh-CN;q=0.8,zh;q=0.7\r\n
» [truncated]Cookie: pgv_pvid=9694389176; tvfe_boss_uuid=4ca61b9db@38b955; pgv_pvi=8624735232; pt2gguin=0004171
\r\n

0060 ©0a 48 6f 73 74 3a 20 6a 73 2e 61 71 2e 71 71 2e  -Host: j s.aq.qq.
0070 63 6f 6d @d @a 43 6f 6e 6e 65 63 74 69 6f 6e 3a com::Con nection:
0080 20 6b 65 65 70 2d 61 6¢c 69 76 65 @d @a 55 73 65 keep-al ive:-Use
0090 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6¢c 6c 61 r-Agent: Mozilla
00a0 2f 35 2e 30 20 28 4d 61 63 69 6e 74 6f 73 68 3b /5.8 (Ma cintosh;
00bo 20 49 6e 74 65 6c 20 4d 61 63 20 4f 53 20 58 20 Intel M ac 0S X

00co 31 30 5f 31 33 5f 36 29 20 41 70 70 6c 65 57 65 10_13_6) AppleWe
00do 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 54 bKit/537 .36 (KHT
00ed  4d 4c 2c 20 6¢c 69 6b 65 20 47 65 63 6b 6f 29 20 ML, like Gecko)

00fo 43 68 72 6f 6d 65 2f 37 30 2e 30 2e 33 35 33 38 Chrome/7 0.0.3538
0100 2e 31 31 30 20 53 61 66 61 72 69 2f 35 33 37 2e  .110 Saf ari/537.
0110 33 36 @d @a 41 63 63 65 70 74 3a 20 2a 2f 2a @d 36:-Acce pt: */*-
0120 ©@a 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a 2f -Referer : http:/
0130 2f 6e 65 77 73 2e 71 71 2e 63 6f 6d 2f @0d 6a 41 /news.qq .com/-:A
0140 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20  ccept-En coding:

0150 67 7a 69 70 2c 20 64 65 66 6¢c 61 74 65 0d @a 41 gzip, de flate::A
9160 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 3a 20  ccept-La nguage:

91706 65 6e 2d 55 53 2c 65 6e 3b 71 3d 30 2e 39 2c 7a en-US,en ;q=0.9,z
0180 68 2d 43 4e 3b 71 3d 30 2e 38 2c 7a 68 3b 71 3d h-CN;q=0 .8,zh;q=
0190 30 2e 37 @d @a 43 6f 6f 6b 69 65 3a 20 70 67 76 0.7--Coo kie: pgv
01a0 5f 70 76 69 64 3d 39 36 39 34 33 38 39 31 37 36 _pvid=96 94389176
01b0 3b 20 74 76 66 65 5f 62 6f 73 73 5f 75 75 69 64 ; tvfe_b oss_uuid
01co 3d 34 63 61 36 31 62 39 64 62 30 33 38 62 39 35 =4cab61b9 db@38b95

No.: 210 - Time: 2.419267 - Source: 192.168.1.2 - Destination: 180.153.105.248 - Protocol: HTTP - Length: 713 - Info: GET /js/aq_common.js HTTP/1.1

Help Close

BRIXE |, NizF B R 7IE,

HTTP , BIR AR |, IEfEAIE Js.ag.9q.com.

TCP E , src port 2 62957 , dst port 2 80 i , B4 js.aq.qq.com AYimH=E 80,
IPE , AR IPV4 , EAGTENLIP #biERE 192.168.1.2 , HFxIP & 180.153.105.248.
HERREE | IKAEFIRORE Apple BBAX , XA MAC #BlEERESHR 7 |, Mm@ ZTE 1R,
BRI EARFAE—T.

HERRER

» Frame 21@: 713 bytes on wire (5704 bits), 713 bytes captured (5704 bits) on interface @
v Ethernet II, Src: Apple_ba:17:3e ('™ L] ®), Dst: Zte_bb:fb:d6 (ed4:bd:4b:bb:fb:d6)
v Destination: Zte_bb:fb:d6 (e4:bd:4p:bp:To:ab)
Address: Zte_bb:fb:d6 (ed4:bd:d4b:bb:fb:d6)
eane 2a@e viun wues wsss sees = LG bit: Globally unique address (factory default)
eave 2aa@ viin viwe sees wwe. = IG bit: Individual address (unicast)
¥ Source: Apple_ba:17:3e (8« .
Address: Apple_ba:17:3e (f mm mm m )
eeve weBe ciid cive vees wee. = LG DAL Globally unique address (factory default)
....... B .uus vans wass sass = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
» Internet Protocol Version 4, Src: 192.168.1.2, Dst: 18@.153.105.248
» Transmission Control Protocol, Src Port: 62957, Dst Port: 8@, Segq: 1, Ack: 1, Len: 647
v
»
Host: is.ad.qa.com\r\n

IPE
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r Internet Protocol Version 4, Src: 192.168.1.2, Dst: 180.153.105.248

0100 .... = Version: 4
«... 0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 699
Identification: @0x0000 (0)

» Flags: ©0x4000, Don't fragment
Time to live: 64
Protocol: TCP (6)
Header checksum: @x5801 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.2
Destination: 18@.153.105.248

TCPE
v Transmission Control Protocol, Src Port: 62957, Dst Port: 80, Seq: 1, Ack: 1, Len: 647

Source Port: 62957
Destination Port: 80
[Stream index: 24]
[TCP Segment Len: 647]
Sequence number: 1 (relative sequence number)
[Next sequence number: 648 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
1000 .... = Header Length: 32 bytes (8)

» Flags: 0x018 (PSH, ACK)
Window size value: 4133
[Calculated window size: 4133]
[Window size scaling factor: -1 (unknown)]
Checksum: 0xc636 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

» [SEQ/ACK analysis]

» [Timestamps]
TCP pavload (647 bvtes)

RIFBE (HTTP)

v Hypertext Transfer Protocol

» GET /js/ag_common.js HTTP/1.1\r\n
Host: js.aq.qq.com\r\n
Connection: keep-alive\r\n
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_13_6) AppleWebKit/537.36 (KHTML, 1:
Accept: */x\r\n
Referer: http://news.qq.com/\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=0.9,zh-CN;q=0.8,zh;q=0.7\r\n

» [truncated]Cookie: pgv_pvid=9694389176; tvfe_boss_uuid=4ca61b9db@38b955; pgv_pvi=862473"
\r\n
[Full request URI: http://js.aq.qq.com/js/aq common.js]
[HTTP request 1/1]
Response in frame: 217

FEXBEAINAFE | FESX TCP LK HTTP EiFiF4E,

TCP = RiI2F S5 RIEF
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LATER NS TIER https://hit-
alibaba.github.io/interview/basic/network/TCP.html,

TCP =XIEF

FMB=X#ZF(Three-way Handshake) , 2537 — TCP iEZAY , FEEZFinfliRS
EERIHRIX 3 M.

SREBFNENSEERSEEERO , 837 TCP & , ARSI EENANES S
S, XM TCP BAXIMSER. & socket fRIEFR , B URHIT connect() B, BitA=IX1ZE
=25

E—RIEF(SYN=1, seg=x):

ZRim&IE—D TCP Y SYN irEAE 1 198 |, 18RRI TEiEZARS IO |, LA
REFE X REEELAFSIS (Sequence Number)FEREE,

RIETTEEfR |, EFumEN SYN_SEND K%,
EXIEF(SYN=1, ACK=1, seq=y, ACKnum=x+1):

RS REIFIARACK) AE . BD SYN tR&AF0 ACK &8 1. IRFGS|MimiEEE S
ISN B35S , &l Seq HE , RAFPEHIAFES (Acknowledgement Number)i& &A%
BIISN ANL, BD X+1, &iXSEEE | RSSE8mEFA SYN_RCVD R,

=REBEF(ACK=1, ACKnum=y+1)

BEFIREXKIEAR(ACK) , SYN REA9 0, ACK i7EAA 1, FEEBRS=AK
ACK IFSFR+1 , EHEFRPREEXTS |, FEEETERS ISN AY+1

KRIESTEER | EFimid )\ ESTABLISHED RZ , HIRFZEsinzEX MY |, thiH
)\ ESTABLISHED JR7Z , TCP IBF45,
=EREFHOESENTEENT :
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client state g n server state
LISTEN LISTEN

choose init seq num, x

send TCP SYN msg |~~~
SYNSENT SYNbit=1, Seg=x
chogse init seq num, y
send TCP SYNACK
msg, acking SYN SYN RCVD
SYNbit=1, Seq=y
ACKbit=1; ACKnum=x+1
crjeceived SYNACI(l(x)
indicates server is live;
ESTAB ~ send ACK for SYNACK; F<
this segment may contain | ACKbit=1, ACKnum=y+1
client-to-server data ., Ireceived ACK(y)
indicates client is live M
ESTAB

FRSEERSR |, AT MEBIS M8k 247 (7518 baidu.com)

No. Time Source Destination Protocol  Length Info

275 18.625018 192.168.1.2 115.239.211.112 TCP 54 56717 -+ 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

XEE=18,
192.168.1.2 2FAN=8AY1P , 115.239.211.112 2 baidu BV IP , EAREFN_LE—Z.

B{kE 270 8 , 192.168.1.2 A% SYN # 115.239.211.112 , seq=0;

NTE :
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v Transmission Control Protocol, Src Port: 56717, Dst Port: 443, Seq: 0, Len: @
Source Port: 56717
Destination Port: 443
[Stream index: 19]
[TCP Segment Len: 0]
Sequence number: @ (relative sequence number)
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: @
1011 .... = Header Length: 44 bytes (11)
» Flags: 0x002 (SYN)
Window size value: 65535
[Calculated window size: 65535]
Checksum: @x8cee [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
v Options: (24 bytes), Maximum segment size, No-Operation (NOP), Window scale, No
TCP Option - Maximum segment size: 1460 bytes
TCP Option - No-Operation (NOP)
TCP Option - Window scale: 5 (multiply by 32)
TCP Option - No-Operation (NOP)
TCP Option - No-Operation (NOP)
TCP Option - Timestamps: TSval 1361579357, TSecr 0@
TCP Option - SACK permitted
TCP Ootion - End of Ootion List (EOL)

vVVVyVYVYyYVYYVYY

274 8& , 115.239.211.112 iR[A] SYN 0 ACK 45 192.168.1.2 , seq =0, B2 ACK
T SYNERseq (40) +1, ArLAA1

v Transmission Control Protocol, Src Port: 443, Dst Port: 56717, Seq: @, Ack: 1, Len: @
Source Port: 443
Destination Port: 56717
[Stream index: 19]
[TCP Segment Len: 0]
Sequence number: @ (relative sequence number)
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
1011 .... = Header Length: 44 bytes (11)
» Flags: 0x012 (SYN, ACK)
Window size value: 8192
[Calculated window size: 8192]
Checksum: 0xd807 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
» Options: (24 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Ope
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 270]
[The RTT to ACK the segment was: 0.011766000 seconds]
[iRTT: 0.011844000 seconds]

275 8E] , 192.168.1.2 & ACK /5 , £5 115.239.211.112 B[m]—/> ACK , ACK#H9
1:
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v Transmission Control Protocol, Src Port: 56717, Dst Port: 443, Seq: 1, Ack: 1, Len: @
Source Port: 56717
Destination Port: 443
[Stream index: 19]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
» Flags: 0x010 (ACK)
Window size value: 8192
[Calculated window size: 262144]
[Window size scaling factor: 32]
Checksum: @x4del [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 274]
[The RTT to ACK the segment was: 0.000078000 seconds]
[iRTT: 0.011844000 seconds]
» [Timestamps]

TN EVERR  RREZMER , SEXT , SiAEREARET.
TCP [iRIEF

TCP ERAMRRFEERENNE |, ELFRAIRIESF (Four-way handshake) , t04f#EL
HN=XEF. BFmERSESIIIENREIEFNE , 7 socket wizh , EE—7H
1T close() BRAEBDRIF=EIEFIRIE.

FE—IRIEF(FIN=1, seq=x)

BRIREFWREEXIER , ERmAAE— FIN iIFEVEN 1 8 , FECERIRBH
FEALKRET |, (BRAR LUEZEUE.

RIETTEEfR |, BRI FIN_WAIT_1 K%,
HERIEF(ACK=1, ACKnum=x+1)

RS SRmAZ ity FIN € , KIE—1MHIAE , RI\E CERE T EFinXAERE
X, BRREESTRAEE.

RIETTEERS | IRS3E8ImIHN CLOSE WAIT K7 , ERIRRIEIXMBAEZE | i#
A FIN_WAIT 2 IR, FFIRS S mKIERE,
FE=XEF(FIN=1 , seq=y)

ARSS=Rim BRI RIAIERRT |, ME iR KIEEREREK , FIN B9 1,

RIETTEERE | IRSBESImIHN LAST ACK K% , FFRBEEFIRIRE— ACK,
FEIPRIEF(ACK=1, ACKnum=y+1)
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EPimEEEIRERS SRIIKAEK , RIE—MHAR , FHHEN TIME WAITIRZ | &5
A REHIIAYE K E(ERY ACK &,

RS eI EIXMIABZ/E , KAER | B\ CLOSED A7,
BEFimERF S ENEERE ( P RARERER , 2MSL, 2 Maximum Segment
Lifetime ) Zf5 , IBWEIIRSGS SRR ACK |, INNIRSBHCKEEXTEE , FEES
HRMAERE | BEA CLOSED AT,

PR IEFREENT

client state g E server state
ESTAB ESTAB
clientSocket.close ()
FIN.WAIT 1 can no longer FINbit=1, seq=x
send but can ' q\ v
receive data — CLOSE_WAIT
! ACKbit=1; ACKnum=x+1 can still
FIN_WAIT 2 wait for sczlrgseé — cend data
— LAST_ACK
v F b|t=1 ' seq=
TIMED_WAIT — )N =y can no longer
- ‘ ——— send data
ACKbit=1; ACKnum=y+1
timed wait — v
for 2%¥max CLOSED
segment lifetime
CLOSED l

XEMAIMET , gLABTIMEStEE.

HTTPS i

SR Z B u FFaafERE HTTPS ( Apple E3k App #8708 HTTPS ) . X3F HTTPS , &
EH—/ SSL/TLS RS /INIE |, A B8RRI TCP §5#,

TEfEAR T HTTP A0 HTTPS RIX3H.
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HTTP HTTPS

HTTP HTTP
TCP
IP TCP
Ethernet IP
Ethernet

KT SSU/TLS WMfaIRBESE |, AlLASER—IEEITHINE
http://www.ruanyifeng.com/blog/2014/02/ssl_tls.html #0
http://www.ruanyifeng.com/blog/2014/09/illustration-ssl.html , SIFEBEN.
ER—Kr—IEEhavE :

T LS C | | en t « ClientHello

* ServerHello

« ServerCertificate
* ServerKeyExchange T LS S e rve r
« CertificateRequest
* ServerHelloDone

* ClientCertificate

T LS C . * ClientKeyExchange
I * CertificateVerify

I e n t ¢ ChangeCipherSpec

e Finished

 ClientCertificate

¢ ClientKeyExchange
« CertificateVerify T LS S e rve r
¢ ChangeCipherSpec
* Finished

24 Copyright O3 KE #15/terryisme A4S /terrymemo confach@gmail.com



mailto:confach@gmail.com
http://www.ruanyifeng.com/blog/2014/02/ssl_tls.html
http://www.ruanyifeng.com/blog/2014/09/illustration-ssl.html

SSL Handshake (RSA) Without Keyless SSL

Handshake

@ ke

Visitor CloudFlare
o m e — e, ——————————— \ P ———————————————— \
| I
| f > isi [ ntr. r I =3 o
\ @ {i aa Client random @ Visitor sends hello, client random, and cipher suites supported > : g E j Client random
' X ' .
[ !

y m Server random

]
'
L}
i
. ﬁ Public key certificate
|
\

I
. &

Server sends server random and public key certificate :

<
(also sent is a session ID for session resumption) : . .
.- | Public key certificate

|
\

} : Visitor encrypts premaster secret with public key

1 |
CloudFiare decrypts the premaster : Premaster secret :
secret with the private key ' '

t '

I |
Both the visitor and CloudFlare create session keys from | 1
the client random, server random, and premaster secret. ! m Session key '
Now the visitor can request content from CloudFlare. | |

U '

w
]
w
L
=)
3
x
2

(also sent is a session ticket for session resumption)

IZEFETF https.//blog.cloudflare.com/keyless-ssi-the-nitty-gritty-technical-
details/,

BATERIMBAS—T,

L]
No. Time Source Destination Protocol Length Info
273 18.622930 192.168.1.2 115.239.211.112  TLSvl.2 571 Client Hello
278 18.636374 115.239.211.112 192.168.1.2 TLSv1.2 122 Server Hello
18.641411 115.239.211.112 192.168.1.2 TLSv1.2 Certificate
294 18.685677 115.239.211.112 192.168.1.2 TLSv1.2 392 Server Key Exchange
295 18.685680 115.239.211.112 192.168.1.2 TLSv1.2 63 Server Hello Done
298 18.686329 192.168.1.2 115.239,211,112  TLSv1.2 18@ Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
299 18.692906 192.168.1.2 115.239.211.112  TLSv1.2 933 Application Data
387 18.711871 115.239.211.112 192.168.1.2 TLSv1.2 229 New Session Ticket
308 18.711875 115.239.211.112 192.168.1.2 TLSV1.2 6@ Change Cipher Spec
309 18.711875 115.239.211.112 192.168.1.2 TLSv1.2 99 Encrypted Handshake Message
327 19.32448@ 115.239.211.112 192.168.1.2 TLSv1.2 331 Application Data
330 19.324983 115.239.211.112 192.168.1.2 TLSV1.2 62 Application Data
333 19.325495 115.239.211.112 192.168.1.2 TLSv1.2 78 Application Data
337 19.326503 115.239.211.112 192.168.1.2 TLSv1.2 9@ Application Data

MER—IEEDERIRES :

273 8 : Client &3% Client Hello %5 Server,

278 & : Server [H] Server Hello %5 Client,

283 £ : Server 444E[\] Server Certificate 25 Client , E3ZUEH,
294 £ : Server 4k%z[A] Server Key Exchange , 3&#t key,

295 & : Server ix[g] Server Hello Done,

#HILXE | Server BT AVF | B TERE Client 7,
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298 & : Client Key Exchange , Change Cipher Spec , Encrypted Handshake
Message, EIXEFMEERT

HNIHEFHAEZE Client Hello 89 273 & , =R ED .

Frame 273: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface @
Ethernet II, Src: Apple_ba:17:3e (8c:85:90:ba:17:3e), Dst: Zte bb:fb:d6 (ed4:bd:4b:bb:fb:d6)
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 115.239.211.112
Transmission Control Protocol, Src Port: 56716, Dst Port: 443, Seq: 1, Ack: 1, Len: 517
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x8301)
Length: 512
v Handshake Protocol: Client Hello
~—— Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (@x@303)
» Random: cdecc@c9021920d415f2515b28d6bdf3fedd180341cac503...
Session ID Length: 32
Session ID: 35475dc66adleaB2a256296646b2f11a20eb204fbfbbf7c3...
Cipher Suites Length: 34
—— v Cipher Suites (17 suites)
Cipher Suite: Reserved (GREASE) (@x3a3a)
Cipher Suite: TLS_AES_128_GCM_SHA256 (0x1301)
Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302)
Cipher Suite: TLS_CHACHA2@_POLY13@5_SHA256 (@x1383)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc030)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1385_SHA256 (@xcca8)

4d4vYvwyvy

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@8x@09c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x009d)

Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@02f)
Cipher Suite: TLS RSA_HITH_AES_ZSS_CBC_SHA (@x0035)

Limbnmm Condiduma LITTLL _ARCe _CRC_cne CcllA L na..nnne )
0002 e4 bd 4b bb fb d6 8c 85 90 ba 17 3e 08 0@ 45 00 N SR e =
0012 02 2d 00 00 40 00 40 06 2f cl cd a8 01 02 73 ef - @@ [/ s
Help Close

ETRBEE Extension , BRENAR., XEE[JiH—T SNI ( Server Name
Indication ) , server_name, FAIRTLAE R ERYER www.baidu.com. BHLEiHNISEES &
T SRRNIEBRLS baidu XMHEEZEREY. SNI ARRIGIZIEBEARZ/ server name &
HPEEERN. NRAE  IESRE.

BE—MERISNEETE  ERHERARNEESEE HTTP EFim , SNI TR E 8T Z

BER , BBATAKIENE ? 4NR Server in RE—MEBERE | BiER , MELIRIZHIBB
MIEBEHET., NRBEZSMIEBEPBR ? ELaIEE T aaa.com bbb.com ccc.com =M
ZEGEP |, BBLATSILZBRREEITE , BURTFHME ( Apache , Tomcat & ) FOEE(

( F5 , Netscaler ) E4BRET.

BRNREEEA , ZXEOAERE  SYERRSEFMN , BBARADILIE Client §—L&
B ? ANERIGIEFEERREA HTTP library , BILAEBHRRAEESIF.

26 Copyright O3 KE #15/terryisme A4S /terrymemo confach@gmail.com



mailto:confach@gmail.com
http://www.baidu.com/

Y Y VY VY VY VYVYVYVYVYYY

»

2000 00
00ce 62

Help

Version: TLS 1.2 (@x@3@3)
Random: cdecc@c9021920d415f2515b28d6bdf3fedd180341cac503...
GMT Unix Time: Jun 24, 2079 23:12:09.000000000 CST
Random Bytes: ©021920d415f2515b28d6bdf3fedd188341cac50328ed41dc. ..
Session ID Length: 32
Session ID: 35475dc66adleaB82a256296646b2f11a20eb204fbfbbf7c3...
Cipher Suites Length: 34
Cipher Suites (17 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 401
Extension: Reserved (GREASE) (len=@)
Extension: renegotiation_info (len=1)
Extension: server_name (len=18)
Type: server_name (@)
Length: 18
v Server Name Indication extension
Server Name list length: 16
Server Name Type: host_name (@)
Server Name length: 13
Server Name: www.baidu.com
Extension: extended_master_secret (len=@)
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:

rsdemmm i s

signature_algorithms (len=20)
status_request (len=5)
signed_certificate_timestamp (len=0)
application_layer_protocol_negotiation (len=14)
channel_id (1len=0)

ec_point_formats (len=2)

key_share (len=43)
psk_key_exchange_modes (len=2)
supported_versions (len=11)
supported_groups (len=10)

Unknown type 27 (len=3)

278 89 Server Hello
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Frame 278: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Ethernet II, Src: Zte_bb:fb:d6 (e4:bd:4b:bb:fb:d6), Dst: Apple_ba:17:3e (8c:85:98:ba:17:3e)
Internet Protocol Version 4, Src: 115.239.211.112, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 443, Dst Port: 56716, Seq: 1, Ack: 518, Len: 68
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
" Version: TLS 1.2 (8x@303)
Length: 63
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 59
—_, Version: TLS 1.2 (@0x@303)
v Random: 5c@@bal7e@@b@659cc7ebb6c2ela2cbb9911ebf96a756bfb. . .
_— GMT Unix Time: Nov 3@, 2018 12:18:31.000000000 CST
Random Bytes: e@@b@659cc7ebbbc2ela2zcbb9911ebf96a756bfb2d7dbesa. . .
Session ID Length: @
——— Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Compression Method: null (@)
Extensions Length: 19
N v Extension: SessionTicket TLS (len=@)
Type: SessionTicket TLS (35)
Length: @
Data (@ bytes)
v Extension: application_layer_protocol_negotiation (len=11)
Type: application_layer_protocol_negotiation (16)
Length: 11
ALPN Extension Length: 9
v ALPN Protocol
ALPN string length: 8
ALPN Next Protocol: http/1.1

dvvyvwyy

0000 8c 85 9@ ba 17 3e e4 bd 4b bb fb d6 08 0@ 45 @@ - - > K- E
0010 00 6c 48 7e 40 00 33 06 6 03 73 ef d3 70 c0 a8  -lH-@ 3~ -5 -p--
6020 @1 @2 @1 bb dd Bc 8b 58 70 11 5d 75 81 77 58 18 - ------ X p-lu-wP-
0030 @3 2c d4 3e 8@ 00 16 03 03 00 3f 02 00 0@ 3b @3 -, >c -0 Foj-

00428 03 5c 0@ ba 17 e@ @b 86 59 cc 7e 6b 6c 2e la 2c \ -
0050 bb 99 11 eb f9 6a 75 6b fb 2d 7d be 8a b5 14 61  :::::juk '=}::::a

Help Close

4reFEE Server Certificate , BJ 283 &

Frame 283: 656 bytes on wire (5248 bits), 656 bytes captured (5248 bits) on interface @
Ethernet IT, Src: Zte_bb:fh:db (ed:bd:4b:bb:fb:d6), Dst: Apple ba:17:3e (8c:B5:08:ba:17:3e)
Internet Protocol Version 4, Sre: 115.239.211.112, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 443, Dst Port: 56716, Seq: 2973, Ack: 518, Len: 662
[3 Resssembled TCP Segments (3506 bytes): #280(1452), #281(1452), #283(602)]
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 3501
¥ Handshake Protecol: Certificate
————  Handshake Type: Certificate (11)
Length: 3497
Certificates Length: 3494
v Certificates (3494 bytes)
Certificate Length: 2355
v Certificate: 30B200213BB208172003020102828c2 led2cc2f1892ch66h. . . i id-at-conmonNane=baidu. com, id-at-organizationMane=Beijing Baidu Netcom Science Technology ,id-at-organizationallinitNamesservite

Aavvyvyvy

v signedCertificate

version: v3 (2}

serialNumber: @x2led2cc2f1@92c666b15e527
signature (sha2SGWithRSAEncryption) “____-———-—'_

issuer: rdnSequence (@)

> : 3 items (id-at- lobalSign Organization Validation CA - SHAZS6,id-at-organizationName=GlobalSign nv-sa, id-at-countryName=BE)
validity

subject: rdnSequence (B)

» rdnSequence: 6 items (id-at-commorName=baidu.com,id-at-organizationName=Beijing Baidu Netcom Science Te(nnn\;gy id=at-organizationalUnitName=service operation department,id-at=localityN:

v

av

subjectPublickeyInfo
extensions: 9 items
Extension (id-ce-keyUsage)
Extension (id-pe-authorityInfoAccessSyntax)
Extension (id-ce—certificatePolicies)
Extension (id-ce-basicConstraints)
Extension {id-ce-subjectAltName)
Extension (id-ce-extKeylUsage)
Extension {id-ce-subjectKeyIdentifier)
Extension {id-ce-authorityKeyIdentifier)
» Extension (SignedCertificateTimestampList) -
» algorithmldentifier (sha2S6WithRSAEncryption)
Padding: @
encrypted: bOeca7d8dfBdd58822 566200036100 cafd3foe3eTded?. . .
Certificate Length: 1133
v Certificate: 2035100302010 1444660 .. (id-a 1Sign Organization Validation CA - SHA256,id-at-organizationName=GlebalSign nv-sa,id-at-countryName=BE)
v signedCertificate
version: va (2)
serialhusber: @x0400000000014442704247
signature (shaZS6WithRSAEncryption)
issuer: rdnsequence (@)
o : 4 items (id-at- lobalSign Root CA,id-at-organizationalUnithame=Root CA,id-at-organizatiorNames=GlobalSign nv-sa, id-at-countryName=BE)
validity
subject: rdnSequence (@)
> 3 items (id-at- lobalsign Organization Validation CA - SHA256,id-at-organizationName=GlobalSign nv-sa, id-at-countryName=BE)

«

Help Close
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FAEE baidu RUIEF |, $3JF Chrome FIRILIEET , WH—TRENERER , X2

FRUEERZER ? WBEEREEEN.

GlobalSign Root CA /

L GlobalSign Organization Validation CA - SHA256 - G2
L baidu.com

= baidu.com —
%”)@/f%{-{ﬂﬂ

A Issued by: GlobalSign Organization Validation CA - SHA256 - G2
“— "¢ | Expires: Sunday, May 26, 2019 at 1:31:02 PM China
L 4 .
Standard Time

@ This certificate is valid

V¥ Details

Country CN
State/Province beijing
Locality beijing
Organizational Unit service operation department
Organization Beijing Baidu Netcom Science Technology Co., Ltd
Common Name baidu.com

Country BE /

Organization GlobalSign nv-sa

Common Name GlobalSign Organization Validation CA - SHA256
-G2

OK

294 €, , Server key Exchange
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Frame 294: 392 bytes on wire (3136 bits), 392 bytes captured (3136 bits) on interface @
Ethernet II, Src: Zte_bb:fb:d6 (e4:bd:4b:bb:fb:d6), Dst: Apple_ba:17:3e (8c:85:90:ba:17:3e)
Internet Protocol Version 4, Src: 115.239.211.112, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 443, Dst Port: 56716, Seq: 3575, Ack: 518, Len: 338
Secure Sockets Layer
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 333
v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
» EC Diffie-Hellman Server Params

4dvYyvywyy

8c 85 90 ba 17 3e e4 bd 4b bb fb d6 @8 @0 45 0@ coeme Koo oo E
@1 7a 48 B3 49 00 33 86 f4 f@ 73 ef d3 70 c@ a8 zH @ 3 sp
01 92 81 bb dd 8c 8b 58 7e @7 5d 75 81 77 5@ 18 X~ lu wP
03 2c bb 64 00 00 16 83 03 01 4d @c 08 01 49 03 ,-d M-I
90 17 41 84 fd cc 8e a8 f@ 73 25 94 21 35 e8 05 A s%- !5-
0@ 57 3e 5f 22 @e 4c 2d 5f 75 01 39 ea d6 77 50 W=_"L- _u'9 wP
a@ ff 43 B8 a5 54 47 60 48 03 c9 d@ of 13 97 4b C TG  H K
39 2f 76 5e B7 da 61 ¢9 38 68 f7 ¢B8 1b d4 2d 7c¢ 9/v~--a- 8h----—|
3a e4 a3 9a @4 01 01 @@ 47 2c 56 44 83 27 73 01 Beess G,VD-'s
90 99 f3 a8 35 9a dl1 Be 2e 41 61 c5 4f 75 34 10 ~++5-+ .Aa-0ud
fb 5f 7a 3c 6e 4f 64 ab 39 a9 12 bl 4c 1b b6 82 _z<n0d- 9L
c4 81 65 18 e4 73 87 30 91 42 d6 e4 6b 1f 48 a9 e s® B kH
ae 9b @3 19 62 a7 41 d8 B84 e4 @5 f2 3a 2f 16 6d b-A o/ m
@d 54 47 27 95 81 43 31 11 65 16 c3 5¢c 78 e3 68 TG'-C1 ‘e \x-h
37 le ee 3@ b5 58 a3 9b 6b 9f d2 c7 @f 6b 85 5d 7 -@X - k k-1
5c 3a 4a b3 03 08 3a be Of 6d 96 c3 b5 4b 3f 79 \iJ---r- omo KPPy
75 73 a3 42 9d 3c eb ed a2 98 d5 b2 f4 4c 75 32 us'B'< ©Lu2
a7 81 68 ee 30 65 6e 72 4c 92 ac 88 9b f4 dd 28 h-@enr L (
83 aa 31 bl 1a a9 42 33 9c c® 6a 48 cc 77 1d 4a 1---B3 j@w-J
€ 87 1d 64 fe Be f2 b2 98 c1 e6 af 46 bd b8 3a b9 d-- ‘Fe-z
0140 aB 8f B85 2b 94 24 @1 8d 22 29 c5 44 d@ 55 73 ed “4+:§- ").D-Us
@150 5e 72 e3 d6 2d el 8a 51 71 68 1le @b 4c 4d 6c e6  “~r--— -Q gh LML
9160 1le fc a9 eb 35 87 22 33 «c9 de a7 c@ cc of a7 24 5:"3 $

No.: 294 - Time: 18.685677 - Source: 115.239.211.112 - Destination: 192.168.1.2 - Protocol: TLSv1.2 - Length: 392 - Info: Server Key Exchange

Help Close

295 &, , Server Hello Done,

Frame 295: 63 bytes on wire (584 bits), 63 bytes captured (5084 bits) on interface @
Ethernet II, Src: Zte_bb:fb:d6 (e4:bd:4b:bb:fb:d6), Dst: Apple_ba:17:3e (8c:B85:98:ba:17:3e)
Internet Protocol Version 4, Src: 115.239.211.112, Dst: 192.168.1.2
Transmission Control Protocel, Src Port: 443, Dst Port: 56716, Seq: 3913, Ack: 518, Len: 9
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 4
v Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @

4vYyvYyvy

Bc B5 9@ ba 17 3e ed4 bd 4b bb fb d6 @8 @0 45 @0 ceeoemes Koo E
@0 31 48 84 40 00 33 @6 6 38 73 ef d3 70 c@ a8 -1H-@3- -85 -p-
@1 02 01 bb dd 8 8b 58 7f 59 5d 75 81 77 5@ 18 X Ylu-wP
03 2c bd 95 00 0@ 16 @3 @3 @0 04 e 00 @0 @0 ”

No.: 296 - Time: 18.685680 - Source: 115.238.211.112 - Destination: 192.168.1.2 - Protacol: TLSV1.2 - Length: 63 - Infa: Server Hello Done

Help Close
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298 & , Client Key Exchange/Change Cipher Spec/Encrypted Handshake
Message,

Frame 298: 180 bytes on wire (1440 bits), 180 bytes captured (144@ bits) on interface 0@
Ethernet II, Src: Apple_ba:17:3e (8c:85:90:ba:17:3e), Dst: Zte_bb:fb:d6 (ed4:bd:4b:bb:fb:d6)
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 115.239.211.112
Transmission Control Protocol, Src Port: 56716, Dst Port: 443, Seq: 518, Ack: 3922, Len: 126
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 70

v Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66

» EC Diffie-Hellman Client Params
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Content Type: Change Cipher Spec (20)

Version: TLS 1.2 (@x@3e3)

Length: 1

Change Cipher Spec Message
v TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

Version: TLS 1.2 (0x@303)

Length: 48

Handshake Protocol: Encrypted Handshake Message

4 Y vYYY

0030 20 00 00 90 00 00 16 03 03 @0 46 10 00 00 42 41 ++ ««F:.-:BA
2042 @4 dl 6e al 7b 14 9e 88 @ 99 02 2b 3f 30 86 a@ --n-{--- ---+70--
2050 29 b6 96 a5 b8 fa f8 97 ab ec ed bb 63 56 66 ff ):--:vrv on cVf-
Help Close

TCP/IP HAth
FEHESRERNARRA  ALRIERETEEREN , 8HEF  ARET  AREXEH
LIEEHEE.

TCP/IP 10 g

LA TUANBIRR BB D ER AT AR R 2R,

TCP/IP B9 4 EARELTHRIS ? BEBWLCE Y ?

TCP/IP N=RIBF 7RIS ? TURIEF R4 |, TR ?

HTTP #1 HTTPS 7£ TCP #EF EBHAARRE ? SSUTLS IEF R 7RIS ?
SSL/TLS HIMRABMPLE ? BN SEaS SIFERLEhRAS ?

SNI THEZ/D ? N8R SNIIRE |, iZAARIEIET ?

TCP 5 UDP XBIFEMRER ?

N4 TCP RESARE ? NARIEERTEEM ?

8. TCPBohEMRIEEMA ? TCP BIfLAE ?
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9. MAC HHFRIEUMEAENRY ? ( X7VEi A Edge T )
10. SSL/TLS iERFIHOBXERN ? A ?

HTTP/HTTPS 15k A0 k7
BIE TCPIEECKEVIF y , BRENCEERBITF T , T—EmMizEm HTTPIER Y. BN
HTTP EAJEMREE , REN , B RRIBARER | BERERENARLD,

ERIMERD T, ANFIXIRAA Wireshark K4 , EARKEM , IXIXE#A Chrome BTy
AY Developer Tools,

HTTP Lﬁ*
TEBRE/XR T HTTP &3k Header

¥ Headers Preview Response Cookies Timing

General
Request URL: https://www.qq.com/
Request Method: GET
Status Code: @ 200
Remote Address: 61.129.7.47:443

Referrer Policy: no-referrer-when-downgrade

Response Headers (11)
Request Headers
:authority: www.qq.com
:method: GET
:path: /
:scheme: https
accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,image/apng,*/*;q=0.8
accept-encoding: gzip, deflate, br
accept-language: en-US,en;q=0.9,zh-CN;q=0.8,zh;g=0.7
cache-control: max-age=0
cookie: pgv_pvid=9694389176; ts_uid=8071549118; tvfe_boss_uuid=4cab1b9db@®38b955; pgv_pvi=8624735232; pt2gguin=00041713244; RK=YNRO
ACuFTb; ptcz=494982e3515232eae5070eedded367fal54587258c11a6@5b34f7f5f08bad913; o_cookie=41713244; pac_uid=1_41713244; ptui_loginu
in=confach@qq.com; pgv_si=s3771378688; pgv_info=ss5id=58249429922; ts_last=www.qq.com/; ad_play_index=89; ptcz=494982e3515232eae50
70eedde@367fal54587258c11a605b34f7f5f@8bad913; fp3_id1=1100CF4C369B8DDA7D76D9B6@2E5389FFA252857795980D6B83FD63BA720523F08A24EFD53

EA75AR51ECF62EAF1C5D2D2852

upgrade-insecure-requests: 1
user-agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.110 Safari/s

37.36

Request URL : Ri2i53kHAJ URL

Request Method : GET , POST, PUT , DELETE , OPTIONS , HEAD
ETRMERMIRIEL | EUANEKIRELA: Accept, Accept-Charset, Accept-Encoding,
Accept-Language, Content-Type, Authorization, Cookie, User-Agent 5,

HTTP Dﬂ}&
TERRT HTTP AL Header
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X Headers Preview Response Cookies Timing

r General

Request URL: https://www.qq.com/
Request Method: GET

Status Code: @ 200

Remote Address: 61.129.7.47:443

Referrer Policy: no-referrer-when-downgrade

r Response Headers
cache-control: max-age=60
content-encoding: gzip
content-type: text/html; charset=GB2312
date: Fri, 3@ Nov 2018 ©5:57:54 GMT
expires: Fri, 3@ Nov 2018 ©5:58:54 GMT
server: squid/3.5.24
status: 200
vary: Accept-Encoding
vary: Accept-Encoding
vary: Accept-Encoding

x-cache: HIT from shanghai.qg.com

» Request Headers (11)
B=EIBELE Status Code ( 200, 302, 307, 404, 500) , server &,

HTTP 10 [o]
HTTP [BIRREER , ARIEIES AL MR , BLaRRTis HIFME R,
1. HTTP METHOD BIJLF , BRIRHA ?
EWIER , FEHEE,

2. HTTP B PUT/DELETE/Z{ERANESEFSHA ?
BE—REEFNER  BRNRSRESREARSHFN |, FrLAEERFISCIA S 2 i T
Ho&EFimaJse

3. HTTP Y OPTIONS FR{MHA ?
OPTIONS —fig FAsR3AEN BRsSiRRUBE (SN , FIRNFRIASSITFRY HTTP Method. EIRY
XAMAIFHEFE Mozilla ER https://developer.mozilla.org/en-
US/docs/Web/HTTP/Methods/OPTIONS,

BK :
curl -X OPTIONS http://example.org -i
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Ay

HTTP/1.1 200 OK

Allow: OPTIONS, GET, HEAD, POST
Cache-Control: max-age=604800

Date: Thu, 13 Oct 2016 11:45:00 GMT
Expires: Thu, 20 Oct 2016 11:45:00 GMT
Server: EOS (lax004/2813)
x-ec-custom-error: 1

Content-Length: 0

ETEMNREERS , EEE1Z URL 7818 HTTP Method 75 OPTIONS, GET.
HEAD LA POST,

AB2 OPTIONS —HRFETEMRERNE ? 2HY , CORS, MNERMEFF&ID SPA , BiEEAIBIH
HIZIEFIRZ BS54 JavaScript KSLHIRY , BESMIRILLA#R, Frg JavaScript 3C
W, ERIEASHITAYE VuelS , Angular)S , React S THEZR, RN{EIfRRIXNMaER ?
REBAERENRMNERERE—MEBT. IRFTER—MEET | TEEGin
SCINSY 5 CORS MYTHAE , B Spring/Spring Boot B2 A ZE{INAES % CORS , LI
FoSEEREERY , BRI LASE https://spring.io/blog/2015/06/08/cors-support-in-spring-
framework , RIEENA,

XTF CORS , MEHIARXE , EHBEIN Case B |, LEXNEEZ , NRAIRE
SPA , MBEFEMIERT , B HIRIRREESSHTHEE  XEF K. BERAE
SPARYZEHY , =HIN OPTIONS (IXENIETE§XT CORS HFHIMIE ) | XSfEEEAN
HTTP AR5 EEL . BR—MERFIEA.

REEAW , CORS BT REMX—H , REAERERE (B Web ) HEEIIS
B, ASE/VFE , BARTNEFRETREeMEiEReE T — MRSIUE |
MEXEERTX—R , FILABCAZELERRE T ABRILKER , FEER.

4. EiRipE qq B9 HTTP response BAY server IBASE , EEFSMHA?
server BB squid/3.5.24 , REIEZAERE ? ITED ARANEER. HLBEE
B, RMOZIE squid BURRAEEMAEXE., AtA?

WNER web server AR EHOATFFAN , FABRY , AHER , XBET |, IRAFBER
B9 web server BEALIAY |, (BXHAKTE web server ;jRERIE , MURBIAEIA
TR,
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{BRNERFERIEFFER] , /5140 Apache HTTPd , Apache Tomcat , Ngnix & , SiEETE=
T BNAEEReRE , MEXYLeREESEEIINeR  EER=E20RE
B CVE , #izliERRAZD7T. ALl , MISRERFFRY | (RE21EE S web server
BF—EEBEXENME | FRLAAREINLRES,

BIFAEXTRFRIARAT , XLEAER  SERARRAIE. MREETRYAR
REIIXE , AEBULRIE,

MLEE—  XtUERTZ2EIM , BifERBESE.

5. Status Code 302 5 307 HXBIEHZA ?
#ETFBEE |, (B2XBIEHERE ?
BAEE 307 MY BREATENN ? &8 fc2616 55 10 BT

10.3.8 307 Temporary Redirect

The requested resource resides temporarily under a different URI. Since the redirection MAY
be altered on occasion, the client SHOULD continue to use the Request-URI for future
requests. This response is only cacheable if indicated by a Cache-Control or Expires header
field.

The temporary URI SHOULD be given by the Location field in the response. Unless the
request method was HEAD, the entity of the response SHOULD contain a short hypertext
note with a hyperlink to the new URI(s), since many pre-HTTP/1.1 user agents do not
understand the 307 status. Therefore, the note SHOULD contain the information necessary
for a user to repeat the original request on the new URI.

If the 307 status code is received in response to a request other than GET or HEAD, the user
agent MUST NOT automatically redirect the request unless it can be confirmed by the user,
since this might change the conditions under which the request was issued.

£ GET. HEAD XEEERNERIIL , 302, 307 &K , {EXSTF POST BA[E
T, KEBDNILSRE #B& 302 245 POST 1EKEES GET , 1 307 MA—HE |, HBEXK
M E84kEEE Location AUBHE POST ZE.

BENOIFERE—T , RIRIEE POST—NEER , EEAY Body B IM WA , £ 30719
BRT , X IMBERBESRERTE , (BE302HERT , A,

6. £ HTTP Response BB Connection WRiEEETEMHA ?
AERILS | keep-alive , closed FEEA—H |, {RIBSERRERTIE | ERIUNEATER
FAZl.
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FEETIEMI , Connection FEB(SMisi=—Li7 8 TaIEk—LriiR , TEHEEGE
EHANHTTP Session B3 flow B,

7. {E HTTP Response BB Strict-Transport-Security ( HSTS ) 'E4H ?
HSTS — iR AN EIEP=A , AERLRNIMB P REI HTTPS |, A7 SEIEANNEE |,
HSTS B 7 — MBI XK |, BESRARE, KRBECSSEEE.

8. ALMMHTTPS WBTHE HTTP iaRFWRS ? BHHABE?
ARZHERR | {BIRMH 2 N4 |, Fiddler , HTTP Analyzer,

9. AT HEREERSAGRTAMER HTTP (Y ? fIANTERAE , RPC FHEIR
B—REAER HTTP {ERERINY ? MTE 5G TEM HTTP th}IE ?
E—REEEIEN , HTTPHBELARES T , SIEEEMISFEIK , mikss  m
BB S MXEEEL AT D E R B,

BR7E 56 B , It4 3GPP HRSRA HTTP HEAZA reference point BY
interface BYSLIIE ? KERAS—T.

10. HTTP 1Y ( B¥E HTTP/2.0 ) BEIZNE ?
AREER , BRHTTPROKREZETHE—T , LB,

M B3 = FEATANE SR T E
PERISSESEIE T server FIREINT , B TRNSEZEASSIART.

Server IREIRIAFBELNE ? XERLA HTML TWE A ( APIHREIRY ISON £iERL XML £5
FEAETICTEER ) .

— P RE—REE HTML, CSS. JS. BREXH , BRANResIEIX L A fEiZa{ais
2 (render ) ftB{iJ0R ?

IUTEDRESETH 2ENE !
e https://www.html5rocks.com/en/tutorials/internals/howbrowserswork/

e https://developers.google.com/web/fundamentals/performance/critical-rendering-
path/render-tree-construction

B3 R LR AY

BRI T B TSERRRYAMER , LIRS MEMRITIEE | TEEN S8 EII1E

o
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1. User Interface: Ul {H{4E3ERBUM= | Bit/RBIRH , PEXRE,
2. Browser Engine: 7 Ul H{4F0;E55 |22[8]5REX—LE action.
3. Rendering engine : A= EREKNAS. Fla0 , IRZE HTML ITHE , ©REHET

HTML , CSS , HE#TIRBSETTERE L.

ARIBINIEESERARRYERS I

e IE {#H Trident

e Firefox {&F Gecko

o Safari £/ WebKit

o Chrome ] Opera ( iR4s 15 FH4a ) A Blink, B2&ETF Webkit FF&HY,

. Networking: ThE=MLZER , HIE0 HTTP BXK. EARKFEEEARBRISE
. UI backend: FERBFRLEEARR Ul tx |, HIUOTHIAE , Windows &, X4 Ul 5

SRE—LEANED  AAREESRT,

6. JavaScript interpreter. FISRA#ITF0IE1T JavaScript code,
7. Data storage. #UEFANHBF—R. NIGeSrlseR 2 AESTPREEI0EUE | Flul

Cookie, NEEesthSsz#:5HAI 15 AAY LocalStorage , IndexedDB , WebSQL LA
FileSystem,

User Interface

W
Browser engine | . g
———" =
1
W &
o
m
-
Rendering engine 2
j —_—
Networking gt Ul Backend
Interpreter
o )
ERETENEERE
wWls N=p> 2 =
THENEENERS ZBHNEELSE,
Parsing HTIWIL -
& Render tree .. | Layout of the - Painting the
ta consiruct v construction 4 render tree v render tree
the DOM tree
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BHE | ZEMET HTML XX |, 77§ HTML B 2Rt — 11 DOM |, HHgEH—
DOM . 2SR5 IZEFHAMETRE CSS 4B RZHEE HTML TRERY CSS HEdE | XL
HVERNSEEBI—I | B,

BERNEETENMER  XEEEETHR , X\, UEFREN  MESRESRAIRT
BrERREL.

SEREIETEE |, B NRENBRYER  EXMERE | BEREIZEREEN DOM T
SRR , FRIEATER = LB,

ETRERMEMN , Ul Backend BE&E—M DOM TTRLEEFE HAEHE,

FEIERIR  LEHE—ENHERE  BRX—IFRER. BRANTEEEIFRBEFE
1, WEEHRSUETOER | EHASFEIE HTML 5 7 2 FHaiEiifm s
W, SEOABIEERTERN | BI85 IEMNMESHRA T TR,

E 2 MEZ WebKit 1 Gecko RIS 1ZERIRE | Tl 1AM AZUHERL.

HTML HTML Layout
Parser
1
y

Attachment Z Render /=¥ | Painting —>< Display >
Tree
CsS Style
Style Parser Rules
Sheets

Figure : WebKit main flow
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HT?\AL Parser |—| CoOntent Conu.m e
' Sink wxm
Frame Painti o
Conslructor Tree ntng isplay

CSS Slylc
Parser Rules

Figure : Mozilla's Gecko rendering engine main flow (3.6)

THEZ DOM 1 , ERMAIRTZE,
pom D cssom

head )< font-size: 16px  |a— @
meta link div o @ @
T I/ s 2 = 2
Hello, » font-size 1| 5pX @ font-size: 16 font-size: 16px
— font- welghl bol color red float: right |

font-size: 16px
display: none |
R A

Render Tree |
font-size: 16px |[< == body
font-size: 16px div
font-weight: bold [~ P
- _L
Hello students font-size: 16px
float: nght

S5 [ ERREFETIERY , BT MERIRIE , HFrERIEERERLIERN. £ Firefox §1 Safari ,
51 TBECMEFLE | M Chrome B2 tab AMEF AR,

R ENIBRZ N HIZAZ R T | (BEEREZRAY , —ARE 2-6 1

NSRRI ELAER— I TCIRAVEHEIN | MBE—BERIFHIE alive, —EFESMEMH (FI
MSEEY , mESEM) | FLLIELbA],

M TR E S 10 [0]

1 NSRRI D R4 ?

2. BPERNGRRATERS EEHA?

3. NMRHRERNHNERRERMTA?

4. SSEMOTRFNERS , BURLNIRES (BREF ) FERataflKs ?
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BIRZAIZE Samsung FHF0 Huawei FHl , BN — PN HREUSZECEAEN BXEH
FUEE |, BIRER Samsung 1 Huawei BHIIIKFET , FIRS LS T,

BRE | EERLBARSEIE?

MBS IR E—RR L NEFRREERT ?

DOM &Y , IERMEMA?

N THREEFHEFARLE |, FAINOZE R E ML+ ARG ?

. RS RUAFTFF PDF , Word ZE3ZH4RY ?

10. ARIHFFFA—MAREES | RiHEEEBWL ?

Web {4t
HATAE . ABTPOEER , — RSN 8 , ABAEFRET | XaxlsE7-
EERRN. FATZAMT AL TTEIR 2

© o N o O

RIEREEE , iERBRNENABN VAT BE . ETER— LA E :
DNS &if

TCP &4z

%% HTTP i5k

Server 468 HTTP i53kFHiR[E] HTTP 73

NSSESHENTH render TRH

HTTP izl FF

o v A wN P

SFERE—THIAHER | HRE 10 SEMEBEHR—ERLK , S5XE

( https://developer.yahoo.com/performance/rules.html ) ,

XEERRE 10 ZFRINEY |, ERHRRIAR  —2FIERRNHIN Y |, LMEEN SF1RYS
=, [ENE EFZRE LA,

LS Z1EZIRIE -
1. RE% server BAFIE—L , FIM0ALMEFEIE Apple , NiZZ Apple REIuHR{E
ARSS , GSLB REE,
AEIE layout RA—EN—F , BRIZMEHREIRR , FREINFETFISRMERE.
BUHHIET RSV ER |, MAEERImEL JavaScript b8 T,
ANERIBEFITA , Load Balance iXELEFELFEE FHY,
RF HTTP &R , SHEIRE Connection,
FEFEMHHREES | e RITEERIRELAR.
IR REETA. SHEFIRERIEIER , AMEXERR,

© g k~ w D
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R

XEHNFIFREZE , FRANREAFEFE | BERX , MRE/FER  RFRE<E
ZiERY , FRLUBEFESIASTZM. WXNEE , EX_ LATLIRERIIZRREE |, EEED
XEFREXGEAAIRN— R4, BREET , thEeE 7 —LLEr |, Baiftll. 258

75, FEME URL FIHR T,

EiXmNERETRENE , REEEEEN | EREAERIEENNET AR IEHEUE
B, AIREEH TR LUBE LA RO R , LB — P SUEF .
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